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WebEx 

 

AGENDA 
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Agenda Item 

1. Call to Order and Determination of Quorum 
Keri Glitch, OGOC Chair  

2. Standards of Conduct and Anti-trust Guidelines 
Julie Peterson, Assistant Corporate Secretary and Senior Counsel  

3. Consent Agenda 
Julie Peterson, Assistant Corporate Secretary and Senior Counsel 

 Approve minutes from Q4 OGOC joint risk meeting 

 Approve date for special Q4 OGOC meeting 

4. Compliance Monitoring and Enforcement Program (CMEP) Advisory Council Report 
Jeff Norman, Director of Compliance Monitoring and CMEPAC Liaison 

 Approve 2021 Work Plan 

 Consider revisions to MRO’s Standards Process Manual for recommendation to the board 

for approval 

5. Reliability Advisory Council Report 
Richard Burt, Senior Vice President and Chief Operating Officer 

 Approve 2021 Work Plan 

 Approve council membership recommendation  

6. Security Advisory Council Report 
Steen Fjalstad, Director of Security and SAC Liaison 

 Approve 2021 Work Plan 

 Approve council membership recommendation  

 Approve the SAC Threat Forum Guidelines 

7. MRO Organizational Group Member Diversity 
Richard Burt, Senior Vice President and Chief Operating Officer, Karla Schiller, Director of Human Resources, 

and Rumyana Kreidler, Senior Risk Assessment and Mitigation Engineer 

8. Staff Recommendations for Organizational Group Membership 
Richard Burt, Senior Vice President and Chief Operating Officer 

Break (9:45 a.m.) 

9. Review Fourth Quarter Annual Risk Meeting with Advisory Councils 
Keri Glitch, OGOC Chair, and Richard Burt, Senior Vice President and Chief Operating Officer 

10. MRO Reliability Risk Matrix Update 
Richard Burt, Senior Vice President and Chief Operating Officer 

11. MRO Support of NERC Organizational Groups  
Richard Burt, Senior Vice President and Chief Operating Officer 

12. Quarterly Report on NERC Organizational Groups (Written) 
Richard Burt, Senior Vice President and Chief Operating Officer 
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Agenda Item 

13. Joint Reliability Advisory Council Pre-Meeting Discussion 
Richard Burt, Senior Vice President and Chief Operating Officer 

14. Other Business and Adjourn  

Joint meeting with Reliability Advisory Council at 1:00 p.m.  
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MRO OGOC Meeting Agenda – March 24, 2021  

 
 

Call to Order and Determination of Quorum 
Keri Glitch, OGOC Chair 

2021 OGOC Members 

 

A current roster for the MRO Board Organizational Group Oversight Committee is posted on MRO’s public 

website here.  

The board will follow these guiding principles during the conduct of its work: 

Highly effective and reliable board members: 

 

1. Support the MRO mission and its values, and understand the role of the board. 

2. Exercise their fiduciary duty of care by preparing for, attending, and participating in board and 
assigned committee meetings. Absent compelling and stated reasons, directors should be 
present at meetings. 

3. Are objective decision makers and avoid participation in board issues that are self-serving or 
may be perceived as a conflict of interest. 

4. Read the materials before board meetings and come prepared with questions. 

5. Advocate why MRO is important and why it needs our support. 

6. Take leadership roles by chairing a committee and knowing what the committee’s 
responsibilities are, and initiate, as necessary. 

7. Respect the different roles of staff and the board. 

8. Collaborate and cooperate with other board members. 
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

Standards of Conduct and Anti-trust Guidelines 
Julie Peterson, Assistant Corporate Secretary  

 

Standards of Conduct Reminder: 
Standards of Conduct prohibit MRO staff, committee, subcommittee, and task force members from sharing 

non-public transmission sensitive information with anyone who is either an affiliate merchant or could be a 

conduit of information to an affiliate merchant. 

 

Anti-trust Reminder: 
Participants in Midwest Reliability Organization meeting activities must refrain from the following when 

acting in their capacity as participants in Midwest Reliability Organization activities (i.e., meetings, 

conference calls, and informal discussions): 

 Discussions involving pricing information; and  

 Discussions of a participants marketing strategies; and 

 Discussions regarding how customers and geographical areas are to be divided among 

competitors; and 

 Discussions concerning the exclusion of competitors from markets; and 

 Discussions concerning boycotting or group refusals to deal with competitors, vendors, or 

suppliers. 
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

Consent Agenda 

a. Review and approve minutes from December 2, 2020 OGOC meeting. 
Julie Peterson, Assistant Corporate Secretary 

 

Action 
1. Review and approve draft minutes from the OGOC meeting on December 2, 2020. 

2. Review and approve special OGOC meeting date for the fourth quarter 2021. 

Report 
The draft minutes from the OGOC meeting held on December 2, 2020, are available for review on MRO’s 

confidential board website. Please provide any comments or edits to julie.peterson@mro.net.  

Additionally, given that the OGOC’s meeting in the fourth quarter is dedicated to the joint risk meeting with 

advisory council leadership, staff would like to propose the OGOC meet by WebEx ahead of that meeting 

to make any decisions that would otherwise be necessary in that same timeframe. (Typically, this includes 

reviewing and approving organizational group membership for the following year.) The duration of the 

meeting is anticipated to be between 45 and 90 minutes, depending on the agenda content. 

Because most of the recommended revisions will come from the advisory councils, this meeting needs to 

occur after the advisory councils meet in November, and preferably before the OGOC’s joint risk meeting in 

December. Considering this tight timeframe, staff would like to propose the following meeting date for 

OGOC approval:  

 Friday, November 19, 2021, from 2:00 p.m. to 3:30 p.m. Central time 

Please advise as soon as possible at julie.peterson@mro.net if this date and time do not work for you.   

Going forward, staff would like to set this as a standing meeting each year, with the date being approved at 

the special fourth quarter meeting for the following year.  
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

Compliance Monitoring and Enforcement Program (CMEP) Advisory Council Report 
Carl Stelly, Compliance Monitoring and Enforcement Program Advisory Council Chair 

Jeffrey Norman, Director of Compliance Monitoring  

 

Action 
1. Review and approve the proposed CMEP Advisory Council draft 2021 work plan. 

2. Review and consider recommending revisions to MRO’s Standards Process Manual to the board of 

directors for approval. 

 

Report 
The Compliance Monitoring and Enforcement Program Advisory Council (CMEPAC) met on February 9, 

2021, via WebEx. The full meeting agenda can be found on MRO’s public website here. The following is a 

summary of items discussed and actions taken at this meeting.  

CMEPAC Activities 

Areas of Focus 

1. The CMEPAC reviewed the draft 2021 work plan to ensure the CMEPAC identified work plan 

activities in support of the CMEPAC charter, as well as MRO’s strategic goals. The CMEPAC 

added a work plan item in 2021 to support the development of the MRO Regional Risk 

Assessment.  

2. In preparation of the July 27, 2021 CMEP Conference, the CMEPAC reviewed past survey 

responses to determine outreach topics of interest to the entities. A list of possible conference 

agenda topics has been created. The CMEPAC determined it would be best to create a sub-team 

to finalize the list of conference topics into a draft conference agenda with potential speakers. The 

CMEPAC is planning to determine the length of the conference based upon the list of conference 

topics.  

3. In an effort to help entities prepare for expectations with the implementation of a new or revised 

NERC Reliability Standard, MRO staff proposed piloting a Readiness Assessment engagement 

with CMEPAC members.  

Accomplishments 

1. The CMEPAC appointed Carl Stelly, SPP, as chair, and Terri Pyle, Oklahoma Gas & Electric, as 

vice chair of the CMEPAC for 2021. Chair Stelly and Vice Chair Pyle ran unopposed for these 

positions and received unanimous votes in favor of their nominations.  

2. The CMEPAC reviewed and responded to questions submitted to the AskCMEPAC@mro.net 

exploder. 

3. The CMEPAC is responsible for reviewing MRO’s Standards Process Manual every five years and 

recommending revisions to the OGOC for approval. The CMEPAC reviewed the MRO Standards 

Process Manual and voted to recommend its approval to the OGOC at its last meeting.  

4. The CMEPAC monthly call held in January had 74 attendees and lasted 65 minutes. These calls 

have allowed entities to share best practices, discuss compliance issues, and for the CMEPAC to 

better understand the outreach opportunities that would best assist the MRO footprint. 
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

Challenges 

1. Determining the content that will keep a captive audience for a completely virtual conference, as 

well as determining if the conference should run for four, six or eight hours.  

 

Review and Approve  

2021 Work Plan 

The CMEPAC is pleased to present its draft 2021 Work Plan for OGOC review and approval. 

 

MRO Standards Process Manual 

 

The CMEPAC respectfully recommends the OGOC consider recommending proposed revisions to MRO’s 

Standards Process Manual to the MRO Board of Directors for approval. Clean and redline versions of the 

manual are attached to this report.  
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ColuWork Item Source Activity Timing Responsible Party Item Audience Item Type Status Notes

1 Standard Review MRO Strategic Goal 1

NSRF should incorporate evaluating how to 
address risk in standards, risk's not addressed 
by standards that should be in standards in 
addition to discussions on how to comply with 
standards.

Periodically NSRF OGOC Work plan Open

2 CMEPAC Conference call
Internal Compliance 
Program Maturity (Newly 
formed risk element)

The CMEPAC will host a monthly open forum 
CMEP Conference call starting with a topic of a 
Standards then open to all discussions

Monthly CMEPAC Members OGOC Work plan Open The monthly calls take place the 2nd Tuesday of every month at 3:00 p.m. Central.

3 Collaboration with industry 
working groups and forums

MRO Strategic Goal 6/ 
Human resource 
Adequacy (Newly formed 
Risk Element)/ 2020 CCC 
Work plan Succession 
Planning: Chapter 1, 
Program 1.

Get reports from other industry working groups 
i.e. SPP RCAG/MCCF regarding 
projects/initiatives they are working on, aging 
work force/ ability to find qualified Compliance 
personnel and issues/risks they are seeing in 
our footprint. Seek opportunities to add value to 
ongoing efforts or identify duplicative activities 
that could be eliminated.

Periodically CMEPAC Members OGOC Work plan Open

4 Self-Certification worksheet 
review

MRO Strategic Goal 6/ 
2020 CCC Work plan 
Program Support Efforts: 
Chapter 2 Project2.

Review MRO's self-certification worksheets 
prior to issuance to registered entities.

Periodically CMEPAC Members OGOC Work plan Open

5 Support Entity Integration

MRO Strategic Priority 1/ 
2020 CCC Work plan 
Stakeholder 
Collaboration: Chapter 2, 
Program 11.

Support the integration of any new registered 
entities and engagement of all registered 
entities (including less active members). Periodically CMEPAC Members OGOC Work plan Open

Create welcome packet for new entities regarding work of advisory councils and 
subgroups. Collaboration effort with other advisory councils. Reach out to smaller 
entities directly so they have awareness on outreach items that may impact them.

8 Entity outreach Charter

Conduct webinars on an as needed basis, 
aiming for at least one webinar every quarter. 
Create Standard Application Guides, when a 
need has been identified.

Periodically CMEPAC Members OGOC Work plan Open

9
Facilitate the sharing of audit 
approaches to 
standards/requirements

MRO Strategic Goal 6/ 
2020 CCC Work plan 
Program Support Efforts: 
Chapter 2, Program 2.

Either via the CMEP Conference, webinars or 
other training, work with MRO to provide the 
internal control approaches for specific NERC 
Reliability Standard Requirements.

Periodically CMEPAC Members OGOC Work plan Open

10 Newsletter Articles Charter and ERO/MRO 
defined Risks

Draft newsletter articles on an as needed basis, 
aiming for at least one article every quarter. Periodically CMEPAC Members OGOC Work plan Open

11 Entity outreach Charter and ERO/MRO 
defined Risks

Survey members regarding possible 
implementation for upcoming standards, provide 
results and guidance to registered entities.

Periodically CMEPAC Members OGOC Work plan Open Quarterly review upcoming standards for the next 9 months and determine if any 
action is needed by the CMEPAC.

12 MRO's Regional Risk 
Assessment MRO Strategic Goal Support the development of the MRO's 

Regional Risk Assessment (RRA) Annually CMEPAC Members OGOC Work plan Open

Determine the role of the CMEPAC with the RRA. i.e. partnering with the RAC and 
SAC for their portions fo the RRA to bring a compliance perspective to those 
sections, providing input on the CMEP and Aggregate Risk sections, and provide 
feedback to the risk heat map. The CMEPAC will provide two CMEPAC members 
to aid MRO Staff in rating the risks utilizing MRO's risk matrix.

The items above this row are seeking/have been granted OGOC approval. The items below this row are example ideas on how the advisory council could implement any approved work plan items.  
Work Item Source Activity Timing Responsible Party Item Audience Item Type Status Notes
CMEP Conference work plan item 7 CMEP Conference Planning  Qtr 1 All Council CMEP Conference Create draft agenda. Consider more than one conference per year, maybe half day 

conferences. Considering a summer and fall conference.

MRO CMEPAC 2021 Draft Work Plan 
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ColuWork Item Source Activity Timing Responsible Party Item Audience Item Type Status Notes
MRO CMEPAC 2021 Draft Work Plan 

Entity outreach work plan item 8 Optimizing effective and efficient assessment of 
performance characteristics of an entity. Qtr 1 Koller Council Webinar Review of MRO's CSI of 2018-2019 High Risk Requirements as a Start for any 

future article writing.

Newsletter Articles work plan item 11
Consider providing redacted responses to 
HEROs or askCMEPAC questions to registered 
entities 

Periodically Buchholz, Mehlhaff Council Newsletters There are several askCMEPAC questions that could be summarized in a newsletter 
article. 

Entity outreach work plan item 8

How to do quality risk determinations for self-
logs and self-reports, include in process 
assessing public risk determinations. How to do 
risk determinations/data mining. 

Qtr 1 Ness, Safi Council Webinar Will work with MRO RAM department to create webinar. Risk Determinations. Ryan 
McNamara will assist from RAM.

Facilitate the sharing of audit 
approaches to 
standards/requirements

work plan item 9, 11
Develop guidance examining the concept of 
using the EA root cause codes within CMEP 
processes. 

Periodically Pyle, Stelly, Ness, Stewart, Buchholz Council

One example is focusing on Root cause analysis use of cause codes within CMEP 
processes/human performance. For misoperations, work with the RAC on Root 
Cause and how to see if any other asset falls into the same category of the 
misoperated asset. A series of outreach activities will be planned.

Entity outreach

work plan Item 3 Collaboration with industry working groups and 
forums. Periodically Buchholz (Champion), Safi, Pyle Council

Add in non-duplication efforts from all industry, advisory councils, NERC 
representatives, and industry forums. Bring back outreach ideas from other forums. 
Collaborate with the NERC CCC and other regional compliance groups on outreach 
and to not duplicate efforts. This will start with the NERC CCC and join more as 
time goes on. 

Entity outreach work plan item 8 SAG (changed from SAR) development support Periodically DePoorter (as default) Council, NSRF

Note from OGOC: ensure current guidance on the SAG process is incorporated. 
Webinar training, possibly joint project with the NSRF. Review of MRO's CSI of 
2018-2019 High Risk Requirements as a Start to writing guidance. Note, guidance 
should be short and to the point, maybe 15 pages?

Newsletter Articles work plan item 10 MRO Audit Practices Qtr 2 Stelly (Champion), Stewart, Pyle Council Newsletter Follow-up to first MRO Audit Practices article.

Newsletter Articles work plan item 10 Identify "Aggregate Risks" per MRO's RRA Periodically All Council Newsletter/Webinar

Risk in Aggregate items are: Cyber Security for Low Impact BES Cyber Systems 
(CIP-002-5.1a, CIP-003-7/8), Protection System Maintenance (PRC-005-6), 
Generator Frequency and Voltage Relay Settings (PRC-024-2), Generator 
Operations for Maintaining Network Voltage Schedules (VAR-002-4.1)
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INTRODUCTION 

Purpose 

This manual defines the characteristics of a Midwest Reliability Organization (“MRO”) Regional Reliability Standard 

and establishes the process for proposing Regional Reliability Standards to North American Electric Reliability 

Corporation (“NERC”) for enforcement under direct or delegated authority as designated by the Energy Policy Act 

of 2005 (“EPAct 2005”), Section 215 in the United States and applicable Canadian authorities. MRO is a Cross-

Border Regional Entity (“CBRE”) as defined in EPAct 2005 and the final FERC reliability rule consistent with the 

US-Canadian Bilateral principles. For more information on MRO, please refer to 

http://www.midwestreliability.orgmro.net. 

The MRO standards process is consensus-based, technically vetted, and open to the public and bordering entities 

that may be impacted by a proposed Regional Reliability Standard of MRO. MRO Regional Reliability Standards 

apply to the reliability  planning, and operationplanning, operation, and security of bulk power systems located 

within the MRO region. NERC as the Electric Reliability Organization (“ERO”) and the applicable regulatory 

authorities in the United States and Canada will have the ability to enforce these standards 

Authority 

This manual is published by the authority of the MRO Board of Directors (“BOD”) who shall have the sole authority 

to approve the modifications to this manual. A procedure for revising this manual is provided in section VII titled 

“Maintenance of MRO Regional Reliability Standards Process.” 

Credits 

This manual was developed from the NERC Reliability Standards Development Procedure (available at 

www.nerc.com). Thus, the MRO Regional Reliability Standards process is very similar to the NERC process and 

the format is the same as the NERC Reliability Standard format. 

Background 

NERC and MRO work with all segments of the electric industry, including electricity end-users, to develop 

standards for the reliable planning and operationplanning, operation, and security of bulk power systems. The 

purpose of the NERC Reliability Standards is to promote reliability, while at the same time accommodating 

competitive electricity markets. 

EPAct 2005, Section 215 and NERC, ERO provide for Regional Entities (“RE”) to propose Regional Reliability 

Standards to NERC for eventual enforcement within the region of the RE or CBRE. Regions (such as MRO) may 

develop, through their own processes, regional reliability standards that; go beyond, add detail to, or cover matters 

not addressed in NERC Reliability Standards. MRO Regional Reliability Standards are proposed to NERC for 

approval and become enforceable, once approved by NERC and the applicable regulatory authorities in the United 

States and Canada, as Reliability Standards. 

MRO Regional Reliability Standards that are proposed shall not be inconsistent with, or less stringent than 

established NERC Reliability Standards. All MRO Regional Reliability Standards obligate MRO to monitor and 

enforce compliance and apply sanctions, if any, consistent with any regional agreements and the NERC rules. 

Proposed MRO Regional Reliability Standards shall be subject to approval by NERC, as the ERO, and by 
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applicable regulatory authorities in the United States and Canada, before becoming mandatory and enforceable. 

No Regional Reliability Standard shall be effective within the MRO area unless approved by NERC and the 

applicable regulatory authority in the United States or Canada. 

MRO proposed Regional Reliability Standards, when approved by NERC and the applicable regulatory authorities 

in the United States or Canada shall be made part of the body of NERC Reliability Standards and shall be enforced 

upon applicable bulk power system owners, operators, and users within the MRO region as per applicable 

delegation agreements. 

MRO REGIONAL RELIABILITY STANDARD DEFINITION, CHARACTERISTICS, 
AND ELEMENTS 

Definition of a MRO Regional Reliability Standard 

A MRO Regional Reliability Standard defines certain obligations or requirements of entities that operate, plan, and 

use the bulk power systems of the MRO region. 

The Bylaws of MRO define a Reliability Standard as: 

“Reliability Standard” means a NERC reliability standard, duly in effect, under the rules, regulations 

and laws governing such standards, to provide for reliable operation of the Bulk-Power System.” 

When proposing a Regional Reliability Standard in the MRO region, the obligations or requirements must be 

material to reliability and be measurable. 

Each MRO Regional Reliability Standard shall enable or support one or more of the NERC reliability principles, 

thereby ensuring that each standard serves a purpose in support of the reliability of the regional bulk power 

system. Each of those standards shall also be consistent with all of the NERC reliability principles, thereby 

ensuring that no standard undermines reliability through an unintended consequence. 

While MRO Regional Reliability Standards are intended to promote reliability, they must at the same time 

accommodate electricity markets. All MRO Regional Reliability Standards shall be consistent with NERC’s market 

interface principles. Consideration of the market interface principles is intended to ensure that standards are written 

such that they achieve their reliability objective without causing undue restrictions or adverse impacts on electricity 

markets. 

Characteristics of a MRO Regional Reliability Standard 

A MRO Regional Reliability Standard may include standards for the operation and planningplanning, operation, 

and security of interconnected systems as well as market interface practices. The format and process defined by 

this manual applies to all MRO Regional Reliability Standards. 

A MRO Regional Reliability Standard shall have the following characteristics: 

Material to Reliability - A MRO Regional Reliability Standard shall be material to the reliability of bulk power 

systems in the MRO region. If the reliability of the bulk power systems is compromised without a particular 

standard or by a failure to comply with that standard, then the standard is material to reliability. 

16/116



MRO ROLES IN THE MRO REGIONAL RELIABILITY STANDARDS DEVELOPMENT PROCESS 

 

 

PREPARED BY: MRO CMEPAC                PAGE | 8 

Measurable - A MRO Regional Reliability Standard shall establish technical or performance requirements that can 

be practically measured. 

Relative to NERC Reliability Standards - A MRO Regional Reliability Standard shall go beyond, add detail to, or 

cover matters not addressed in already approved NERC Reliability Standards. 

Elements of a MRO Regional Reliability Standard: 

To ensure uniformity of MRO Regional Reliability Standards, a MRO Regional Reliability Standard shall consist of 

the elements identified in Appendix C of this manual. However, the most current version of the approved NERC 

Reliability Standard template and its associated elements posted on the NERC website will be used at the time of 

the development of a MRO Regional Reliability Standard if different from the elements listed in Appendix C. 

These elements are intended to apply a systematic discipline in the development and revision of MRO Regional 

Reliability Standards. This discipline is necessary to achieving standards that are measurable, enforceable, and 

consistent. 

The format allows a clear statement of the purpose, requirements, measures, and penalties for non-compliance 

associated with each standard. 

All mandatory requirements of a MRO Regional Reliability Standard shall be within an element of the standard. 

Supporting documents to aid in the implementation of a standard may be referenced by the standard but are not 

part of the standard itself. Types of supporting documents are described in a later section of this manual. 

ROLES IN THE MRO REGIONAL RELIABILITY STANDARDS DEVELOPMENT 
PROCESS 

Nomination, Revision or Withdrawal of a Standard: 

Any member of MRO, or group within the MRO region, shall be allowed to request that a MRO Regional Reliability 

Standard be developed, modified, or withdrawn. Additionally, any person (organization, company, government 

agency, individual, etc.) who is directly and materially affected by the reliability of the MRO bulk power system shall 

be allowed to request that a MRO Regional Reliability Standard be developed, modified, or withdrawn. 

Process Roles 

Board of Directors (BOD). The BOD will consider MRO Regional Reliability Standards that have been approved 

by the Registered Ballot Body (“RBB”) and recommended by the MRO Compliance Monitoring and Enforcement 

Program Advisory Council (CMEPAC) to be proposed to NERC and the regulatory authorities for enforcement 

consistent with direct or delegated regulatory authorities of MRO. Once the proposed MRO Regional Reliability 

Standard is approved by NERC and the regulatory authorities, it becomes effective in the MRO region consistent 

with the MRO’s direct or delegated regulatory authority. 

The One mission of the CMEPAC is to assure that the compliance program and policies are followed according to 

the rules and carried out in a non-discriminatory manner, subject to the BOD approval with MRO staff and BOD 

oversight. The compliance program is designed around compliance with Reliability Standards. The development of 

a MRO Regional Reliability Standard, in particular the measures and compliance administration portions of the 

standard, shall have direct input from the CMEPAC. The CMEPAC is also responsible for managing the standards 
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processes for the development of standards, VRFs, VSLs, definitions, variances, and interpretations in accordance 

with this manual. The CMEPAC is responsible for ensuring that the standards, VRFs, VSLs, definitions, variances, 

and interpretations developed by drafting teams are developed in accordance with the processes in this manual 

and meet NERC’s benchmarks for reliability standards as well as criteria for governmental approval1. 

The CMEPAC has the right to remand work to a drafting team, to reject the work of a drafting team, or to accept 

the work of a drafting team. The CMEPAC may direct a drafting team to revise its work to follow the processes in this 

manual, or to meet the criteria for NERC’s benchmarks for reliability standards, or to meet the criteria for 

governmental approval. The CMEPAC meets at regularly scheduled intervals (either in person, or by other means) 

and are open to all interested parties. 

When presented with a Standard Authorization Request (SAR) the CMEPAC will determine if the SAR is sufficient 

to guide standards development and whether the SAR is consistent with this manual. The CMEPAC will take one 

of the following actions: 

1. Accept the SAR. 

2. Remand the SAR back to the standards staff for additional work. 

3. Reject the SAR. If the CMEPAC rejects a SAR, it shall provide a written explanation 

for rejection to the sponsor within fifteen business days of the rejection decision. 

4. Delay action on the SAR pending development of a technical justification for the 

proposed project 

If the CMEPAC remands, rejects, or delays action on a SAR, the sponsor may file an appeal following the appeals 

process provided in this manual. 

If the CMEPAC is presented with a SAR that proposes developing a new standard but does not have a technical 

justification upon which the standard can be developed, the CMEPAC shall direct the standards staff to post the 

SAR for a 30-day comment period solely to collect stakeholder feedback on the scope of technical foundation, if 

any, needed to support the proposed project. If a technical foundation is determined to be necessary, the CMEPAC 

shall solicit assistance from MRO’s technical committees or other industry experts in providing that foundation 

before authorizing development of the associated standard. 

If the CMEPAC accepts a SAR, the CMEPAC shall work with the standards staff to coordinate the posting of the 

SAR(s). 

Compliance Manager (CM). -  The Compliance Manager (CM), a MRO staff function, and the CMEPAC shall 

provide input and comments during the standards development process to ensure the measures will be effective 

and other aspects of the compliance program practically implemented. 

Standards Process Manager (SPM) - . This is a MRO staff function. The Standards Manager who will act as the 

SPM shall manage the MRO Regional Reliability Standards Process. The SPM is responsible for ensuring that the 

                                                 
1 The Ten Benchmarks of an Excellent Reliability Standard Ten Benchmarks of an Excellent Reliability Standard and 

FERC’s Criteria for Approving Reliability Standards are posted on the NERC Standards Web Page. 
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development and revision of standards is in accordance with this manual. The SPM works to ensure the integrity of 

the process and consistency of quality and completeness of the MRO Regional Reliability Standards. The SPM 

facilitates all steps in the process. 

Standards Process Staff - MRO staff will assist the SC CMEPAC, SPM, Requester, and Standard Drafting Team 

(SDT). 

Registered Ballot Body (RBB) - The RBB comprises all entities that: 

1. Qualify for one of the Industry Segments approved by the BOD2, and 

2. Are registered in the MRO RBB. 

Each voter must be a member of the RBB - . Note: An individual's membership in the RBB will be in a “Pending” 

stage immediately following registration; in order to be able to vote, your registration must be activated, and 

activation may take up to 24 hours. 

Each registered member of the RBB is eligible to participate in the voting process for each Standards Action (add, 

change, or withdraw). However, each MRO RBB member (company) may have only one vote per eligible segment. 

The RBB will ensure, through its vote, the need for and the technical merits of, a proposed Standards Action and 

the appropriate consideration of views and objections received during the development process. The RBB votes to 

approve each Standards Action. 

The MRO Regional Reliability Standards Process relies on open and inclusive participation by the electric utility 

industry and the interested public. Participation and voting is open to non-members of MRO; at this time there are 

no fees for participation or voting. 

Requester - A requester is any person or entity (organization, company, government agency, etc.) that submits a 

complete request for development, revision, or withdrawal of a standard. Any person or entity that is directly and 

materially affected by an existing standard or the need for a new standard may submit a completed SAR for any of 

the three following actions; a new standard to be developed, a revision to an existing standard, or a withdrawal of an 

existing standard. 

SAR Drafting Team - A team of industry experts appointed by the SC CMEPAC, that: 

1. Assists in refining the SAR, 

2. Considers and responds to comments, and 

3. Participates in industry forums to help build consensus on the SAR. 

Standard Drafting Team (SDT) - A team of industry experts appointed by the SC CMEPAC, that: 

1. Develops the details of the standard 

2. Considers and responds to comments 

3. Participates in industry or regional forums to help build consensus on posted draft 

standards 

                                                 
2 Appendix D contains a description of the latest version of the Industry Segments approved by the Board of Directors. 
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Sub-RegionalSub-regional Variance - : A sub-regionalsub-regional variance is an approved, alternative method of 

achieving the reliability intent of one or more requirements in a standard. No Regional Entity or bulk power system 

owner, operator, or user shall claim a sub- regional variance from a regional reliability standard without approval of 

such a sub- regional variance through the relevant standard approval procedure for the sub- regional variance. 

Each sub-regionalsub-regional variance from a regional reliability standard that is approved by NERC and 

applicable governmental authorities shall be made an enforceable part of the associated regional reliability standard. 

Regional drafting teams shall aim to develop standards with requirements that apply on a regional basis, minimizing 

the need for sub-regionalsub-regional variances while still achieving the standard’s reliability objectives. If one or 

more requirements cannot be met or complied with as written, because of a physical difference in the bulk power 

system or because of an operational difference (such as a conflict with a Federally or Provincially approved tariff), 

but the requirement’s reliability objective can be achieved in a different fashion, an entity or a group of entities may 

pursue a sub-regionalsub-regional variance from one or more requirements in a regional standard. It is the 

responsibility of the entity that needs a sub-regionalsub-regional variance to identify that need and initiate the 

processing of that sub- regional variance through the submittal of a SAR. Such a sub-regionalsub-regional 

variance may be proposed by a group of sub-regionalsub-regional entities in accordance with Step 1 of this 

process manual. If approved by MRO, NERC and regulatory authorities, the sub- regional variance shall be 

enforced within the MRO region pursuant to its delegated authority. 

MRO REGIONAL RELIABILITY STANDARDS CONSENSUS DEVELOPMENT 
PROCESS OVERVIEW 

The process for development of MRO Regional Reliability Standards to be proposed to NERC and regulatory 

authorities for approval and eventual enforcement under direct or delegated authority is illustrated in the Process 

Diagram in Appendix A and has the following characteristics: 

Inclusive - . Any entity (person, organization, company, government agency, individual, etc.) with a direct material 

interest in the bulk power system in the MRO area shall have a right to participate by: a) expressing a position and 

its basis, b) having that position considered, and c) having the right to appeal. 

Openness - . Participation is open to all persons who are directly and materially affected by the reliability of the 

MRO region bulk power system. There shall be no undue financial barriers to participation. Participation shall not be 

conditional upon membership in MRO or any organization, andorganization, and shall not be unreasonably 

restricted on the basis of technical qualifications or other such requirements. 

Balance - . The MRO Regional Reliability Standards Development Process shall have a balance of interests and 

shall not be dominated by any two interest categories, and no single interest category shall be able to defeat a 

matter. 

Transparent - . All actions material to the development of MRO regional reliability standards shall be transparent. 

All standards development meetings shall be open and publicly announced on the MRO Web site. 

Timeliness - . The MRO Regional Reliability Standards Development Process does not unnecessarily delay 

development of the proposed reliability standard. 

Fair Due Process - . The MRO Regional Reliability Standards Development Process provides for reasonable 

notice and opportunity for public comment. The procedure includes public notice of the intent to develop a 

standard, a public comment period on the proposed standard, due consideration of those public comments, and a 

ballot of all persons who are directly and materially affected. 
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The MRO Regional Reliability Standards development process is intended to develop consensus, first on the need 

for the standard, then on the standard itself. The process includes the following key elements: 

Nomination of a proposed standard, revision to a standard, or withdrawal of a standard using a SAR. 

Public posting of the SAR -  to allow all parties to review and provide comments on the need for the proposed 

standard and the expected outcomes and impacts from implementing the proposed standard. Notice of standards 

shall provide an opportunity for participation by all directly and materially affected persons. 

Review of the public comments -  in response to the SAR and prioritization of proposed standards, leading to the 

authorization to develop standards for which there is a consensus-based need. 

Assignment of teams -  to draft the new or revised standard. 

Drafting of the standard. 

Public posting of the draft standard -  to allow all parties to review and provide comments on the draft standard. 

At this point, the need for the standard has been established and comments should focus on aspects of the draft 

standard itself. 

Field testing of the draft standard and measures - : The need and extent of recommendations for field testing 

shall be determined by the SDT and submitted through the SPM to the CMEPAC for approval. The SDT shall request 

input from the MRO Standing Committee members. 

 Field-testing may be region-wide or may consist of one or more, lesser scale demonstrations, evaluations, 

or other CMEPAC approved methods. 

 Field-testing should be cost effective and practical, yet sufficient to validate the requirements, measures, 

measurement processes, and other elements of the standard necessary to implement the Compliance 

Program. 

 For some standards and their associated measures, field-testing may not be appropriate, such as those 

measures that consist of administrative reports. 

Formal balloting of the standard for approval by the RBB. 

Re-ballot to consider specific comments -  by those submitting comments with negative votes. 

Approval of a MRO Regional Reliability Standard. 

Appeals mechanism as appropriate for the impartial handling of substantive and procedural complaints -  

regarding action or inaction related to the standards process. 

Process Steps 

The first three steps in the MRO Regional Reliability Standards Development Process serve to establish 

consensus on the need for the standard. 
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Step 1 - Request to Develop a Standard, Revise Existing Standard or withdraw a Standard 

Objective: A valid SAR shall contain a description of the proposed regional reliability subject matter containing 

sufficient descriptive detail to clearly define the purpose, scope, impacted parties, and other relevant information of 

the proposed standard. An example of a SAR form can be found in Appendix B. 

Sequence Considerations: Submitting a valid SAR is the first step in proposing a standard action. A requester 

may prepare a draft of the proposed standard, which the CMEPAC may authorize for concurrent posting with the 

SAR. This could be useful for a standard action with a clearly defined and limited scope or one for which 

stakeholder consensus on the need and scope is likely. Complex standards where broad debate of issues is 

required should be, presented in two stages. The first stage is the completion of a valid SAR to get agreement on 

the scope and purpose, the second stage is the development of the standard later in Step 6. 

Requests to develop, revise, interpret, or withdraw a MRO Regional Reliability Standard shall be submitted to the 

SPM by completing a SAR. Actions in the remaining steps of the standards process apply to proposed new 

standards, revisions to existing standards, sub-regionalsub-regional variances, interpretations, or withdrawal of 

existing standards, unless explicitly stated otherwise. 

The SAR is a description of the subject matter of the new or revised standard along with a proposed 

implementation plan and includes: 

 Descriptive detail to clearly define the scope of the standard. 

 A statement of the purpose of the standard 

 A needs statement that provides justification for the development or revision of the standard; including an 

assessment of the reliability and market interface impacts of implementing or not implementing the 

standard. 

Appendix B provides a sample template of the SAR form. 

The SPM shall maintain the SAR form and make it available electronically. 

Any person or entity directly or materially affected by an existing standard or the need for a new or revised 

standard may initiate a SAR. 

The requester shall submit the SAR to the SPM electronically and the SPM shall electronically acknowledge receipt 

of the SAR within 15 days. The SPM shall send the electronic acknowledgement simultaneously to the requester 

and to NERC. 

The SPM shall assist the requester in developing the SAR, reviewing NERC Reliability Standards to see whether 

they already address the need, identify issues with interconnected regions, and verify that the SAR complies with 

this manual. The SPM will respond to the requester within 45 days of the request. 

The SPM shall forward all properly completed SARs to the SCCMEPAC. The CMEPAC shall meet at established 

intervals to review all pending SARs. The frequency of the review process will depend on workload; in no case shall 

a properly completed SAR wait for CMEPAC action more than 60 days from the date of receipt. 

Within 60 days of receipt of a completed standard request, the CMEPAC shall determine the disposition of the 

22/116



MRO MRO REGIONAL RELIABILITY STANDARDS CONSENSUS DEVELOPMENT PROCESS OVERVIEW 

 

 

PREPARED BY: MRO CMEPAC                PAGE | 14 

standard request. The CMEPAC may take one of the following actions: 

 Accept the standard request as a candidate for development of a new standard, revision of an existing 

standard, or deletion of an existing standard. The CMEPAC may, at its discretion, expand or narrow the 

scope of the standard request under consideration. The CMEPAC shall prioritize the development of the 

standard in relation to other proposed standards, as may be required based on the volume of requests and 

resources. 

 Reject the standard request. If the CMEPAC rejects a standard request, a written explanation for rejection 

will be delivered to the requester within 30 days of the decision. 

 Remand the standard request back to the requester for additional work. The SPM will make reasonable 

efforts to assist the requester in addressing the deficiencies identified by the SCCMEPAC. The requester 

may then resubmit the modified standard request using the process above. The requester may choose to 

withdraw the standard request from further consideration prior to acceptance by the SCCMEPAC. 

The status of the SAR shall be tracked electronically by the SPM. The SAR and its status shall be posted for public 

viewing including any actions or decisions. 

Step 2 - Solicit Public Comments on the SAR 

Objective: Establish that there is stakeholder consensus on the need, scope, and applicability of the requester's 

proposed standards' action. 

Sequence Considerations: A SAR may be posted only after completion of Step 1.  A SAR may at the discretion of 

the SC CMEPAC, be posted for comment concurrently with a draft standard (Step 6). 

Once a SAR has been accepted by the CMEPAC as a candidate for the development of a new or revised standard, 

the SPM shall post the SAR for the purpose of soliciting public comments. 

The SPM shall notify the RBB, the MRO region, NERC, and other interested parties that the SAR has been 

accepted by the CMEPAC and posted for comment. 

Within thirty (30) days of acceptance by the SC CMEPAC, the SAR shall be posted electronically and comments 

on the SAR(s) will be accepted for a 30-day period from the date of posting. Comments will be accepted on-line. 

The SPM will provide a copy of the comments to the requester. In addition, comments will be visible to the RBB 

during the commenting period. Based on the comments, the requester may decide to: submit the SAR for 

authorization, withdraw the SAR, or revise and resubmit it to the SPM for another posting in the next available 

comment period. 

The requester shall give prompt consideration to the written views and objections of all participants. The requester, 

with support from the SPM or SPM assigned staff, shall make an effort to resolve all expressed objections and 

shall advise each objector of the disposition of the objection and the reasons therefore. In addition, the SPM shall 

inform each objector that an appeals process exists within the MRO standards process. 

While there is no established limit on the number of times a SAR may be posted for comment, the CMEPAC 

retains the right to reverse its prior decision and reject a SAR if it believes continued revisions are not productive. 

Once again, the CMEPAC shall notify the requester in writing of the rejection and the availability of the Appeals 
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Process. During the SAR comment process, the requester may become aware of potential sub-Regional regional 

differences (within MRO) related to the proposed standard. To the extent possible, the requester should make any 

sub-rRegional differences or exceptions a part of the SAR so that, if the SAR is authorized, such variations will be 

made a part of the draft new or revised standard. 

Step 3 - Authorization to Proceed With Drafting of a New or Revised Standard 

Objective: Authorize development of a standard that is consistent with the SAR and for which there is stakeholder 

consensus on the need, scope, and applicability. 

Sequence Considerations: The CMEPAC may formally authorize the development of a standards' action only after 

due consideration of SAR comments to determine there is consensus on the need, scope, and applicability of the 

proposed standard. 

After the public provides comments on the SAR, the requester may decide to submit the SAR to the CMEPAC for 

authorization to draft the standard. The CMEPAC reviews the comments received in response to the SAR and any 

revisions to the SAR. The SC CMEPAC, considering the public comments received and their resolution, may then 

take one of the following actions: 

 Authorize the drafting of the proposed standard or revisions to a standard. 

 Reject the SAR with a written explanation to the requester and post that explanation. 

If the CMEPAC rejects a SAR, the requester may file an appeal. 

Step 4 – Formation of the SDT 

Objective: Appoint a SDT that has the expertise, competencies, and diversity of views that are necessary to 

develop the standard. 

Sequence Considerations: The CMEPAC may appoint a SDT concurrently with or after authorization of the 

development of a standard (Step 3). 

For each new SAR, the SPM shall post a request that interested parties complete a ”SDT Self-Nomination” form. 

Those individuals who complete and submit these self- nomination forms will be considered for appointment to the 

associated SDT. 

Once a SAR has been authorized by the CMEPAC to proceed to the drafting stage, the CMEPAC shall assign the 

development of the standard to a SDT. The SPM shall recommend a list of candidates for appointment to the team 

and shall submit the list to the SCCMEPAC. The CMEPAC shall appoint the drafting team membership within 60 

days of accepting a standard request for development, modifying the recommendations of the SPM as the 

CMEPAC deems appropriate, and assign development of the proposed standard to the drafting team. In the event 

that the CMEPAC is unable to appoint a drafting team within 60 days, one shall be appointed at the earliest possible 

date. 

The SDT shall elect a Chairman for their team. This team shall consist of individuals who collectively have the 

necessary technical expertise and work process skills. 

The SPM shall assign MRO Standards Process staff personnel to assist in the drafting of the standard. 
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Step 5 - Draft New or Revised Standard 

Objective: Develop a standard within the scope of the SAR. 

Sequence Considerations: Development of the draft standard follows the authorization by the CMEPAC (Step 3) 

and appointment of a SDT (Step 4). Steps 5 and 6 may be iterated as necessary to consider stakeholder 

comments and build consensus on the draft standard. 

The drafting team shall develop a work plan for completing the regional reliability standard, including the 

establishment of a milestone schedule for completing critical elements of the work in sufficient detail to ensure that 

the drafting team will meet the objectives established by the SCCMEPAC. The drafting team shall submit its work 

plan to the CMEPAC for its approval. 

The drafting team shall convene periodically, either in person or by electronic means as necessary, to establish 

work teams (made up of members of the drafting team) as necessary, and perform other activities to complete the 

proposed standard within the milestone date(s) agreed upon by the SC CMEPAC. 

The work product of the drafting team will consist of the following: 

 A draft standard consistent with the standard request on which it was based. 

 An assessment of the reliability impact of the standard request within the region and in neighboring regions, 

including appropriate input from the neighboring regions if the standard request is determined to impact any 

neighboring region. 

 An implementation plan, including the nature, extent and duration of field- testing needed, if any. 

 Identification of any existing standard that will be deleted, in part or whole, or otherwise impacted by the 

implementation of the draft standard. 

 Technical reports, white papers and/or work papers that provide technical support for the draft standard 

under consideration. 

The team regularly (at frequency determined by the SCCMEPAC) shall inform the CMEPAC of its progress in 

meeting a timely completion of the draft standard. 

If the SDT determines that the scope of the SAR is inappropriate based on its own work and stakeholder 

comments, the team shall notify the SCCMEPAC. The SDT may recommend the scope of the standard be reduced 

to allow the effort to continue forward, while still remaining within the scope of the SAR. Reducing the scope defined 

in the SAR is acceptable if the SDT finds, for instance, that additional technical research is needed prior to developing 

a portion of the standard or if issues need to be resolved before consensus can be achieved on a portion of the 

standard. In this case, the SDT shall provide detailed justification of need for reducing the scope. The SCCMEPAC, 

based on the SDT recommendation and a review of stakeholder comments, will determine if the change in scope is 

acceptable. 

If the SDT determines it is necessary to expand the scope of the standard or to modify the scope in a way that is no 

longer consistent with the scope defined in the SAR, then the SDT may initiate or recommend another requester 

initiate a new SAR (Step 1) to develop the expanded or modified scope. At no time will a SDT develop a standard 
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that is not within the scope of the SAR that was authorized for development. 

If the SDT elects to narrow the SAR scope, or identifies issues not in the SAR scope, then a report shall be 

prepared and sent to the CMEPAC. 

Once the standard has been drafted, the SPM in conjunction with the CMEPAC shall perform a review for quality3 

and completeness. The review for quality may include a legal review in conjunction with the quality review. Issues 

discovered after the quality review will be brought to the attention of the SDT for resolution. 

Each reliability standard shall include one or more requirements, which if achieved by the applicable entities, will 

provide for a reliable bulk power system, consistent with good utility practices and the public interest. Each 

requirement shall establish an objective that is the best approach for bulk power system reliability, considering the 

costs and benefits of implementing the proposal. Each requirement shall be stated to be objectively measurable by 

a third party with knowledge or expertise in the area addressed by that requirement. 

Requirements should have the following characteristics: 

 Each requirement shall identify what the functional entities shall do, under what special conditions (if any), 

for what reliability benefit. 

 Each requirement should be aimed at achieving one objective and written in the ‘active’ voice. 

 If specific results can be practically measured quantitatively, metrics should be provided within the 

requirement to indicate satisfactory performance. 

 To the maximum extent possible, the requirement shall be designed to apply throughout the interconnected 

MRO Bulk-Power System. 

The SPM shall also ensure the draft standard is within the scope and purpose identified in the SAR. This review shall 

occur within a 15-day period. 

At the direction of the SCCMEPAC, the SPM shall post the new or revised standard for public comment once this 

review is completed. The SPM shall notify the RBB, the MRO region, NERC, and other interested parties that the 

new or revised standard has been posted for public comment. 

Step 6 - Solicit Public Comments on Draft Standard 

Objective: Receive stakeholder inputs on the draft standard for the purpose of assessing consensus on the draft 

standard, and modifying the draft standard as needed to achieve consensus. 

Sequence Considerations: The posting of a draft standard will occur after the appointment of a SDT and 

development of a draft by the team. Alternatively, a draft standard submitted by the requester may be posted for 

comment concurrently with the associated SAR, with the condition that the SAR and draft standard meet the 

requirements of this procedure and are consistent with each other. In all cases, public comments on the draft 

standard shall be solicited prior to the CMEPAC approving the standard going to ballot (Step 9). 

Once a draft standard has been verified by the SPM to be within the scope and purpose of the SAR and in 

                                                 
3 See the latest NERC Quality Review DocumentNERC Quality Review Document. 
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compliance with this manual, the SPM will post the draft standard for the first formal comment period. The 

posting of the draft standard will be linked to the SAR for reference. Comments on the draft standard will be 

accepted for a minimum 30-day period from the notice of posting. Comments will be accepted on- line and will be 

viewable during the posted commenting period. 

The SDT shall develop an implementation plan for the standard that will be posted in conjunction with the standard 

for at least one stakeholder comment period. Once the implementation plan has been developed and posted for 

stakeholder comment, it shall remain part of the standard action for subsequent postings and shall be included on 

the ballot for the standard. The implementation plan shall describe when the standard will become effective. If the 

implementation is to be phased, the plan will describe which elements of the standard are to be applied to each 

class of responsible entities, and when. The plan will describe any deployment considerations unique to the 

standard, such as computer applications, measurement devices, databases, or training, as well as any other 

special steps necessary to prepare for and initially implement the standard. 

The second formal comment period will be 45-day duration and will take place after the SDT has posted its 

consideration of comments and conforming changes to the associated standard. Formation of the ballot pool will 

take place during the first 30- days of the 45- day posting. Balloting, in accordance with Step 9, will occur during  

the last 10 -days. 

In all cases, public comments on the draft standard shall be solicited prior to the CMEPAC approving the standard 

going to ballot (Step 9). 

Step 7 - Field Testing (At the discretion of the SCMEPAC) 

Objective: Determine if testing is required to validate the concepts, requirements, measures, and compliance 

elements of the standard and implement that testing. 

Sequence Considerations: Testing may be completed during or after Steps 1 through 6. Testing and associated 

analysis of results (Step 8) must be completed prior to determining whether to submit the standard to ballot (Step 

9). 

Taking into consideration stakeholder comments received through Step 6, the SDT may recommend to the 

CMEPAC or the CMEPAC may mandate that a test of one or more aspects of a standard is needed. The MRO 

Compliance Manager will also evaluate whether field-testing of the compliance elements of the proposed new or 

revised standard is needed and advise the SCMEPAC. The CMEPAC will approve all field tests of proposed 

standards based on the recommendations of the SDT and the Compliance Manager. If needed, the CMEPAC will 

also request inputs on technical matters from applicable standing committees or other experts. 

Once the field-testing plan is approved, the SPM will, under the direction of the SC CMEPAC, oversee the field-

testing of the standard. Throughout the field- testing process, compliance with the existing standard is required. 

In some cases, measurement may be an administrative task and no field-testing is required at all. 

In other cases, one or more limited scale demonstrations, evaluations, or another CMEPAC approved method may 

be sufficient. 

Step 8 - Analysis of the Comments and Field Test Results 

Objective: Evaluate stakeholder comments and field -test results to determine if there is consensus that the 
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proposed standard should go to ballot or requires additional work. 

Sequence Considerations: This step follows Steps 6 and 7 and must precede Step 9. 

The SPM will assemble the comments on the draft standard and distribute those comments to the SDT. The SDT 

shall give prompt consideration to the written views and objections of all participants. An effort to resolve all 

expressed objections shall be made, and each objector shall be advised of the disposition of the objection and the 

reasons therefore. The SDT shall prepare a summary of the comments received and the changes made to the 

proposed standard as a result of these comments. The SDT shall summarize comments that were rejected by the 

SDT and the reason(s) that these comments were rejected, in part or whole. The summary, along with a response 

to each comment received, will be posted on the MRO website no later than the next posting of the proposed 

standard. In addition, each objector will be informed that an appeals process exists within the MRO standards 

process. 

Based on comments received, the SDT may determine there is an opportunity to achieve consensus for the 

standard. In this case, the SDT may elect to return to Step 5 and revise the draft for another posting. Although 

there is no predetermined limit on the number of times a draft standard may be revised and posted, the SDT 

should ensure the potential benefits of another posting outweigh the burden on the SDT and stakeholders. 

Returning to Step 5 to continue working on the standard is the prerogative of the SDT, subject to CMEPAC 

oversight. 

If the SDT determines the draft standard is ready for ballot, the SDT shall submit the draft standard to the 

CMEPAC with a request to proceed to balloting, along with the comments received and responses to the 

comments. Based on the comments received and field-testing, the SDT may include revisions that are not 

substantive. Substantive changes to a draft standard shall not be permitted between the last posting for 

stakeholder comment and submittal for ballot. A substantive change is one that directly and materially affects the 

intent or use of the standard. For example, adding, deleting, or revising requirements; or adding, deleting, or 

revising measurements for which compliance is mandatory. Any non-substantive changes such as: spelling, 

grammar, or formatting, made prior to going to ballot, will be identified to stakeholders at the time of the ballot 

notice. If the SDT determines, based on comments received, that substantive changes to the standard are 

required, the standard will be re-posted for comment and a notice sent to the MRO region, the RBB, NERC, and 

other interested parties that the revised standard has been re-posted for public comment. 

When the CMEPAC receives a draft standard that has been recommended for ballot, the CMEPAC will review the 

standard to ensure that the proposed standard is consistent with the scope of the SAR; addresses all of the 

objectives cited in Steps 1-8, as applicable; and is compatible with other existing standards. If the proposed 

standard does not pass this review, the CMEPAC shall remand the proposed standard to the SDT to address the 

deficiencies. If the proposed standard passes the review, the CMEPAC shall set the proposed standard for ballot as 

soon as the workflow will accommodate. 

If the CMEPAC or SDT determines there is insufficient consensus to ballot the standard and further work is unlikely 

to achieve consensus, the following may occur: (1) the SDT may recommend to the CMEPAC that standard 

drafting be terminated and the SAR withdrawn or (2) the CMEPAC may terminate the standard drafting and accept 

the withdrawal of the SAR. If the CMEPAC believes the SDT recommendation is unsubstantiated, the CMEPAC 

may direct other actions consistent with this procedure, such as requesting the SDT to continue or appointing a new 

SDT. 
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Step 9 - Ballot the New Revised or Withdrawal of Standard 

Objective: Approve the proposed standard by vote of industry stakeholders. 

Sequence Considerations: The CMEPAC may determine, upon recommendation from the SDT, that all 

requirements of Steps 1 through 8 have been satisfactorily met before authorizing an action to go to ballot. 

If the CMEPAC decides to submit the standard to a vote, the SPM shall provide notice of such to the RBB, NERC, 

as well as other interested parties, and electronically post the standard, all comments received, the responses to 

those comments, and an implementation plan. Once the notice for a vote has been issued, no substantive 

modifications may be made to the proposed standard unless the revisions are posted and a new notice of the vote 

is issued. 

First Ballot 

Each voter must be a member of the Registered Ballot Body (RBB). Note: An individual's membership in the 

RBB will be in a “Pending” stage immediately following registration; in order to be able to vote, your 

registration must be activated, and activation may take up to 24 hours. 

The ballot will be conducted electronically. In the event of balloting difficulties with electronic balloting, the 

CMEPAC will address the issues and decide the corrective action accordingly to complete the ballot. All members 

of the RBB shall be eligible to vote on the associated standard except, that only one member from an entity may vote 

in any given segment. It is the responsibility of the entity to identify and notify the SPM of the eligible voter. The 

voting options are: 

 Affirmative, with or without comment; 

 Negative, with or without comment (the comments for a negative vote may be given and, if possible, should 

include specific wording or actions that would resolve the objection); 

 Abstain. 

The time window for voting shall be designated when the draft standard is posted. In no case shall the voting time 

window start sooner than fifteen (15) and no later than thirty (30) days from the notice of the posting. The voting 

time window will be a period of ten (10) days. 

This provides a minimum total of twenty-five (25) -days from the initial notice until the end of the voting period. 

Approval of a MRO Regional Reliability Standard or revision to a MRO Regional Reliability Standard requires: 

 A quorum, which is established by at least 4 of the Segments submitting a response with an affirmative 

vote, a negative vote, or an abstention; and 

 An affirmative vote from at least two-thirds of the segments participating in the vote. Each segment vote is 

determined by the majority of the votes cast in the segment, either affirmative or negative. Abstentions and 

non-responses will not be counted. 

Voting results, comments, and responses, if necessary, will be posted for public viewing as soon as is practical 

after the balloting period closes. Voting results and comments may be posted prior to the responses. 
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Balloting examples are provided in Appendix D. 

Members of the RBB should submit any comments on the proposed standard during the public comment period. If 

any Negative votes with comments are received during the ballot period, they shall be addressed in accordance 

with Step 8 and included with the re-circulation ballot. 

The SPM shall assist the SDT in preparing a response to negative votes submitted with comments. 

In addition, the SPM will inform each objector that an appeals process exists within the MRO standards process. A 

negative vote that does not contain comments does not require a response. If there are no negative votes with 

comments from the first ballot, then the results of the first ballot shall stand. If, however, one or more members 

submit negative votes with comments, regardless of whether those comments are resolved, a second ballot shall 

be conducted. 

If a quorum of the Segments is not established, the standard shall be re-balloted, allowing ten (10) days for the 

ballot. If a quorum is not established with the re-ballot, the SPM shall survey the RBB to establish interest in 

participating in a ballot on the standard. 

Second Ballot 

In the second ballot (also called a “re-circulation ballot”), members of the RBB shall again be presented the 

proposed standard (unchanged from the first ballot) along with the reasons for negative votes, the responses, and 

any resolution of the differences. 

All members of the RBB eligible to vote shall be permitted to reconsider and change their vote from the first ballot. 

Eligible voting members of the RBB that did not respond to the first ballot shall be permitted to vote in the second 

ballot. Only one vote will be accepted from each organization within a segment. 

In the second ballot, votes will be counted by exception only - members on the second ballot may indicate a revision 

to their original vote, otherwise their vote shall remain the same as in the first ballot. If a second ballot is conducted, 

the results of the second ballot shall determine the status of the standard, regardless of the outcome of the first 

ballot. 

The voting time window for the second ballot is ten (10) days (to allow members to review comments and 

responses). The 21-day posting is not required for the second ballot. Members of the RBB may submit comments 

in the second ballot but no response to those comments is required. 

In the second ballot step no revisions to the standard are permitted, as such revisions would not have been subject 

to public comment. However, if the CMEPAC determines that revisions proposed during the ballot process would 

likely provide an opportunity to achieve consensus on the standard, then such revisions may be made and the draft 

standard posted for public comment again beginning with Step 6 and continuing with subsequent steps. 

The SPM shall post the final outcome of the ballot process. If the standard is rejected, the process is ended and any 

further work in this area would require a new SAR. If the standard is approved, the SPM shall post the consensus 

standard and the CMEPAC Chair shall present it to the BOD for consideration. 

Step 10 –Board of Director (BOD) Approval of a Proposed MRO Regional Reliability Standard 

Objective: To have the BOD approve the proposed new or revised, MRO Regional Reliability Standard. Once 
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properly approved by the BOD, accepted by NERC, and accepted for filing by the applicable regulatory authorities 

in the United States and Canada, the Reliability Standard becomes enforceableeffective. 

Sequence Considerations: The thirty (30)- days’ notice prior to action by the BOD may begin concurrently with or 

any time after the start of the first ballot. The thirty (30)- day period shall not end any sooner than the end of the 

final ballot. 

A MRO Regional Reliability Standard submitted for consideration to the BOD must be publicly posted and noticed 

no less than fifteen (15) and no more than thirty (30) days prior to action by the BOD, included with the standard is 

the implementation plan that was part of the posting process. 

At a regular or special meeting, the BOD shall consider the proposed MRO Regional Reliability Standard. The BOD 

shall consider the results of the balloting and dissenting opinions. The BOD shall consider any advice offered by 

the MRO SC. The BOD may accept or reject a standard, but may not substantively modify a proposed MRO 

Regional Reliability Standard. If the BOD chooses not to propose a standard to NERC and the applicable 

regulatory authorities in the United States and Canada, it shall provide its reasons for not doing so. Upon 

acceptance of the standard, the SPM will submit the standard to NERC for approval and filing with the applicable 

regulatory authorities in the United States and Canada. 

A MRO Regional Reliability Standard that is approved by NERC and filed with the applicable regulatory authorities 

shall become effective in accordance with applicable NERC and applicable regulatory proceedings. The 

implementation plan is included with the proposed Reliability Standard. 

The SPM shall publicly post the standard, showing the final status. 

Step 11 - Implementation of the MRO Regional Reliability Standard 

Objective: That Organizations subject to the standard use the standard, and the compliance program incorporates 

the standard into its compliance monitoring and enforcement process. 

Sequence Considerations: The effective date of a standard is defined in the standard implementation plan. 

After approval of a MRO Regional Reliability Standard by the applicable authorities in the United States and 

Canada, the SPM will forward the standard to the Compliance Manager for implementation, enforcement, and 

monitoring by the CCCMEPAC, which will oversee the implementation and assess the effectiveness. 

INTERPRETATIONS AND APPEALS 

Interpretations of MRO Regional Reliability Standards 

All persons who are directly and materially affected by the reliability of MRO bulk power systems shall be permitted to 

request an interpretation of a MRO Regional Reliability Standard. The person requesting an interpretation shall 

submit a SAR form to the SPM explaining the specific circumstances surrounding the request and what 

clarifications are required as applied to those circumstances. The SAR should indicate the material impact to the 

requesting party or others caused by the lack of clarity or a possibly incorrect interpretation of the standard. The 

SPM shall provide notice to the MRO region within ten (10) business days of such a request for interpretation. 

Where practical, the SPM will assign the project to the team that developed the associated standard, or to a subset 

of that drafting team. Once assigned the project, the drafting team should draft and post its interpretation as quickly 
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as practical. The interpretation is intended to provide greater clarity to an existing requirement, and should not 

modify the intent of the original requirement. 

As soon as practical (not more than 45 days), the SDT will draft a written interpretation to the standard addressing 

the issues raised. The SPM shall take the draft interpretation to the CMEPAC for acceptance and coordination of a 

quality review. The quality review will assess whether the interpretation is clear and provides the requested clarity 

without expanding the requirement. The results of this review will be provided to the SDT and the SC CMEPAC. 

After consultation with the SDT, the CMEPAC will decide if the interpretation is ready for posting. 

The first formal comment period shall be 30- days. The SDT will consider stakeholder input provided during the 

comment period. If substantive changes are required to the interpretation, another quality review may be required. 

The second formal comment period shall be 45- days. The initial ballot shall occur during the last 10 days of the 45 

day comment period. Balloting shall be consistent with Step 9. Once the ballot is successful, the interpretation shall 

be sent to the MRO BOD for approval in accordance with Step 10. Implementation of the interpretation will be 

consistent with Step 11. 

Withdrawal of an Interpretation 

The interpretation shall stand until such time as the interpretation can be incorporated into a future revision of the 

regional standard, or the interpretation is retired due to a future modification of the applicable requirement. If the 

interpretation needs to be retired, a SAR shall be prepared and submitted in accordance with Steps 8, 9 and 10 

contained in this MRO Regional Reliability Standards Process Manual. 

Appeals 

Persons who have directly and materially affected interests and who have been or will be adversely affected by any 

substantive or procedural action or inaction related to the development, approval, revision, or withdrawal of a MRO 

Regional Reliability Standard shall have the right to appeal. This appeals process applies only to the MRO 

Regional Reliability Standards process as defined in this manual. 

The burden of proof to show adverse effect shall be on the appellant. Appeals shall be made within 30 days of the 

date of the action purported to cause the adverse effect, except appeals for inaction, which may be made at any 

time. In all cases, the request for appeal must be made prior to the next step in the process. 

The final decisions of any appeal shall be documented in writing and made public. 

The appeals process provides two levels, with the goal of expeditiously resolving the issue to the satisfaction of the 

participants: 

Level 1 Appeal 

Level 1 is the required first step in the appeals process. The appellant shall submit to the SPM, a complaint in 

writing that describes the substantive or procedural action or inaction associated with a MRO Regional Reliability 

Standard or the MRO Regional Reliability Standards process. The appellant shall describe in the complaint the 

actual or potential adverse impact to the appellant. Assisted by any necessary staff and CMEPAC resources, the 

SPM shall prepare a written response addressed to the appellant as soon as practical but not more than 45 days 

after receipt of the complaint. If the appellant accepts the response as a satisfactory resolution of the issue, both 

the complaint and response shall be made a part of the public record associated with the standard. 
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Level 2 Appeal 

If, after the Level 1 Appeal the appellant remains unsatisfied with the resolution, and indicates such in writing to the 

SPM, the SPM shall convene a Level 2 Appeals Panel. This panel shall consist of five (5) panel members’ total, 

appointed by the BOD. In all cases, Level 2 Appeals Panel members shall have no direct affiliation with the 

participants in the appeal. 

The SPM shall post the complaint and other relevant materials and provide at least 30 day notice of the meeting of 

the Level 2 Appeals Panel. In addition to the appellant, any person that is directly and materially affected by the 

substantive or procedural action or inaction referenced in the complaint shall be heard by the panel. The panel 

shall not consider any expansion to the scope of the appeal that was not presented in the Level 1 Appeal. The 

panel may in its decision find for the appellant and remand the issue to the CMEPAC with a statement of the issues 

and facts in regard to which fair and equitable action was not taken. The panel may find against the appellant with a 

specific statement of the facts that demonstrate fair and equitable treatment of the appellant and the appellant’s 

objections. The panel may not, however, revise, approve, or disapprove a MRO Regional Reliability Standard, as 

these responsibilities remain with the standard’s RBB and BOD respectively. The SPM shall publicly post the 

actions of the Level 2 Appeals Panel. 

In addition to the foregoing, a procedural objection that has not been resolved may be submitted to the BOD for 

consideration at the time the BOD decides whether to approve proposing a particular MRO Regional Reliability 

Standard for NERC consideration and eventual enforceability. The objection must be in writing, signed by an officer 

of the objecting entity, and contain a concise statement of the relief requested and a clear demonstration of the 

facts that justify that relief. The objection must be filed no later than 30 days after the announcement of the vote by 

the RBB on the MRO Regional Reliability Standard in question. 

ERRATA 

Approved Reliability Standards 

From time to time, an error may be discovered in an approved regional reliability standard. If the CMEPAC agrees 

that the correction of the error does not change the scope or intent of the associated standard, and agrees that the 

correction has no material impact on the end users of the standard, then the correction shall be submitted for 

information to the MRO Board of Directors and filed for approval with applicable governmental authorities. The 

MRO Board of Directors has resolved to concurrently approve any errata approved by the CMEPAC. 

Errata are errors in approved standards that, if corrected, do not change the scope or intent of the associated 

approved standard and do not have a material impact on the end users of the standard. 

1. If the error falls into one of the following categories, the SPM will produce a red line version of the 

standard that shows the proposed correction: 

a. A misspelled word 

b. An incorrect reference to a requirement or measure 

c. A missing word that, when added, improves readability but does not change 

the technical content 

d. An error that, if corrected, does not change the scope or technical content of 

the standard 

33/116



MRO MAINTENANCE OF MRO REGIONAL RELIABILITY STANDARDS PROCESS 

 

 

PREPARED BY: MRO CMEPAC                PAGE | 25 

e. A discrepancy between the redline and clean versions of a balloted standard 

2. If the error does not fall into the above categories as errata, the CMEPAC will review the standard to 

determine if the criticality of the error warrants actions prior to the next scheduled review of the 

standard. 

Draft Standards 

If a draft standard is found to have errata, as defined above, during an initial or recirculation ballot period; the SPM 

shall be allowed to make the changes. The SPM will post a redline version of the document and notify 

stakeholders. 

Errata found during commenting periods will be handled by the commenting process as defined in steps 1 – 8 of 

section IV. 

MAINTENANCE OF MRO REGIONAL RELIABILITY STANDARDS PROCESS 

Process Revisions 

A request to substantively change the MRO Regional Reliability Standards Process Development process shall 

begin with the preparation of a SAR, and be handled using the same procedure as a request to revise a MRO 

Regional Reliability Standard. The exception is that a single ballot without regard to negative comments from the 

RBB shall be conducted and the results of that ballot will be binding. Non-substantive changes will be handled 

through the abbreviated process listed below. Once approved by the RBB, any proposed revisions to this manual 

would go to the BOD, NERC, and the applicable authorities in the United States and Canada for approval. 

The BOD may make changes to the Industry Segments referenced in Appendix D. These changes shall be carried 

over to this process without the need to prepare a SAR. In addition, the CMEPAC may alter the document number 

on any existing or proposed standard without going through the MRO Regional Standards Process. 

Abbreviated Process for Procedural/Administrative Changes 

The SPM shall handle all procedural/administrative requests using an abbreviated process described here. The 

SPM shall post all proposed procedural/administrative revisions to the MRO Regional Reliability Standards 

Development Process for a minimum 30 -day comment period. The CMEPAC shall consider all comments received 

and modify the proposed revisions as needed. Based on the degree of consensus for the revisions, the CMEPAC 

may: 

a. Submit the revised procedure directly to the BOD for adoption; 

b. Submit the revised procedure for ballot pool approval prior to submitting it for BOD 

adoption (the regular voting process in the procedure, including a re- circulation ballot 

if needed, would be used and the results of the ballot would be binding on the decision 

to move the revisions to the BOD or not); 

c. Propose additional changes and repeat the posting for further comment; 

d. Remand the proposal to the requester for further work; or 

e. Reject the proposal. 

The SPM shall post any proposed revisions submitted for BOD adoption for a period of 30 days prior to BOD action. 
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The CMEPAC shall submit to the BOD a description of the basis for the procedure changes, a summary of the 

comments received, and any minority views expressed in the comment process. The proposed procedure revisions 

will be effective upon BOD adoption, or another date designated by the BOD. 

Five-Year Review 

The standards process manual and each MRO Regional Reliability Standard shall be reviewed at least once every 

five (5) years from the effective date or when it was reviewed last, whichever is the later. The review process shall 

be conducted by soliciting comments from the stakeholders. If no changes are warranted, the CMEPAC shall 

recommend to the BOD that the Standard or manual be reaffirmed. If the review indicates a need to revise or 

withdraw the standard or manual, a SAR shall be prepared and submitted to the SPM. The SPM shall be responsible 

for administration of the five year review of the standards process manual and the MRO Regional Reliability 

Standards. 

On-line Standards Information System 

The SPM shall be responsible for maintaining an electronic database of information regarding currently proposed 

and currently in effect MRO Regional Reliability Standards. This information shall include current standards in 

effect, proposed revisions to standards, and proposed new standards. This information shall provide a record, for at 

a minimum of the previous five years, of the review and approval process for each MRO Regional Reliability 

Standard, including public comments received during the development and approval process. This information shall 

be available through public Internet access. 

Archived Standards Information 

The SPM shall be responsible for maintaining an historical record of MRO Regional Reliability Standards 

information that is no longer maintained on-line. Archived information of previously approved standards and version 

history shall be retained indefinitely as practical, but in no case less than five years or one complete standard 

review cycle from the date on which the standard was no longer in effect. Archived records of standards 

information shall be available electronically within 30 days following the receipt by the SPM of a written request. 

Numbering System 

The SPM shall establish, maintain, and electronically post a system of identification numbers that allow MRO 

Regional Reliability Standards to be categorized and easily referenced. Re-numbering of approved standards does 

not warrant standard review but will be handled through the SCCMEPAC. The SPM will notify the MRO region and 

post the information electronically prior to making the change. 

Supporting Documents 

The following table identifies documents that may be developed to support a MRO Regional Reliability Standard. 

These documents may explain or facilitate implementation of standards but do not themselves contain mandatory 

requirements subject to compliance review. Any requirements that are mandatory must be incorporated into the 

standard. For example, a procedure that must be followed as written must be incorporated into a MRO Regional 

Reliability Standard. If the procedure defines one way, but not necessarily the only way, to implement a standard it is 

more appropriately a reference. 
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Type of Document Description Approval 

Standard Reference Descriptive or explanatory 

information to support the 

understanding and 

interpretation of an MRO 
Regional Reliability 

Standard. 

CMEPACSC 

Standard Supplement Data forms, pro forma 

documents, and 

associated instructions 

that support the 

implementation of an 
MRO Regional Reliability 

Standard. 

As assigned to the MRO 

Standing 

CommitteeCMEPAC 

Procedure Instructions defining a 

particular process or 

operation. Procedures 
may support the 

implementation of an 
MRO Regional Reliability 

Standard. 

As assigned to the MRO 

Standing 

CommitteeCMEPAC 

Technical Reference Descriptive, technical 

information or analysis. A 
technical reference may 

support the 

implementation of an 
MRO Regional Reliability 

Standard. 

As assigned to the MRO 

Standing 
CommitteeCMEPAC 

Guideline Recommended process 

that identifies a method of 

meeting a requirement 

under specific conditions. 

A guideline may support 

the implementation of an 

MRO Regional Reliability 
Standard. 

CMEPACSC 
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After MRO Board approval, the standard is submitted to NERC for approval and filing to the applicable regulatory 

authorities. Upon regulatory acceptance or approval, the standard becomes enforceable as a Reliability Standard. 

Implement Standard 

STEP 11 
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APPENDIX B – INFORMATION IN A STANDARD AUTHORIZATION REQUEST 

Below is a template of the required information to complete a Standard Authorization Request. The SPM shall be 

responsible for implementing and maintaining this form as needed to support the information requirements of the 

standards process. 

Standard Authorization Request Form 

Title of Proposed Standard 

Request Date 

 

SAR Requestor Information 
SAR Type (Check a box for each one that 

applies.) 

 

Name 

 

 
 

 
New standard 

Primary Contact 
 

 Revision or withdraw of an existing 

standard 

Telephone 

Fax 

  
Interpretation of an existing standard 

 

E-mail 

  
Urgent action 

  

 
 

 
Other 

 

 

 
 

 

 

Purpose (Describe the purpose of the standard — what the standard will achieve in support of 

reliability.) 

Industry Need (Provide a detailed statement justifying the need for the proposed 

standard, along with any supporting documentation.) 

Brief Description (Describe the proposed standard in sufficient detail to clearly define the scope in 

a manner that can be easily understood by others.) 

 

Assigned 

SAR Label: (for in office use only) 

38/116



MRO APPENDIX B – INFORMATION IN A STANDARD AUTHORIZATION REQUEST 

 

 

PREPARED BY: MRO CMEPAC                PAGE | 30 

Reliability Functions 
 

The Standard will Apply to the Following Functions (Check box for each one that applies.) 

 
 

Reliability 

Coordinator 

Responsible for the real-time operating reliability of its area and 
in coordination with its neighboring reliability coordinator’s wide- 

area view. 

 
 

Balancing 

Authority 

Integrates resource plans ahead of time, maintains load- 

interchange-resource balance within its metered boundary, and 

supports system frequency in real time. 

 
 

Interchange 

Authority 

 
Authorizes valid and balanced interchange schedules. 

 
 

Planning 
Coordinator 

Assesses the longer-term reliability of its area and neighboring 
area. 

 
 

Resource 

Planner 

Develops a long-term (>one year) plan for the resource adequacy 

of specific loads within a planning coordinator’s area. 

 
 

Transmission 

Planner 

Develops a long-term (>one year) plan for the reliability of 

transmission systems within its portion of the planning 

coordinator area. 

 
 

Transmission 

Service 

Provider 

Provides transmission services to qualified market participants 

under applicable transmission service agreements 

 
 

Transmission 
Owner 

 
Owns transmission facilities. 

 
 

Transmission 

Operator 

Operates and maintains the transmission facilities, and executes 

switching orders. 

 
 

Distribution 

Provider 

Provides and operates the “wires” between the transmission 

system and the customer. 

 
 

Generator 

Owner 

 
Owns and maintains generation unit(s). 

 
 

Generator 

Operator 

Operates generation unit(s) and performs the functions of 

supplying energy and interconnected operations services. 

 
 

Purchasing- 

Selling Entity 

The function of purchasing or selling energy, capacity, and all 

necessary interconnected operations services as required. 

 
 

Market 

Operator 

Integrates energy, capacity, balancing, and transmission 

resources to achieve an economic, reliability-constrained dispatch. 
Formatted: Strikethrough
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Load-Serving 

Entity 

Secures energy and transmission (and related generation 

services) to serve the end user. 

 

 

Version 5.1 30 Approved by FERC Effective May 6, 2016 
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NERC Reliability and Market Interface Principles 

Applicable Reliability Principles (Check box for all that apply.) 

 
 

1. Interconnected bulk power systems shall be planned and operated in a coordinated 

manner to perform reliably under normal and abnormal conditions as defined in the 

NERC Standards. 

 
 

2. The frequency and voltage of interconnected bulk power systems shall be controlled 

within defined limits through the balancing of real and reactive power supply and 

demand. 

 
 

3. Information necessary for the planning and operation of interconnected bulk power 

systems shall be made available to those entities responsible for planning and 

operating the systems reliably. 

 
 

4. Plans for emergency operation and system restoration of interconnected bulk power 

systems shall be developed, coordinated, maintained, and implemented. 

 
 

5. Facilities for communication, monitoring, and control shall be provided, used, and 

maintained for the reliability of interconnected bulk power systems. 

 
 

6. Personnel responsible for planning and operating interconnected bulk power systems 

shall be trained, qualified, and have the responsibility and authority to implement 

actions. 

 
 

7. The security of the interconnected bulk power systems shall be assessed, monitored, 

and maintained on a wide area basis. 

 
 

 
8. Bulk power systems shall be protected from malicious physical or cyber-attacks. 

Does the proposed standard comply with all of the following Market Interface 

Principles? (Select ‘yes’ or ‘no’ from the drop-down box.) 

1. The planning and operation of bulk power systems shall recognize that reliability is an 

essential requirement of a robust North American economy. Yes 

2. A MRO regional reliability standard shall not give any market participant an unfair 

competitive advantage. Yes 

3. A MRO regional reliability standard shall neither mandate nor prohibit any specific market 

structure. Yes 

4. A MRO regional reliability standard shall not preclude market solutions to achieving 

compliance with that standard. Yes 

5. A MRO regional reliability standard shall not require the public disclosure of commercially 

sensitive information. All market participants shall have equal opportunity to access 

commercially non-sensitive information that is required for compliance with reliability 

standards. Yes 
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Related Standards 

Standard No. Explanation 
  

  

  

  

Related SARs 

SAR ID Explanation 
  

  

  

  

  

  

  

  

Regional Differences 

Region Explanation 

TRE  

FRCC  

MRO  

NPCC  

SERC  

RFC  

SPP  

WECC  
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APPENDIX C – MRO REGIONAL RELIABILITY STANDARD EXAMPLE 

Below is an example of a MRO Regional Reliability Standard. Please see the NERC Regional Reliability Standards 

Evaluation Procedure for the most current format. 

 

Identification 
Number 

A unique identification number assigned by the SPM. 

Title A brief, descriptive phrase identifying the topic of the MRO Regional Reliability 
Standard. 

Applicability Clear identification of the functional classes of entities responsible for complying 

with the standard, noting any specific additions or exceptions. 

If not applicable to the entire MRO area, then a clear identification of the portion 

of the bulk power system to which the standard applies. Any limitation on the 

applicability of the standard based on electric facility requirements should be 

described. 

Effective Date 
and Status 

The effective date of the MRO Regional Reliability Standard shall be upon NERC 
and regulatory approvals. The status of the standard will be indicated as active 

or by reference to one of the numbered steps in the standards process. 

Purpose The purpose of the MRO Regional Reliability Standard shall explicitly state what 
outcome will be achieved by the approved Reliability Standard. The purpose is 

agreed to early in the process as a step toward obtaining approval to proceed 

with the development of the Reliability Standard. The purpose should link the 

standard to the relevant principle(s). 

Requirement(s) Explicitly stated technical, performance, preparedness, or certification 

requirements. 

Each requirement identifies who is responsible and what action is to be 

performed or what outcome is to be achieved. Each statement in the 

requirements section shall be a statement for which compliance is mandatory. 

Several types of requirements may exist, each with a different approach to 

measurement: 

 Performance-based requirements define a specific reliability objective 
or outcome that has a direct, observable effect on the reliability of the 

bulk power system, i.e., an effect that can be measured using power 

system data or trends. 

 Risk-based requirements define actions of entities that reduce a stated 

risk to the reliability of the bulk power system and can be measured by 

evaluating a particular product or outcome resulting from the required 

action. 

 Capability-based requirements define capabilities needed to perform 

reliability functions and can be measured by demonstrating that the 

capability exists as required. 

Any additional comments or statements for which compliance is not mandatory, 
such as background or explanatory information should be placed in a separate 

document and referenced (see Supporting References). 
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Violation Risk 

Factors 

The potential reliability significance of each requirement, designated as a High, 

Medium, or Lower Risk Factor in accordance with the criteria listed below: 

A High Risk Factor requirement (a) is one that, if violated, could directly cause or 

contribute to bulk power system instability, separation, or a cascading sequence of 

failures, or could place the bulk power system at an unacceptable risk of instability, 

separation, or cascading failures; or (b) is a requirement in a planning timeframe that, 

if violated, could, under emergency, abnormal, or restorative conditions anticipated by 

the preparations, directly cause or contribute to bulk power system instability, 

separation, or a cascading sequence of failures, or could place the bulk power system 

at an unacceptable risk of instability, separation, or cascading failures, or could hinder 

restoration to a normal condition. 

A Medium Risk Factor requirement (a) is a requirement that, if violated, could directly 

affect the electrical state or the capability of the bulk power system, or the ability to 

effectively monitor and control the bulk power system, but is unlikely to lead to bulk 

power system instability, separation, or cascading failures; or (b) is a requirement in a 

planning timeframe that, if violated, could, under emergency, abnormal, or restorative 

conditions anticipated by the preparations, directly affect the electrical state or 

capability of the bulk power system, or the ability to effectively monitor, control, or 

restore the bulk power system, but is unlikely, under emergency, abnormal, or 

restoration conditions anticipated by the preparations, to lead to bulk power system 

instability, separation, or cascading failures, nor to hinder restoration to a normal 

condition. 

A Lower Risk Factor requirement is administrative in nature and (a) is a requirement 

that, if violated, would not be expected to affect the electrical state or capability of the 

bulk power system, or the ability to effectively monitor and control the bulk power 

system; or (b) is a requirement in a planning time frame that, if violated, would not, 

under the emergency, abnormal, or restorative conditions anticipated by the 

preparations, be expected to affect the electrical state or capability of the bulk power 

system, or the ability to effectively monitor, control, or restore the bulk power system. 

Measure(s) Each requirement shall be addressed by one or more measures. These measures will 

be used to assess performance and outcomes for the purpose of determining 

compliance with the requirements stated above. 

Each measure shall identify to whom the measurement applies and the expected level 

of performance or outcomes required demonstrating compliance. 

Each measure shall be tangible, practical, and as objective as is practical. 

It is important to realize that measures are proxies to assess required performance or 

outcomes. 

Achieving the full compliance level of each measurement should be a necessary and 

sufficient indicator that the requirement was met. 

Each measure shall clearly refer to the requirement(s) to which it applies. 
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Glossary of Terms Used in Standards 

Definitions of 
Terms: 

All defined terms used in MRO Regional Reliability Standards, shall be defined in the 

glossary. Definitions may be approved as part of a standards action or as a separate 

action. All definitions must be approved in accordance with the standards process. 

Compliance Administration Elements 

Compliance 

Monitoring 

Process 

The following compliance elements, which are part of the standard and are balloted with 

the standard are developed for each measure in a standard by the NERC compliance 

program in coordination with the standard drafting team 

 The specific data or information that is required to measure performance or 

outcomes. 

 The entity that is responsible for providing the data or information for measuring 

performance or outcomes. 

 The process that will be used to evaluate data or information for the purpose of 

assessing performance or outcomes 

 The entity that is responsible for evaluating such data or information. 

 The time period in which performance or outcomes is measured, evaluated, and 

then reset. 

 Measurement data retention requirements and assignment of responsibility for data 

archiving. 

Violation 

Severity 

Levels 

Defines the degree to which compliance with a requirement was not achieved. The 

violation severity levels, are part of the standard and are balloted with the standard, and 

developed by the MRO compliance program in coordination with the standard drafting 

team. 

Supporting Information Elements 

Interpretations Formal interpretations of Regional Reliability Standard(s) proposed by the MRO and 

approved by NERC, FERC, and the applicable Canadian regulatory authorities. 

Interpretations are temporary, as the standard should be revised to incorporate the 

interpretation. 

Implementation 

Plan 

Each Regional Reliability Standard proposed by the MRO and approved by NERC, 

FERC and the applicable Canadian regulatory authorities shall have an associated 

implementation plan describing the effective date of the standard or effective dates if 

there is a phased implementation. The implementation plan may also describe the 

implementation of the standard in the compliance program and other considerations in 

the initial use of the standard, such as necessary tools, training, etc. The 

implementation plan must be posted for at least one public comment period and is 

approved as part of the ballot of the standard. 
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Supporting 

References 

This section will reference related documents that support implementation of the 

Reliability Standard proposed by the MRO and approved by NERC and the regulatory 

authorities, but are not themselves mandatory. Examples include, but are not limited to: 

 Developmental history of the standard and prior versions 

 Notes pertaining to implementation or compliance 

 Standard references 

 Standard supplements 

 Procedures 

 Practices 

 Guidelines 

 Training references 

 Technical references 

 White papers 

 Internet links to related information 

Data Retention Each Regional Standard shall identify the data retention requirements and assignment 

of responsibility for data archiving. 

Mitigation Time 

Horizon 

Each Regional Standard shall reference a mitigation time horizon (long-term planning; 

operations planning; same-day operations; real-time operations and operations 

assessment) for each requirement. 

Regulatory 

Directives 

Each Regional Standard shall be consistent with Regulatory Directives, if applicable. 

NERC Reliability 

Standards 

Each Regional Standard shall be consistent with related NERC reliability standards, as 

applicable. 
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APPENDIX D – REGISTERED BALLOT BODY (RBB) REGISTRATION 
PROCEDURES 

The RBB comprises all organizations and entities that: 

1. qualify for one of the segments, and 

2. are registered with MRO as ballot participants in the voting on standards, and 

3. are current with any MRO designated fees associated with this program. Designated 

fees are defined as fees associated with the Standards Development process. At this 

time, there are no fees for registration. 

Each entity, when initially registering to join the RBB, and will self-select to belong to one or more of the segments 

described below. 

The SPM shall review all applications for joining the RBB, and make a determination of whether the self-selection 

satisfies at least one of the guidelines to belong to that segment. The entity will then be “credentialed” to participate 

as a voting member of that segment. The CMEPAC will decide disputes, with an appeal to the BOD. 

In order to comment or vote you must have an active membership in the RBB. When you submit your registration 

request, you are placed in a “pending stage” until your account is activated. Activation of your account may take up 

to 24 hours. You will be unable to submit comments or vote until your account is activated. 

All registrations must be done electronically. There is no fee for registration at this time. 

Segment Qualification Guidelines 

The segment qualification guidelines are inclusive; i.e., any entity with a legitimate interest in the electric industry 

that can meet any one of the guidelines for a segment is entitled to belong to and vote in that segment. Only one vote 

per entity per segment is permitted. 

The general guidelines for all segments are: 

 Corporations or organizations with integrated operations or with affiliates that qualify 

to belong to more than one segment (e.g., Transmission Owners and Load Serving 

Entities) may belong to each of the segments in which they qualify, provided that each 

segment constitutes a separate membership in the RBB and is represented by a 

different representative. Only one vote per entity, per segment registered is allowed. 

 Corporations, organizations, and entities may participate freely in all subgroups. 

 After their initial selection, registered participants may apply to change segments with 

thirty (30) days’ notice to the SPM. In addition, a registered participant cannot change 

segments during a balloting period once the participant has cast a vote or designated 

a proxy. 

 Additionally, the SPM may change a participant segment under certain circumstances. 

These circumstances will be approved by the CMEPAC and posted electronically. 

 The qualification guidelines and rules for joining segments, as listed below, will be 
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reviewed periodically by the CMEPAC to ensure that the process continues to be fair, 

open, balanced, and inclusive. Public input shall be solicited in the review of these 

guidelines. 

 Since all balloting of standards will be done electronically, any registered participant 

may designate an agent or proxy to vote on its behalf. There are no limits on how many 

proxies an agent may hold. However, the MRO must have in its possession, either in 

writing or by e-mail, documentation that the voting right by proxy has been transferred 

from the registered participant to the agent prior to casting any vote. 

Segments 

Segment 1: Transmission Owners 

a. Any entity within the MRO region that owns or controls at least 200 circuit miles of 

integrated transmission facilities, or has an Open Access Transmission Tariff or 

equivalent on file with a regulatory authority. 

b. Transmission owners within the MRO region that have placed their transmission under 

the operational control of an RTO. 

c. Independent transmission companies or organizations, merchant transmission 

developers, and transmission companies (TRANSCOs) that are in the MRO region 

and are not RTOs. 

d. Excludes RTOs, RCs and ISOs (that are eligible to belong to Segment 2). 

Segment 2: Regional Transmission Organizations (RTOs), Regional Transmission Group (RTG), 
Independent System Operators (ISOs), Reliability Organizations, and Reliability Coordinators 

a. Authorized by appropriate regulator to operate as an RTO, RTG, or ISO within or 

adjacent to MRO. 

b. Reliability Organizations certified by NERC or its successor. 

c. Reliability Coordinators within or adjacent to MRO. 

d. In cases where the RTO or ISO and the RC have exactly the same geographic 

boundary, both may belong to this segment as long as they are separate entities. 

e. A voluntary organization of transmission owners, transmission users, and other entities 

approved by the Commission to efficiently coordinate transmission planning (and 

expansion), operation and use on a regional (and interregional) basis. 

Segment 3: Load-Serving Entities (LSEs) 

a. Entities within the MRO region serving end-use customers under a regulated tariff, a 

contract governed by a regulatory tariff, or other legal obligation to serve. 

b. A member within the MRO region of a generation and transmission (G&T) cooperative 

or a joint-action agency is permitted to designate the G&T or joint- action agency to 

represent it in this segment; such designation does not preclude the G&T or joint-action 

agency from participation and voting in another segment representing its direct 

interests. 
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Segment 4: Electric Generators 

a. Affiliated and independent generators within the MRO region. 

b. A corporation that sets up separate corporate entities for each one or two generating 

plants within the MRO region in which it is involved may only have one vote in this 

segment regardless of how many single-plant or two-plant corporations the parent 

corporation has established or is involved in. 

Segment 5: Electricity Brokers, Aggregators, and Marketers 

a. Entities serving end-use customers under a power marketing agreement or other 

authorization not classified as a regulated tariff. 

b. An entity that buys, sells, or brokers energy and related services for resale in wholesale 

or retail markets, whether a non-jurisdictional entity operating within its charter or an 

entity licensed by a jurisdictional regulator. 

c. G&T cooperatives and joint-action agencies that perform as an electricity broker, 

aggregator, or marketer function are permitted to belong to this segment. 

Segment 6: Electricity End Users 

a. Service delivery taken within the MRO region that is not purchased for resale. 

b. Agents, associations, consumer advocates can represent groups of end users or a 

transmission dependent utility. A Transmission Dependent Utility (TDU) is defined as 

an entity that relies on another entity for transmission service to service the majority of 

their contractual loads. 

Segment 7: Federal, State, and Provincial Regulatory or other Government Entities 

a. Does not include Power Marketing Administration or Federal Power Marketing Agency 

(PMAs) or Tennessee Valley Authority (TVA). 

b. May include Public Utility Commissions (PUCs). 
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APPENDIX E – BALLOTING EXAMPLES 

The MRO voting mechanism differs from NERC in that a quorum is established if at least four Segments have 

submitted an affirmative, negative, or abstention vote. A majority vote within a Segment is determined based on the 

affirmative and negative votes. A Standard is approved if at least two-thirds of the voting Segments have an 

affirmative vote. The following are examples of potential voting scenarios. The yellow areas indicate where a 

Segment did not cast a vote. The green areas with bold numbers represent majority votes within a Segment. 

Example RBB 

Segment Number 

Registered in the 

RBB 

1. Transmission Owners 15 

2. RTO’s, ISO’s, RRO’s & Reliability Coordinators 4 

3. Load Serving Entities 16 

4. Electric Generators 21 

5. Electricity Brokers, Aggregators, & Marketers 7 

6. Electricity End Users 6 

7. Federal, State, & Provincial Regulatory or other 

Government Entities 
8 

Totals 77 

Example 1 – A quorum has been established with 5 of the 7 Segments having registered an affirmative, negative, or 

an abstention vote. Two-thirds of the Segments (4 of 5 voting Segments) have voted to approve the Standard. The 

Standard is approved. 

 

Segment 

 
Ballot 

Pool 

Votes 

Affirmative 

Votes 

Negative 

Votes 

Abstain 

Votes 

No 

Ballot 
1. Transmission Owners 15 10 2 1 2 

2. RTO’s, ISO’s, RRO’s & Reliability 

Coordinators 
4 3 0 0 1 

3. Load Serving Entities 16 3 6 2 5 

4. Electric Generators 21 13 0 1 7 

5. Electricity Brokers, 

Aggregators, & Marketers 
7 0 0 0 7 

6. Electricity End Users 6 0 0 0 6 

7. Federal, State, & Provincial 

Regulatory or other 
Government Entities 

 

8 

 

3 

 

0 

 

1 

 

4 

Totals 77  
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Example 2 – A quorum has been established with 4 of the 7 Segments having registered an affirmative, negative, 

or an abstention vote. Less than two-thirds of the Segments (1 of 4 voting Segments) have voted to approve the 

Standard. The Standard is NOT approved. 

 

Segment 

 
Ballot 

Pool 

Votes 

Affirmative 

Votes 

Negative 

Votes 

Abstain 

Votes 

No 

Ballot 
1. Transmission Owners 15 10 2 1 2 

2. RTO’s, ISO’s, RRO’s & Reliability 

Coordinators 
4 1 2 0 1 

3. Load Serving Entities 16 3 6 2 5 

4. Electric Generators 21 0 0 0 21 

5. Electricity Brokers, 

Aggregators, & Marketers 
7 0 0 0 7 

6. Electricity End Users 6 0 0 0 6 

7. Federal, State, & Provincial 

Regulatory or other 
Government Entities 

 

8 

 

0 

 

3 

 

1 

 

4 

Totals 77  

Example 3 – A quorum has not been established because only 3 of the 7 Segments have registered an affirmative, 

negative, or an abstention vote. The Standard is NOT approved because of a lack of a quorum. 

 

 

Segment 

 

Ballot 

Pool 

Votes 

Affirmative 

Votes 

Negative 

Votes 

Abstain 

Votes 
No 

Ballot 

1. Transmission Owners 15 10 2 1 2 

2. RTO’s, ISO’s, RRO’s & Reliability 

Coordinators 
4 4 0 0 0 

3. Load Serving Entities 16 3 6 2 5 

4. Electric Generators 21 0 0 0 21 

5. Electricity Brokers, 

Aggregators, & Marketers 
7 0 0 0 7 

6. Electricity End Users 6 0 0 0 6 

7. Federal, State, & Provincial 

Regulatory or other 

Government Entities 

 

8 

 

0 

 

0 

 

0 

 

8 

Totals 77  
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Example 4 – A quorum has been established with 6 of the 7 Segments having registered an affirmative, 

negative, or an abstention vote. The Standard is NOT approved because two-thirds of the Segments did 

not cast an affirmative vote. Segment 2’s vote is considered negative because a majority did not cast an 

affirmative vote. 

 

Segment 

 

Ballot 

Pool 

Votes 

Affirmative 

Votes 

Negative 

Votes 

Abstain 

Votes 

No 

Ballot 
1. Transmission Owners 15 10 2 1 2 

2. RTO’s, ISO’s, RRO’s & Reliability 

Coordinators 
4 2 2 0 0 

3. Load Serving Entities 16 3 6 2 5 

4. Electric Generators 21 10 9 1 1 

5. Electricity Brokers, 
Aggregators, & Marketers 

7 4 3 0 0 

6. Electricity End Users 6 0 0 0 6 

7. Federal, State,  & Provincial 

Regulatory or  other 
Government Entities 

 

8 

 

2 

 

3 

 

0 

 

3 

Totals 77  
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INTRODUCTION 

Purpose 

This manual defines the characteristics of a Midwest Reliability Organization (“MRO”) Regional Reliability Standard 

and establishes the process for proposing Regional Reliability Standards to North American Electric Reliability 

Corporation (“NERC”) for enforcement under direct or delegated authority as designated by the Energy Policy Act 

of 2005 (“EPAct 2005”), Section 215 in the United States and applicable Canadian authorities. MRO is a Cross-

Border Regional Entity (“CBRE”) as defined in EPAct 2005 and the final FERC reliability rule consistent with the 

US-Canadian Bilateral principles. For more information on MRO, please refer to http://www.mro.net. 

The MRO standards process is consensus-based, technically vetted, and open to the public and bordering entities 

that may be impacted by a proposed Regional Reliability Standard of MRO. MRO Regional Reliability Standards 

apply to the planning, operation, and security of bulk power systems located within the MRO region. NERC as the 

Electric Reliability Organization (“ERO”) and the applicable regulatory authorities in the United States and Canada 

will have the ability to enforce these standards 

Authority 

This manual is published by the authority of the MRO Board of Directors (“BOD”) who shall have the sole authority 

to approve the modifications to this manual. A procedure for revising this manual is provided in section VII titled 

“Maintenance of MRO Regional Reliability Standards Process.” 

Credits 

This manual was developed from the NERC Reliability Standards Development Procedure (available at 

www.nerc.com). Thus, the MRO Regional Reliability Standards process is very similar to the NERC process and 

the format is the same as the NERC Reliability Standard format. 

Background 

NERC and MRO work with all segments of the electric industry, including electricity end-users, to develop 

standards for the reliable planning, operation, and security of bulk power systems. The purpose of the NERC 

Reliability Standards is to promote reliability, while at the same time accommodating competitive electricity markets. 

EPAct 2005, Section 215 and NERC ERO provide for Regional Entities (“RE”) to propose Regional Reliability 

Standards to NERC for eventual enforcement within the region of the RE or CBRE. Regions (such as MRO) may 

develop, through their own processes, regional reliability standards that; go beyond, add detail to, or cover matters 

not addressed in NERC Reliability Standards. MRO Regional Reliability Standards are proposed to NERC for 

approval and become enforceable, once approved by NERC and the applicable regulatory authorities in the United 

States and Canada, as Reliability Standards. 

MRO Regional Reliability Standards that are proposed shall not be inconsistent with, or less stringent than 

established NERC Reliability Standards. All MRO Regional Reliability Standards obligate MRO to monitor and 

enforce compliance and apply sanctions, if any, consistent with any regional agreements and the NERC rules. 

Proposed MRO Regional Reliability Standards shall be subject to approval by NERC, as the ERO, and by 

applicable regulatory authorities in the United States and Canada, before becoming mandatory and enforceable. 

No Regional Reliability Standard shall be effective within the MRO area unless approved by NERC and the 
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applicable regulatory authority in the United States or Canada. 

MRO proposed Regional Reliability Standards, when approved by NERC and the applicable regulatory authorities 

in the United States or Canada shall be made part of the body of NERC Reliability Standards and shall be enforced 

upon applicable bulk power system owners, operators, and users within the MRO region as per applicable 

delegation agreements. 

MRO REGIONAL RELIABILITY STANDARD DEFINITION, CHARACTERISTICS, 
AND ELEMENTS 

Definition of a MRO Regional Reliability Standard 

A MRO Regional Reliability Standard defines certain obligations or requirements of entities that operate, plan, and 

use the bulk power systems of the MRO region. 

The Bylaws of MRO define a Reliability Standard as: 

“Reliability Standard” means a NERC reliability standard, duly in effect, under the rules, regulations 

and laws governing such standards, to provide for reliable operation of the Bulk-Power System.” 

When proposing a Regional Reliability Standard in the MRO region, the obligations or requirements must be 

material to reliability and be measurable. 

Each MRO Regional Reliability Standard shall enable or support one or more of the NERC reliability principles, 

thereby ensuring that each standard serves a purpose in support of the reliability of the regional bulk power 

system. Each of those standards shall also be consistent with all of the NERC reliability principles, thereby 

ensuring that no standard undermines reliability through an unintended consequence. 

While MRO Regional Reliability Standards are intended to promote reliability, they must at the same time 

accommodate electricity markets. All MRO Regional Reliability Standards shall be consistent with NERC’s market 

interface principles. Consideration of the market interface principles is intended to ensure that standards are written 

such that they achieve their reliability objective without causing undue restrictions or adverse impacts on electricity 

markets. 

Characteristics of a MRO Regional Reliability Standard 

A MRO Regional Reliability Standard may include standards for the planning, operation, and security of 

interconnected systems as well as market interface practices. The format and process defined by this manual 

applies to all MRO Regional Reliability Standards. 

A MRO Regional Reliability Standard shall have the following characteristics: 

Material to Reliability - A MRO Regional Reliability Standard shall be material to the reliability of bulk power 

systems in the MRO region. If the reliability of the bulk power systems is compromised without a particular 

standard or by a failure to comply with that standard, then the standard is material to reliability. 

Measurable - A MRO Regional Reliability Standard shall establish technical or performance requirements that can 

be practically measured. 
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Relative to NERC Reliability Standards - A MRO Regional Reliability Standard shall go beyond, add detail to, or 

cover matters not addressed in already approved NERC Reliability Standards. 

Elements of a MRO Regional Reliability Standard: 

To ensure uniformity of MRO Regional Reliability Standards, a MRO Regional Reliability Standard shall consist of 

the elements identified in Appendix C of this manual. However, the most current version of the approved NERC 

Reliability Standard template and its associated elements posted on the NERC website will be used at the time of 

the development of a MRO Regional Reliability Standard if different from the elements listed in Appendix C. 

These elements are intended to apply a systematic discipline in the development and revision of MRO Regional 

Reliability Standards. This discipline is necessary to achieving standards that are measurable, enforceable, and 

consistent. 

The format allows a clear statement of the purpose, requirements, measures, and penalties for non-compliance 

associated with each standard. 

All mandatory requirements of a MRO Regional Reliability Standard shall be within an element of the standard. 

Supporting documents to aid in the implementation of a standard may be referenced by the standard but are not 

part of the standard itself. Types of supporting documents are described in a later section of this manual. 

ROLES IN THE MRO REGIONAL RELIABILITY STANDARDS DEVELOPMENT 
PROCESS 

Nomination, Revision or Withdrawal of a Standard: 

Any member of MRO, or group within the MRO region, shall be allowed to request that a MRO Regional Reliability 

Standard be developed, modified, or withdrawn. Additionally, any person (organization, company, government 

agency, individual, etc.) who is directly and materially affected by the reliability of the MRO bulk power system shall 

be allowed to request that a MRO Regional Reliability Standard be developed, modified, or withdrawn. 

Process Roles 

Board of Directors (BOD). The BOD will consider MRO Regional Reliability Standards that have been approved 

by the Registered Ballot Body (“RBB”) and recommended by the MRO Compliance Monitoring and Enforcement 

Program Advisory Council (CMEPAC) to be proposed to NERC and the regulatory authorities for enforcement 

consistent with direct or delegated regulatory authorities of MRO. Once the proposed MRO Regional Reliability 

Standard is approved by NERC and the regulatory authorities, it becomes effective in the MRO region consistent 

with the MRO’s direct or delegated regulatory authority. 

One mission of the CMEPAC is to assure that the compliance program and policies are followed according to the 

rules and carried out in a non-discriminatory manner, subject to the BOD approval with MRO staff and BOD 

oversight. The compliance program is designed around compliance with Reliability Standards. The development of 

a MRO Regional Reliability Standard, in particular the measures and compliance administration portions of the 

standard, shall have direct input from the CMEPAC. The CMEPAC is also responsible for managing the standards 

processes for the development of standards, VRFs, VSLs, definitions, variances, and interpretations in accordance 

with this manual. The CMEPAC is responsible for ensuring that the standards, VRFs, VSLs, definitions, variances, 

and interpretations developed by drafting teams are developed in accordance with the processes in this manual 
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and meet NERC’s benchmarks for reliability standards as well as criteria for governmental approval1. 

The CMEPAC has the right to remand work to a drafting team, to reject the work of a drafting team, or to accept 

the work of a drafting team. The CMEPAC may direct a drafting team to revise its work to follow the processes in this 

manual, or to meet the criteria for NERC’s benchmarks for reliability standards, or to meet the criteria for 

governmental approval. The CMEPAC meets at regularly scheduled intervals (either in person, or by other means) 

and are open to all interested parties. 

When presented with a Standard Authorization Request (SAR) the CMEPAC will determine if the SAR is sufficient 

to guide standards development and whether the SAR is consistent with this manual. The CMEPAC will take one 

of the following actions: 

1. Accept the SAR. 

2. Remand the SAR back to the standards staff for additional work. 

3. Reject the SAR. If the CMEPAC rejects a SAR, it shall provide a written explanation 

for rejection to the sponsor within fifteen business days of the rejection decision. 

4. Delay action on the SAR pending development of a technical justification for the 

proposed project 

If the CMEPAC remands, rejects, or delays action on a SAR, the sponsor may file an appeal following the appeals 

process provided in this manual. 

If the CMEPAC is presented with a SAR that proposes developing a new standard but does not have a technical 

justification upon which the standard can be developed, the CMEPAC shall direct the standards staff to post the 

SAR for a 30-day comment period solely to collect stakeholder feedback on the scope of technical foundation, if 

any, needed to support the proposed project. If a technical foundation is determined to be necessary, the CMEPAC 

shall solicit assistance from MRO’s technical committees or other industry experts in providing that foundation 

before authorizing development of the associated standard. 

If the CMEPAC accepts a SAR, the CMEPAC shall work with the standards staff to coordinate the posting of the 

SAR(s). 

Compliance Manager (CM). -  The Compliance Manager (CM), a MRO staff function, and the CMEPAC shall 

provide input and comments during the standards development process to ensure the measures will be effective 

and other aspects of the compliance program practically implemented. 

Standards Process Manager (SPM) -  This is a MRO staff function. The Standards Manager who will act as the 

SPM shall manage the MRO Regional Reliability Standards Process. The SPM is responsible for ensuring that the 

development and revision of standards is in accordance with this manual. The SPM works to ensure the integrity of 

the process and consistency of quality and completeness of the MRO Regional Reliability Standards. The SPM 

                                                   
1 The Ten Benchmarks of an Excellent Reliability Standard and FERC’s Criteria for Approving Reliability Standards are 

posted on the NERC Standards Web Page. 
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facilitates all steps in the process. 

Standards Process Staff - MRO staff will assist the CMEPAC, SPM, Requester, and Standard Drafting Team 

(SDT). 

Registered Ballot Body (RBB) - The RBB comprises all entities that: 

1. Qualify for one of the Industry Segments approved by the BOD2, and 

2. Are registered in the MRO RBB. 

Each voter must be a member of the RBB -  Note: An individual's membership in the RBB will be in a “Pending” 

stage immediately following registration; in order to be able to vote, your registration must be activated, and 

activation may take up to 24 hours. 

Each registered member of the RBB is eligible to participate in the voting process for each Standards Action (add, 

change, or withdraw). However, each MRO RBB member (company) may have only one vote per eligible segment. 

The RBB will ensure, through its vote, the need for and the technical merits of, a proposed Standards Action and 

the appropriate consideration of views and objections received during the development process. The RBB votes to 

approve each Standards Action. 

The MRO Regional Reliability Standards Process relies on open and inclusive participation by the electric utility 

industry and the interested public. Participation and voting is open to non-members of MRO; at this time there are 

no fees for participation or voting. 

Requester - A requester is any person or entity (organization, company, government agency, etc.) that submits a 

complete request for development, revision, or withdrawal of a standard. Any person or entity that is directly and 

materially affected by an existing standard or the need for a new standard may submit a completed SAR for any of 

the three following actions; a new standard to be developed, a revision to an existing standard, or a withdrawal of an 

existing standard. 

SAR Drafting Team - A team of industry experts appointed by the CMEPAC, that: 

1. Assists in refining the SAR, 

2. Considers and responds to comments, and 

3. Participates in industry forums to help build consensus on the SAR. 

Standard Drafting Team (SDT) - A team of industry experts appointed by the CMEPAC, that: 

1. Develops the details of the standard 

2. Considers and responds to comments 

3. Participates in industry or regional forums to help build consensus on posted draft 

standards 

Sub-regional Variance -  A sub-regional variance is an approved, alternative method of achieving the reliability 

                                                   
2 Appendix D contains a description of the latest version of the Industry Segments approved by the Board of Directors. 

60/116



MRO MRO REGIONAL RELIABILITY STANDARDS CONSENSUS DEVELOPMENT PROCESS OVERVIEW 

 

 

PREPARED BY: MRO CMEPAC                PAGE | 9 

intent of one or more requirements in a standard. No Regional Entity or bulk power system owner, operator, or user 

shall claim a sub-regional variance from a regional reliability standard without approval of such a sub-regional 

variance through the relevant standard approval procedure for the sub-regional variance. Each sub-regional 

variance from a regional reliability standard that is approved by NERC and applicable governmental authorities 

shall be made an enforceable part of the associated regional reliability standard. Regional drafting teams shall aim to 

develop standards with requirements that apply on a regional basis, minimizing the need for sub-regional variances 

while still achieving the standard’s reliability objectives. If one or more requirements cannot be met or complied 

with as written, because of a physical difference in the bulk power system or because of an operational difference 

(such as a conflict with a Federally or Provincially approved tariff), but the requirement’s reliability objective can be 

achieved in a different fashion, an entity or a group of entities may pursue a sub-regional variance from one or more 

requirements in a regional standard. It is the responsibility of the entity that needs a sub-regional variance to 

identify that need and initiate the processing of that sub-regional variance through the submittal of a SAR. Such a 

sub-regional variance may be proposed by a group of sub-regional entities in accordance with Step 1 of this 

process manual. If approved by MRO, NERC and regulatory authorities, the sub-regional variance shall be 

enforced within the MRO region pursuant to its delegated authority. 

MRO REGIONAL RELIABILITY STANDARDS CONSENSUS DEVELOPMENT 
PROCESS OVERVIEW 

The process for development of MRO Regional Reliability Standards to be proposed to NERC and regulatory 

authorities for approval and eventual enforcement under direct or delegated authority is illustrated in the Process 

Diagram in Appendix A and has the following characteristics: 

Inclusive -  Any entity (person, organization, company, government agency, individual, etc.) with a direct material 

interest in the bulk power system in the MRO area shall have a right to participate by: a) expressing a position and 

its basis, b) having that position considered, and c) having the right to appeal. 

Openness -  Participation is open to all persons who are directly and materially affected by the reliability of the 

MRO region bulk power system. There shall be no undue financial barriers to participation. Participation shall not be 

conditional upon membership in MRO or any organization, and shall not be unreasonably restricted on the basis of 

technical qualifications or other such requirements. 

Balance -  The MRO Regional Reliability Standards Development Process shall have a balance of interests and 

shall not be dominated by any two interest categories, and no single interest category shall be able to defeat a 

matter. 

Transparent -  All actions material to the development of MRO regional reliability standards shall be transparent. 

All standards development meetings shall be open and publicly announced on the MRO Web site. 

Timeliness -  The MRO Regional Reliability Standards Development Process does not unnecessarily delay 

development of the proposed reliability standard. 

Fair Due Process -  The MRO Regional Reliability Standards Development Process provides for reasonable 

notice and opportunity for public comment. The procedure includes public notice of the intent to develop a 

standard, a public comment period on the proposed standard, due consideration of those public comments, and a 

ballot of all persons who are directly and materially affected. 

The MRO Regional Reliability Standards development process is intended to develop consensus, first on the need 
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for the standard, then on the standard itself. The process includes the following key elements: 

Nomination of a proposed standard, revision to a standard, or withdrawal of a standard using a SAR. 

Public posting of the SAR -  to allow all parties to review and provide comments on the need for the proposed 

standard and the expected outcomes and impacts from implementing the proposed standard. Notice of standards 

shall provide an opportunity for participation by all directly and materially affected persons. 

Review of the public comments -  in response to the SAR and prioritization of proposed standards, leading to the 

authorization to develop standards for which there is a consensus-based need. 

Assignment of teams -  to draft the new or revised standard. 

Drafting of the standard. 

Public posting of the draft standard -  to allow all parties to review and provide comments on the draft standard. 

At this point, the need for the standard has been established and comments should focus on aspects of the draft 

standard itself. 

Field testing of the draft standard and measures -  The need and extent of recommendations for field testing 

shall be determined by the SDT and submitted through the SPM to the CMEPAC for approval. The SDT shall request 

input from the MRO Standing Committee members. 

 Field-testing may be region-wide or may consist of one or more, lesser scale demonstrations, evaluations, 

or other CMEPAC approved methods. 

 Field-testing should be cost effective and practical, yet sufficient to validate the requirements, measures, 

measurement processes, and other elements of the standard necessary to implement the Compliance 

Program. 

 For some standards and their associated measures, field-testing may not be appropriate, such as those 

measures that consist of administrative reports. 

Formal balloting of the standard for approval by the RBB. 

Re-ballot to consider specific comments -  by those submitting comments with negative votes. 

Approval of a MRO Regional Reliability Standard. 

Appeals mechanism as appropriate for the impartial handling of substantive and procedural complaints - 

regarding action or inaction related to the standards process. 

Process Steps 

The first three steps in the MRO Regional Reliability Standards Development Process serve to establish 

consensus on the need for the standard. 
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Step 1 - Request to Develop a Standard, Revise Existing Standard or withdraw a Standard 

Objective: A valid SAR shall contain a description of the proposed regional reliability subject matter containing 

sufficient descriptive detail to clearly define the purpose, scope, impacted parties, and other relevant information of 

the proposed standard. An example of a SAR form can be found in Appendix B. 

Sequence Considerations: Submitting a valid SAR is the first step in proposing a standard action. A requester 

may prepare a draft of the proposed standard, which the CMEPAC may authorize for concurrent posting with the 

SAR. This could be useful for a standard action with a clearly defined and limited scope or one for which 

stakeholder consensus on the need and scope is likely. Complex standards where broad debate of issues is 

required should be presented in two stages. The first stage is the completion of a valid SAR to get agreement on the 

scope and purpose, the second stage is the development of the standard later in Step 6. 

Requests to develop, revise, interpret, or withdraw a MRO Regional Reliability Standard shall be submitted to the 

SPM by completing a SAR. Actions in the remaining steps of the standards process apply to proposed new 

standards, revisions to existing standards, sub-regional variances, interpretations, or withdrawal of existing 

standards, unless explicitly stated otherwise. 

The SAR is a description of the subject matter of the new or revised standard along with a proposed 

implementation plan and includes: 

 Descriptive detail to clearly define the scope of the standard. 

 A statement of the purpose of the standard 

 A needs statement that provides justification for the development or revision of the standard; including an 

assessment of the reliability and market interface impacts of implementing or not implementing the 

standard. 

Appendix B provides a sample template of the SAR form. 

The SPM shall maintain the SAR form and make it available electronically. 

Any person or entity directly or materially affected by an existing standard or the need for a new or revised 

standard may initiate a SAR. 

The requester shall submit the SAR to the SPM electronically and the SPM shall electronically acknowledge receipt 

of the SAR within 15 days. The SPM shall send the electronic acknowledgement simultaneously to the requester 

and to NERC. 

The SPM shall assist the requester in developing the SAR, reviewing NERC Reliability Standards to see whether 

they already address the need, identify issues with interconnected regions, and verify that the SAR complies with 

this manual. The SPM will respond to the requester within 45 days of the request. 

The SPM shall forward all properly completed SARs to the CMEPAC. The CMEPAC shall meet at established 

intervals to review all pending SARs. The frequency of the review process will depend on workload; in no case shall 

a properly completed SAR wait for CMEPAC action more than 60 days from the date of receipt. 

Within 60 days of receipt of a completed standard request, the CMEPAC shall determine the disposition of the 
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standard request. The CMEPAC may take one of the following actions: 

 Accept the standard request as a candidate for development of a new standard, revision of an existing 

standard, or deletion of an existing standard. The CMEPAC may, at its discretion, expand or narrow the 

scope of the standard request under consideration. The CMEPAC shall prioritize the development of the 

standard in relation to other proposed standards, as may be required based on the volume of requests and 

resources. 

 Reject the standard request. If the CMEPAC rejects a standard request, a written explanation for rejection 

will be delivered to the requester within 30 days of the decision. 

 Remand the standard request back to the requester for additional work. The SPM will make reasonable 

efforts to assist the requester in addressing the deficiencies identified by the CMEPAC. The requester may 

then resubmit the modified standard request using the process above. The requester may choose to 

withdraw the standard request from further consideration prior to acceptance by the CMEPAC. 

The status of the SAR shall be tracked electronically by the SPM. The SAR and its status shall be posted for public 

viewing including any actions or decisions. 

Step 2 - Solicit Public Comments on the SAR 

Objective: Establish that there is stakeholder consensus on the need, scope, and applicability of the requester's 

proposed standards' action. 

Sequence Considerations: A SAR may be posted only after completion of Step 1.  A SAR may at the discretion of 

the CMEPAC, be posted for comment concurrently with a draft standard (Step 6). 

Once a SAR has been accepted by the CMEPAC as a candidate for the development of a new or revised standard, 

the SPM shall post the SAR for the purpose of soliciting public comments. 

The SPM shall notify the RBB, the MRO region, NERC, and other interested parties that the SAR has been 

accepted by the CMEPAC and posted for comment. 

Within thirty (30) days of acceptance by the CMEPAC, the SAR shall be posted electronically and comments on 

the SAR(s) will be accepted for a 30-day period from the date of posting. Comments will be accepted on-line. The 

SPM will provide a copy of the comments to the requester. In addition, comments will be visible to the RBB during 

the commenting period. Based on the comments, the requester may decide to: submit the SAR for authorization, 

withdraw the SAR, or revise and resubmit it to the SPM for another posting in the next available comment period. 

The requester shall give prompt consideration to the written views and objections of all participants. The requester, 

with support from the SPM or SPM assigned staff, shall make an effort to resolve all expressed objections and 

shall advise each objector of the disposition of the objection and the reasons therefore. In addition, the SPM shall 

inform each objector that an appeals process exists within the MRO standards process. 

While there is no established limit on the number of times a SAR may be posted for comment, the CMEPAC 

retains the right to reverse its prior decision and reject a SAR if it believes continued revisions are not productive. 

Once again, the CMEPAC shall notify the requester in writing of the rejection and the availability of the Appeals 

Process. During the SAR comment process, the requester may become aware of potential sub-regional differences 
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(within MRO) related to the proposed standard. To the extent possible, the requester should make any sub-regional 

differences or exceptions a part of the SAR so that, if the SAR is authorized, such variations will be made a part of 

the draft new or revised standard. 

Step 3 - Authorization to Proceed With Drafting of a New or Revised Standard 

Objective: Authorize development of a standard that is consistent with the SAR and for which there is stakeholder 

consensus on the need, scope, and applicability. 

Sequence Considerations: The CMEPAC may formally authorize the development of a standards' action only after 

due consideration of SAR comments to determine there is consensus on the need, scope, and applicability of the 

proposed standard. 

After the public provides comments on the SAR, the requester may decide to submit the SAR to the CMEPAC for 

authorization to draft the standard. The CMEPAC reviews the comments received in response to the SAR and any 

revisions to the SAR. The CMEPAC, considering the public comments received and their resolution, may then take 

one of the following actions: 

 Authorize the drafting of the proposed standard or revisions to a standard. 

 Reject the SAR with a written explanation to the requester and post that explanation. 

If the CMEPAC rejects a SAR, the requester may file an appeal. 

Step 4 – Formation of the SDT 

Objective: Appoint a SDT that has the expertise, competencies, and diversity of views that are necessary to 

develop the standard. 

Sequence Considerations: The CMEPAC may appoint a SDT concurrently with or after authorization of the 

development of a standard (Step 3). 

For each new SAR, the SPM shall post a request that interested parties complete a ”SDT Self-Nomination” form. 

Those individuals who complete and submit these self-nomination forms will be considered for appointment to the 

associated SDT. 

Once a SAR has been authorized by the CMEPAC to proceed to the drafting stage, the CMEPAC shall assign the 

development of the standard to a SDT. The SPM shall recommend a list of candidates for appointment to the team 

and shall submit the list to the CMEPAC. The CMEPAC shall appoint the drafting team membership within 60 days 

of accepting a standard request for development, modifying the recommendations of the SPM as the CMEPAC 

deems appropriate, and assign development of the proposed standard to the drafting team. In the event that the 

CMEPAC is unable to appoint a drafting team within 60 days, one shall be appointed at the earliest possible date. 

The SDT shall elect a Chairman for their team. This team shall consist of individuals who collectively have the 

necessary technical expertise and work process skills. 

The SPM shall assign MRO Standards Process staff personnel to assist in the drafting of the standard. 
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Step 5 - Draft New or Revised Standard 

Objective: Develop a standard within the scope of the SAR. 

Sequence Considerations: Development of the draft standard follows the authorization by the CMEPAC (Step 3) 

and appointment of a SDT (Step 4). Steps 5 and 6 may be iterated as necessary to consider stakeholder 

comments and build consensus on the draft standard. 

The drafting team shall develop a work plan for completing the regional reliability standard, including the 

establishment of a milestone schedule for completing critical elements of the work in sufficient detail to ensure that 

the drafting team will meet the objectives established by the CMEPAC. The drafting team shall submit its work plan 

to the CMEPAC for its approval. 

The drafting team shall convene periodically, either in person or by electronic means as necessary, to establish 

work teams (made up of members of the drafting team) as necessary, and perform other activities to complete the 

proposed standard within the milestone date(s) agreed upon by the CMEPAC. 

The work product of the drafting team will consist of the following: 

 A draft standard consistent with the standard request on which it was based. 

 An assessment of the reliability impact of the standard request within the region and in neighboring regions, 

including appropriate input from the neighboring regions if the standard request is determined to impact any 

neighboring region. 

 An implementation plan, including the nature, extent and duration of field-testing needed, if any. 

 Identification of any existing standard that will be deleted, in part or whole, or otherwise impacted by the 

implementation of the draft standard. 

 Technical reports, white papers and/or work papers that provide technical support for the draft standard 

under consideration. 

The team regularly (at frequency determined by the CMEPAC) shall inform the CMEPAC of its progress in meeting 

a timely completion of the draft standard. 

If the SDT determines that the scope of the SAR is inappropriate based on its own work and stakeholder 

comments, the team shall notify the CMEPAC. The SDT may recommend the scope of the standard be reduced to 

allow the effort to continue forward, while still remaining within the scope of the SAR. Reducing the scope defined in 

the SAR is acceptable if the SDT finds, for instance, that additional technical research is needed prior to developing a 

portion of the standard or if issues need to be resolved before consensus can be achieved on a portion of the 

standard. In this case, the SDT shall provide detailed justification of need for reducing the scope. The CMEPAC, 

based on the SDT recommendation and a review of stakeholder comments, will determine if the change in scope is 

acceptable. 

If the SDT determines it is necessary to expand the scope of the standard or to modify the scope in a way that is no 

longer consistent with the scope defined in the SAR, then the SDT may initiate or recommend another requester 

initiate a new SAR (Step 1) to develop the expanded or modified scope. At no time will a SDT develop a standard 
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that is not within the scope of the SAR that was authorized for development. 

If the SDT elects to narrow the SAR scope, or identifies issues not in the SAR scope, then a report shall be 

prepared and sent to the CMEPAC. 

Once the standard has been drafted, the SPM in conjunction with the CMEPAC shall perform a review for quality3 

and completeness. The review for quality may include a legal review in conjunction with the quality review. Issues 

discovered after the quality review will be brought to the attention of the SDT for resolution. 

Each reliability standard shall include one or more requirements, which if achieved by the applicable entities, will 

provide for a reliable bulk power system, consistent with good utility practices and the public interest. Each 

requirement shall establish an objective that is the best approach for bulk power system reliability, considering the 

costs and benefits of implementing the proposal. Each requirement shall be stated to be objectively measurable by 

a third party with knowledge or expertise in the area addressed by that requirement. 

Requirements should have the following characteristics: 

 Each requirement shall identify what the functional entities shall do, under what special conditions (if any), 

for what reliability benefit. 

 Each requirement should be aimed at achieving one objective and written in the ‘active’ voice. 

 If specific results can be practically measured quantitatively, metrics should be provided within the 

requirement to indicate satisfactory performance. 

 To the maximum extent possible, the requirement shall be designed to apply throughout the interconnected 

MRO Bulk-Power System. 

The SPM shall also ensure the draft standard is within the scope and purpose identified in the SAR. This review shall 

occur within a 15-day period. 

At the direction of the CMEPAC, the SPM shall post the new or revised standard for public comment once this 

review is completed. The SPM shall notify the RBB, the MRO region, NERC, and other interested parties that the 

new or revised standard has been posted for public comment. 

Step 6 - Solicit Public Comments on Draft Standard 

Objective: Receive stakeholder inputs on the draft standard for the purpose of assessing consensus on the draft 

standard, and modifying the draft standard as needed to achieve consensus. 

Sequence Considerations: The posting of a draft standard will occur after the appointment of a SDT and 

development of a draft by the team. Alternatively, a draft standard submitted by the requester may be posted for 

comment concurrently with the associated SAR, with the condition that the SAR and draft standard meet the 

requirements of this procedure and are consistent with each other. In all cases, public comments on the draft 

standard shall be solicited prior to the CMEPAC approving the standard going to ballot (Step 9). 

Once a draft standard has been verified by the SPM to be within the scope and purpose of the SAR and in 

                                                   
3 See the latest NERC Quality Review Document. 
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compliance with this manual, the SPM will post the draft standard for the first formal comment period. The 

posting of the draft standard will be linked to the SAR for reference. Comments on the draft standard will be 

accepted for a minimum 30-day period from the notice of posting. Comments will be accepted on-line and will be 

viewable during the posted commenting period. 

The SDT shall develop an implementation plan for the standard that will be posted in conjunction with the standard 

for at least one stakeholder comment period. Once the implementation plan has been developed and posted for 

stakeholder comment, it shall remain part of the standard action for subsequent postings and shall be included on 

the ballot for the standard. The implementation plan shall describe when the standard will become effective. If the 

implementation is to be phased, the plan will describe which elements of the standard are to be applied to each 

class of responsible entities, and when. The plan will describe any deployment considerations unique to the 

standard, such as computer applications, measurement devices, databases, or training, as well as any other 

special steps necessary to prepare for and initially implement the standard. 

The second formal comment period will be 45-day duration and will take place after the SDT has posted its 

consideration of comments and conforming changes to the associated standard. Formation of the ballot pool will 

take place during the first 30 days of the 45 day posting. Balloting, in accordance with Step 9, will occur during the 

last 10 days. 

In all cases, public comments on the draft standard shall be solicited prior to the CMEPAC approving the standard 

going to ballot (Step 9). 

Step 7 - Field Testing (At the discretion of the CMEPAC) 

Objective: Determine if testing is required to validate the concepts, requirements, measures, and compliance 

elements of the standard and implement that testing. 

Sequence Considerations: Testing may be completed during or after Steps 1 through 6. Testing and associated 

analysis of results (Step 8) must be completed prior to determining whether to submit the standard to ballot (Step 

9). 

Taking into consideration stakeholder comments received through Step 6, the SDT may recommend to the 

CMEPAC or the CMEPAC may mandate that a test of one or more aspects of a standard is needed. The MRO 

Compliance Manager will also evaluate whether field-testing of the compliance elements of the proposed new or 

revised standard is needed and advise the CMEPAC. The CMEPAC will approve all field tests of proposed 

standards based on the recommendations of the SDT and the Compliance Manager. If needed, the CMEPAC will 

also request inputs on technical matters from applicable standing committees or other experts. 

Once the field-testing plan is approved, the SPM will, under the direction of the CMEPAC, oversee the field-testing 

of the standard. Throughout the field-testing process, compliance with the existing standard is required. 

In some cases, measurement may be an administrative task and no field-testing is required at all. 

In other cases, one or more limited scale demonstrations, evaluations, or another CMEPAC approved method may 

be sufficient. 

Step 8 - Analysis of the Comments and Field Test Results 

Objective: Evaluate stakeholder comments and field-test results to determine if there is consensus that the 
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proposed standard should go to ballot or requires additional work. 

Sequence Considerations: This step follows Steps 6 and 7 and must precede Step 9. 

The SPM will assemble the comments on the draft standard and distribute those comments to the SDT. The SDT 

shall give prompt consideration to the written views and objections of all participants. An effort to resolve all 

expressed objections shall be made, and each objector shall be advised of the disposition of the objection and the 

reasons therefore. The SDT shall prepare a summary of the comments received and the changes made to the 

proposed standard as a result of these comments. The SDT shall summarize comments that were rejected by the 

SDT and the reason(s) that these comments were rejected, in part or whole. The summary, along with a response 

to each comment received, will be posted on the MRO website no later than the next posting of the proposed 

standard. In addition, each objector will be informed that an appeals process exists within the MRO standards 

process. 

Based on comments received, the SDT may determine there is an opportunity to achieve consensus for the 

standard. In this case, the SDT may elect to return to Step 5 and revise the draft for another posting. Although 

there is no predetermined limit on the number of times a draft standard may be revised and posted, the SDT 

should ensure the potential benefits of another posting outweigh the burden on the SDT and stakeholders. 

Returning to Step 5 to continue working on the standard is the prerogative of the SDT, subject to CMEPAC 

oversight. 

If the SDT determines the draft standard is ready for ballot, the SDT shall submit the draft standard to the 

CMEPAC with a request to proceed to balloting, along with the comments received and responses to the 

comments. Based on the comments received and field-testing, the SDT may include revisions that are not 

substantive. Substantive changes to a draft standard shall not be permitted between the last posting for 

stakeholder comment and submittal for ballot. A substantive change is one that directly and materially affects the 

intent or use of the standard. For example, adding, deleting, or revising requirements; or adding, deleting, or 

revising measurements for which compliance is mandatory. Any non-substantive changes such as: spelling, 

grammar, or formatting, made prior to going to ballot, will be identified to stakeholders at the time of the ballot 

notice. If the SDT determines, based on comments received, that substantive changes to the standard are 

required, the standard will be re-posted for comment and a notice sent to the MRO region, the RBB, NERC, and 

other interested parties that the revised standard has been re-posted for public comment. 

When the CMEPAC receives a draft standard that has been recommended for ballot, the CMEPAC will review the 

standard to ensure that the proposed standard is consistent with the scope of the SAR; addresses all of the 

objectives cited in Steps 1-8, as applicable; and is compatible with other existing standards. If the proposed 

standard does not pass this review, the CMEPAC shall remand the proposed standard to the SDT to address the 

deficiencies. If the proposed standard passes the review, the CMEPAC shall set the proposed standard for ballot as 

soon as the workflow will accommodate. 

If the CMEPAC or SDT determines there is insufficient consensus to ballot the standard and further work is unlikely 

to achieve consensus, the following may occur: (1) the SDT may recommend to the CMEPAC that standard 

drafting be terminated and the SAR withdrawn or (2) the CMEPAC may terminate the standard drafting and accept 

the withdrawal of the SAR. If the CMEPAC believes the SDT recommendation is unsubstantiated, the CMEPAC 

may direct other actions consistent with this procedure, such as requesting the SDT to continue or appointing a new 

SDT. 
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Step 9 - Ballot the New Revised or Withdrawal of Standard 

Objective: Approve the proposed standard by vote of industry stakeholders. 

Sequence Considerations: The CMEPAC may determine, upon recommendation from the SDT, that all 

requirements of Steps 1 through 8 have been satisfactorily met before authorizing an action to go to ballot. 

If the CMEPAC decides to submit the standard to a vote, the SPM shall provide notice of such to the RBB, NERC, 

as well as other interested parties, and electronically post the standard, all comments received, the responses to 

those comments, and an implementation plan. Once the notice for a vote has been issued, no substantive 

modifications may be made to the proposed standard unless the revisions are posted and a new notice of the vote 

is issued. 

First Ballot 

Each voter must be a member of the Registered Ballot Body (RBB). Note: An individual's membership in the 

RBB will be in a “Pending” stage immediately following registration; in order to be able to vote, your 

registration must be activated, and activation may take up to 24 hours. 

The ballot will be conducted electronically. In the event of balloting difficulties with electronic balloting, the 

CMEPAC will address the issues and decide the corrective action accordingly to complete the ballot. All members 

of the RBB shall be eligible to vote on the associated standard except, that only one member from an entity may vote 

in any given segment. It is the responsibility of the entity to identify and notify the SPM of the eligible voter. The 

voting options are: 

 Affirmative, with or without comment; 

 Negative, with or without comment (the comments for a negative vote may be given and, if possible, should 

include specific wording or actions that would resolve the objection); 

 Abstain. 

The time window for voting shall be designated when the draft standard is posted. In no case shall the voting time 

window start sooner than fifteen (15) and no later than thirty (30) days from the notice of the posting. The voting 

time window will be a period of ten (10) days. 

This provides a minimum total of twenty-five (25) days from the initial notice until the end of the voting period. 

Approval of a MRO Regional Reliability Standard or revision to a MRO Regional Reliability Standard requires: 

 A quorum, which is established by at least 4 of the Segments submitting a response with an affirmative 

vote, a negative vote, or an abstention; and 

 An affirmative vote from at least two-thirds of the segments participating in the vote. Each segment vote is 

determined by the majority of the votes cast in the segment, either affirmative or negative. Abstentions and 

non-responses will not be counted. 

Voting results, comments, and responses, if necessary, will be posted for public viewing as soon as is practical 

after the balloting period closes. Voting results and comments may be posted prior to the responses. 
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Balloting examples are provided in Appendix D. 

Members of the RBB should submit any comments on the proposed standard during the public comment period. If 

any Negative votes with comments are received during the ballot period, they shall be addressed in accordance 

with Step 8 and included with the re-circulation ballot. 

The SPM shall assist the SDT in preparing a response to negative votes submitted with comments. 

In addition, the SPM will inform each objector that an appeals process exists within the MRO standards process. A 

negative vote that does not contain comments does not require a response. If there are no negative votes with 

comments from the first ballot, then the results of the first ballot shall stand. If, however, one or more members 

submit negative votes with comments, regardless of whether those comments are resolved, a second ballot shall 

be conducted. 

If a quorum of the Segments is not established, the standard shall be re-balloted, allowing ten (10) days for the 

ballot. If a quorum is not established with the re-ballot, the SPM shall survey the RBB to establish interest in 

participating in a ballot on the standard. 

Second Ballot 

In the second ballot (also called a “re-circulation ballot”), members of the RBB shall again be presented the 

proposed standard (unchanged from the first ballot) along with the reasons for negative votes, the responses, and 

any resolution of the differences. 

All members of the RBB eligible to vote shall be permitted to reconsider and change their vote from the first ballot. 

Eligible voting members of the RBB that did not respond to the first ballot shall be permitted to vote in the second 

ballot. Only one vote will be accepted from each organization within a segment. 

In the second ballot, votes will be counted by exception only - members on the second ballot may indicate a revision 

to their original vote, otherwise their vote shall remain the same as in the first ballot. If a second ballot is conducted, 

the results of the second ballot shall determine the status of the standard, regardless of the outcome of the first 

ballot. 

The voting time window for the second ballot is ten (10) days (to allow members to review comments and 

responses). The 21-day posting is not required for the second ballot. Members of the RBB may submit comments 

in the second ballot but no response to those comments is required. 

In the second ballot step no revisions to the standard are permitted, as such revisions would not have been subject 

to public comment. However, if the CMEPAC determines that revisions proposed during the ballot process would 

likely provide an opportunity to achieve consensus on the standard, then such revisions may be made and the draft 

standard posted for public comment again beginning with Step 6 and continuing with subsequent steps. 

The SPM shall post the final outcome of the ballot process. If the standard is rejected, the process is ended and any 

further work in this area would require a new SAR. If the standard is approved, the SPM shall post the consensus 

standard and the CMEPAC Chair shall present it to the BOD for consideration. 

Step 10 –Board of Director (BOD) Approval of a Proposed MRO Regional Reliability Standard 

Objective: To have the BOD approve the proposed new or revised, MRO Regional Reliability Standard. Once 
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properly approved by the BOD, accepted by NERC, and accepted for filing by the applicable regulatory authorities 

in the United States and Canada, the Reliability Standard becomes effective. 

Sequence Considerations: The thirty (30) day notice prior to action by the BOD may begin concurrently with or 

any time after the start of the first ballot. The thirty (30) day period shall not end any sooner than the end of the final 

ballot. 

A MRO Regional Reliability Standard submitted for consideration to the BOD must be publicly posted and noticed 

no less than fifteen (15) and no more than thirty (30) days prior to action by the BOD, included with the standard is 

the implementation plan that was part of the posting process. 

At a regular or special meeting, the BOD shall consider the proposed MRO Regional Reliability Standard. The BOD 

shall consider the results of the balloting and dissenting opinions. The BOD shall consider any advice offered by 

the MRO SC. The BOD may accept or reject a standard, but may not substantively modify a proposed MRO 

Regional Reliability Standard. If the BOD chooses not to propose a standard to NERC and the applicable 

regulatory authorities in the United States and Canada, it shall provide its reasons for not doing so. Upon 

acceptance of the standard, the SPM will submit the standard to NERC for approval and filing with the applicable 

regulatory authorities in the United States and Canada. 

A MRO Regional Reliability Standard that is approved by NERC and filed with the applicable regulatory authorities 

shall become effective in accordance with applicable NERC and applicable regulatory proceedings. The 

implementation plan is included with the proposed Reliability Standard. 

The SPM shall publicly post the standard, showing the final status. 

Step 11 - Implementation of the MRO Regional Reliability Standard 

Objective: That Organizations subject to the standard use the standard, and the compliance program incorporates 

the standard into its compliance monitoring and enforcement process. 

Sequence Considerations: The effective date of a standard is defined in the standard implementation plan. 

After approval of a MRO Regional Reliability Standard by the applicable authorities in the United States and 

Canada, the SPM will forward the standard to the Compliance Manager for implementation, enforcement, and 

monitoring by the CMEPAC, which will oversee the implementation and assess the effectiveness. 

INTERPRETATIONS AND APPEALS 

Interpretations of MRO Regional Reliability Standards 

All persons who are directly and materially affected by the reliability of MRO bulk power systems shall be permitted to 

request an interpretation of a MRO Regional Reliability Standard. The person requesting an interpretation shall 

submit a SAR form to the SPM explaining the specific circumstances surrounding the request and what 

clarifications are required as applied to those circumstances. The SAR should indicate the material impact to the 

requesting party or others caused by the lack of clarity or a possibly incorrect interpretation of the standard. The 

SPM shall provide notice to the MRO region within ten (10) business days of such a request for interpretation. 

Where practical, the SPM will assign the project to the team that developed the associated standard, or to a subset 

of that drafting team. Once assigned the project, the drafting team should draft and post its interpretation as quickly 
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as practical. The interpretation is intended to provide greater clarity to an existing requirement, and should not 

modify the intent of the original requirement. 

As soon as practical (not more than 45 days), the SDT will draft a written interpretation to the standard addressing 

the issues raised. The SPM shall take the draft interpretation to the CMEPAC for acceptance and coordination of a 

quality review. The quality review will assess whether the interpretation is clear and provides the requested clarity 

without expanding the requirement. The results of this review will be provided to the SDT and the  CMEPAC. After 

consultation with the SDT, the CMEPAC will decide if the interpretation is ready for posting. 

The first formal comment period shall be 30 days. The SDT will consider stakeholder input provided during the 

comment period. If substantive changes are required to the interpretation, another quality review may be required. 

The second formal comment period shall be 45 days. The initial ballot shall occur during the last 10 days of the 45 

day comment period. Balloting shall be consistent with Step 9. Once the ballot is successful, the interpretation shall 

be sent to the MRO BOD for approval in accordance with Step 10. Implementation of the interpretation will be 

consistent with Step 11. 

Withdrawal of an Interpretation 

The interpretation shall stand until such time as the interpretation can be incorporated into a future revision of the 

regional standard, or the interpretation is retired due to a future modification of the applicable requirement. If the 

interpretation needs to be retired, a SAR shall be prepared and submitted in accordance with Steps 8, 9 and 10 

contained in this MRO Regional Reliability Standards Process Manual. 

Appeals 

Persons who have directly and materially affected interests and who have been or will be adversely affected by any 

substantive or procedural action or inaction related to the development, approval, revision, or withdrawal of a MRO 

Regional Reliability Standard shall have the right to appeal. This appeals process applies only to the MRO 

Regional Reliability Standards process as defined in this manual. 

The burden of proof to show adverse effect shall be on the appellant. Appeals shall be made within 30 days of the 

date of the action purported to cause the adverse effect, except appeals for inaction, which may be made at any 

time. In all cases, the request for appeal must be made prior to the next step in the process. 

The final decisions of any appeal shall be documented in writing and made public. 

The appeals process provides two levels, with the goal of expeditiously resolving the issue to the satisfaction of the 

participants: 

Level 1 Appeal 

Level 1 is the required first step in the appeals process. The appellant shall submit to the SPM, a complaint in 

writing that describes the substantive or procedural action or inaction associated with a MRO Regional Reliability 

Standard or the MRO Regional Reliability Standards process. The appellant shall describe in the complaint the 

actual or potential adverse impact to the appellant. Assisted by any necessary staff and CMEPAC resources, the 

SPM shall prepare a written response addressed to the appellant as soon as practical but not more than 45 days 

after receipt of the complaint. If the appellant accepts the response as a satisfactory resolution of the issue, both 

the complaint and response shall be made a part of the public record associated with the standard. 
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Level 2 Appeal 

If, after the Level 1 Appeal the appellant remains unsatisfied with the resolution, and indicates such in writing to the 

SPM, the SPM shall convene a Level 2 Appeals Panel. This panel shall consist of five (5) panel members total, 

appointed by the BOD. In all cases, Level 2 Appeals Panel members shall have no direct affiliation with the 

participants in the appeal. 

The SPM shall post the complaint and other relevant materials and provide at least 30 day notice of the meeting of 

the Level 2 Appeals Panel. In addition to the appellant, any person that is directly and materially affected by the 

substantive or procedural action or inaction referenced in the complaint shall be heard by the panel. The panel 

shall not consider any expansion to the scope of the appeal that was not presented in the Level 1 Appeal. The 

panel may in its decision find for the appellant and remand the issue to the CMEPAC with a statement of the issues 

and facts in regard to which fair and equitable action was not taken. The panel may find against the appellant with a 

specific statement of the facts that demonstrate fair and equitable treatment of the appellant and the appellant’s 

objections. The panel may not, however, revise, approve, or disapprove a MRO Regional Reliability Standard, as 

these responsibilities remain with the standard’s RBB and BOD respectively. The SPM shall publicly post the 

actions of the Level 2 Appeals Panel. 

In addition to the foregoing, a procedural objection that has not been resolved may be submitted to the BOD for 

consideration at the time the BOD decides whether to approve proposing a particular MRO Regional Reliability 

Standard for NERC consideration and eventual enforceability. The objection must be in writing, signed by an officer 

of the objecting entity, and contain a concise statement of the relief requested and a clear demonstration of the 

facts that justify that relief. The objection must be filed no later than 30 days after the announcement of the vote by 

the RBB on the MRO Regional Reliability Standard in question. 

ERRATA 

Approved Reliability Standards 

From time to time, an error may be discovered in an approved regional reliability standard. If the CMEPAC agrees 

that the correction of the error does not change the scope or intent of the associated standard, and agrees that the 

correction has no material impact on the end users of the standard, then the correction shall be submitted for 

information to the MRO Board of Directors and filed for approval with applicable governmental authorities. The 

MRO Board of Directors has resolved to concurrently approve any errata approved by the CMEPAC. 

Errata are errors in approved standards that, if corrected, do not change the scope or intent of the associated 

approved standard and do not have a material impact on the end users of the standard. 

1. If the error falls into one of the following categories, the SPM will produce a red line version of the 

standard that shows the proposed correction: 

a. A misspelled word 

b. An incorrect reference to a requirement or measure 

c. A missing word that, when added, improves readability but does not change 

the technical content 

d. An error that, if corrected, does not change the scope or technical content of 

the standard 

74/116



MRO MAINTENANCE OF MRO REGIONAL RELIABILITY STANDARDS PROCESS 

 

 

PREPARED BY: MRO CMEPAC                PAGE | 23 

e. A discrepancy between the redline and clean versions of a balloted standard 

2. If the error does not fall into the above categories as errata, the CMEPAC will review the standard to 

determine if the criticality of the error warrants actions prior to the next scheduled review of the 

standard. 

Draft Standards 

If a draft standard is found to have errata, as defined above, during an initial or recirculation ballot period; the SPM 

shall be allowed to make the changes. The SPM will post a redline version of the document and notify 

stakeholders. 

Errata found during commenting periods will be handled by the commenting process as defined in steps 1 – 8 of 

section IV. 

MAINTENANCE OF MRO REGIONAL RELIABILITY STANDARDS PROCESS 

Process Revisions 

A request to substantively change the MRO Regional Reliability Standards Process Development process shall 

begin with the preparation of a SAR, and be handled using the same procedure as a request to revise a MRO 

Regional Reliability Standard. The exception is that a single ballot without regard to negative comments from the 

RBB shall be conducted and the results of that ballot will be binding. Non-substantive changes will be handled 

through the abbreviated process listed below. Once approved by the RBB, any proposed revisions to this manual 

would go to the BOD, NERC, and the applicable authorities in the United States and Canada for approval. 

The BOD may make changes to the Industry Segments referenced in Appendix D. These changes shall be carried 

over to this process without the need to prepare a SAR. In addition, the CMEPAC may alter the document number 

on any existing or proposed standard without going through the MRO Regional Standards Process. 

Abbreviated Process for Procedural/Administrative Changes 

The SPM shall handle all procedural/administrative requests using an abbreviated process described here. The 

SPM shall post all proposed procedural/administrative revisions to the MRO Regional Reliability Standards 

Development Process for a minimum 30 day comment period. The CMEPAC shall consider all comments received 

and modify the proposed revisions as needed. Based on the degree of consensus for the revisions, the CMEPAC 

may: 

a. Submit the revised procedure directly to the BOD for adoption; 

b. Submit the revised procedure for ballot pool approval prior to submitting it for BOD 

adoption (the regular voting process in the procedure, including a re-circulation ballot 

if needed, would be used and the results of the ballot would be binding on the decision 

to move the revisions to the BOD or not); 

c. Propose additional changes and repeat the posting for further comment; 

d. Remand the proposal to the requester for further work; or 

e. Reject the proposal. 

The SPM shall post any proposed revisions submitted for BOD adoption for a period of 30 days prior to BOD action. 
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The CMEPAC shall submit to the BOD a description of the basis for the procedure changes, a summary of the 

comments received, and any minority views expressed in the comment process. The proposed procedure revisions 

will be effective upon BOD adoption, or another date designated by the BOD. 

Five-Year Review 

The standards process manual and each MRO Regional Reliability Standard shall be reviewed at least once every 

five (5) years from the effective date or when it was reviewed last, whichever is the later. The review process shall 

be conducted by soliciting comments from the stakeholders. If no changes are warranted, the CMEPAC shall 

recommend to the BOD that the Standard or manual be reaffirmed. If the review indicates a need to revise or 

withdraw the standard or manual, a SAR shall be prepared and submitted to the SPM. The SPM shall be responsible 

for administration of the five year review of the standards process manual and the MRO Regional Reliability 

Standards. 

On-line Standards Information System 

The SPM shall be responsible for maintaining an electronic database of information regarding currently proposed 

and currently in effect MRO Regional Reliability Standards. This information shall include current standards in 

effect, proposed revisions to standards, and proposed new standards. This information shall provide a record, for at 

a minimum of the previous five years, of the review and approval process for each MRO Regional Reliability 

Standard, including public comments received during the development and approval process. This information shall 

be available through public Internet access. 

Archived Standards Information 

The SPM shall be responsible for maintaining a historical record of MRO Regional Reliability Standards information 

that is no longer maintained on-line. Archived information of previously approved standards and version history 

shall be retained indefinitely as practical, but in no case less than five years or one complete standard review cycle 

from the date on which the standard was no longer in effect. Archived records of standards information shall be 

available electronically within 30 days following the receipt by the SPM of a written request. 

Numbering System 

The SPM shall establish, maintain, and electronically post a system of identification numbers that allow MRO 

Regional Reliability Standards to be categorized and easily referenced. Re-numbering of approved standards does 

not warrant standard review but will be handled through the CMEPAC. The SPM will notify the MRO region and 

post the information electronically prior to making the change. 

Supporting Documents 

The following table identifies documents that may be developed to support a MRO Regional Reliability Standard. 

These documents may explain or facilitate implementation of standards but do not themselves contain mandatory 

requirements subject to compliance review. Any requirements that are mandatory must be incorporated into the 

standard. For example, a procedure that must be followed as written must be incorporated into a MRO Regional 

Reliability Standard. If the procedure defines one way, but not necessarily the only way, to implement a standard it is 

more appropriately a reference. 
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Type of Document Description Approval 

Standard Reference Descriptive or explanatory 

information to support the 

understanding and 

interpretation of an MRO 

Regional Reliability 

Standard. 

CMEPAC 

Standard Supplement Data forms, pro forma 

documents, and 

associated instructions 

that support the 

implementation of an 
MRO Regional Reliability 

Standard. 

As assigned to the MRO 

CMEPAC 

Procedure Instructions defining a 

particular process or 

operation. Procedures 

may support the 

implementation of an 
MRO Regional Reliability 

Standard. 

As assigned to the MRO 

CMEPAC 

Technical Reference Descriptive, technical 

information or analysis. A 

technical reference may 

support the 

implementation of an 
MRO Regional Reliability 

Standard. 

As assigned to the MRO 

CMEPAC 

Guideline Recommended process 

that identifies a method of 

meeting a requirement 

under specific conditions. 

A guideline may support 

the implementation of an 

MRO Regional Reliability 
Standard. 

CMEPAC 
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After MRO Board approval, the standard is submitted to NERC for approval and filing to the applicable regulatory 

authorities. Upon regulatory acceptance or approval, the standard becomes enforceable as a Reliability Standard. 

Implement Standard 

STEP 11 
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APPENDIX B – INFORMATION IN A STANDARD AUTHORIZATION REQUEST 

Below is a template of the required information to complete a Standard Authorization Request. The SPM shall be 

responsible for implementing and maintaining this form as needed to support the information requirements of the 

standards process. 

Standard Authorization Request Form 

Title of Proposed Standard 

Request Date 

 

SAR Requestor Information 
SAR Type (Check a box for each one that 

applies.) 

 

Name 

 

 
 

 
New standard 

Primary Contact 
 

 Revision or withdraw of an existing 

standard 

Telephone 

Fax 

  
Interpretation of an existing standard 

 

E-mail 

  
Urgent action 

  

 
 

 
Other 

 

 

 
 

 

 

Purpose (Describe the purpose of the standard — what the standard will achieve in support of 

reliability.) 

Industry Need (Provide a detailed statement justifying the need for the proposed 

standard, along with any supporting documentation.) 

Brief Description (Describe the proposed standard in sufficient detail to clearly define the scope in 

a manner that can be easily understood by others.) 

 

Assigned 

SAR Label: (for in office use only) 
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Reliability Functions 
 

The Standard will Apply to the Following Functions (Check box for each one that applies.) 

 
 

Reliability 

Coordinator 

Responsible for the real-time operating reliability of its area and 

in coordination with its neighboring reliability coordinator’s wide- 

area view. 

 
 

Balancing 

Authority 

Integrates resource plans ahead of time, maintains load- 

interchange-resource balance within its metered boundary, and 

supports system frequency in real time. 

 
 

 
 

 
 

Planning 

Coordinator 

Assesses the longer-term reliability of its area and neighboring 

area. 

 
 

Resource 

Planner 

Develops a long-term (>one year) plan for the resource adequacy 

of specific loads within a planning coordinator’s area. 

 
 

Transmission 

Planner 

Develops a long-term (>one year) plan for the reliability of 

transmission systems within its portion of the planning 

coordinator area. 

 
 

Transmission 

Service 

Provider 

Provides transmission services to qualified market participants 

under applicable transmission service agreements 

 
 

Transmission 

Owner 

 
Owns transmission facilities. 

 
 

Transmission 

Operator 

Operates and maintains the transmission facilities, and executes 

switching orders. 

 
 

Distribution 

Provider 

Provides and operates the “wires” between the transmission 

system and the customer. 

 
 

Generator 

Owner 

 
Owns and maintains generation unit(s). 

 
 

Generator 

Operator 

Operates generation unit(s) and performs the functions of 

supplying energy and interconnected operations services. 

 
 

Market 

Operator 

Integrates energy, capacity, balancing, and transmission 

resources to achieve an economic, reliability-constrained dispatch. 

 

 

Version 5.1 30 Approved by FERC Effective May 6, 2016 
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NERC Reliability and Market Interface Principles 

Applicable Reliability Principles (Check box for all that apply.) 

 
 

1. Interconnected bulk power systems shall be planned and operated in a coordinated 

manner to perform reliably under normal and abnormal conditions as defined in the 

NERC Standards. 

 
 

2. The frequency and voltage of interconnected bulk power systems shall be controlled 

within defined limits through the balancing of real and reactive power supply and 

demand. 

 
 

3. Information necessary for the planning and operation of interconnected bulk power 

systems shall be made available to those entities responsible for planning and 

operating the systems reliably. 

 
 

4. Plans for emergency operation and system restoration of interconnected bulk power 

systems shall be developed, coordinated, maintained, and implemented. 

 
 

5. Facilities for communication, monitoring, and control shall be provided, used, and 

maintained for the reliability of interconnected bulk power systems. 

 
 

6. Personnel responsible for planning and operating interconnected bulk power systems 

shall be trained, qualified, and have the responsibility and authority to implement 

actions. 

 
 

7. The security of the interconnected bulk power systems shall be assessed, monitored, 

and maintained on a wide area basis. 

 
 

 
8. Bulk power systems shall be protected from malicious physical or cyber-attacks. 

Does the proposed standard comply with all of the following Market Interface 

Principles? (Select ‘yes’ or ‘no’ from the drop-down box.) 

1. The planning and operation of bulk power systems shall recognize that reliability is an 

essential requirement of a robust North American economy. Yes 

2. A MRO regional reliability standard shall not give any market participant an unfair 

competitive advantage. Yes 

3. A MRO regional reliability standard shall neither mandate nor prohibit any specific market 

structure. Yes 

4. A MRO regional reliability standard shall not preclude market solutions to achieving 

compliance with that standard. Yes 

5. A MRO regional reliability standard shall not require the public disclosure of commercially 

sensitive information. All market participants shall have equal opportunity to access 

commercially non-sensitive information that is required for compliance with reliability 

standards. Yes 
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Related Standards 

Standard No. Explanation 
  

  

  

  

Related SARs 

SAR ID Explanation 
  

  

  

  

  

  

  

  

Regional Differences 

Region Explanation 

TRE  

MRO  

NPCC  

SERC  

RFC  

WECC  
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APPENDIX C – MRO REGIONAL RELIABILITY STANDARD EXAMPLE 

Below is an example of a MRO Regional Reliability Standard. Please see the NERC Regional Reliability Standards 

Evaluation Procedure for the most current format. 

 

Identification 
Number 

A unique identification number assigned by the SPM. 

Title A brief, descriptive phrase identifying the topic of the MRO Regional Reliability 
Standard. 

Applicability Clear identification of the functional classes of entities responsible for complying 

with the standard, noting any specific additions or exceptions. 

If not applicable to the entire MRO area, then a clear identification of the portion 

of the bulk power system to which the standard applies. Any limitation on the 

applicability of the standard based on electric facility requirements should be 

described. 

Effective Date 

and Status 

The effective date of the MRO Regional Reliability Standard shall be upon NERC 

and regulatory approvals. The status of the standard will be indicated as active 

or by reference to one of the numbered steps in the standards process. 

Purpose The purpose of the MRO Regional Reliability Standard shall explicitly state what 

outcome will be achieved by the approved Reliability Standard. The purpose is 

agreed to early in the process as a step toward obtaining approval to proceed 

with the development of the Reliability Standard. The purpose should link the 

standard to the relevant principle(s). 

Requirement(s) Explicitly stated technical, performance, preparedness, or certification 

requirements. 

Each requirement identifies who is responsible and what action is to be 

performed or what outcome is to be achieved. Each statement in the 

requirements section shall be a statement for which compliance is mandatory. 

Several types of requirements may exist, each with a different approach to 

measurement: 

 Performance-based requirements define a specific reliability objective 

or outcome that has a direct, observable effect on the reliability of the 

bulk power system, i.e., an effect that can be measured using power 

system data or trends. 

 Risk-based requirements define actions of entities that reduce a stated 

risk to the reliability of the bulk power system and can be measured by 

evaluating a particular product or outcome resulting from the required 

action. 

 Capability-based requirements define capabilities needed to perform 

reliability functions and can be measured by demonstrating that the 

capability exists as required. 

Any additional comments or statements for which compliance is not mandatory, 

such as background or explanatory information should be placed in a separate 

document and referenced (see Supporting References). 
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Violation Risk 

Factors 

The potential reliability significance of each requirement, designated as a High, 

Medium, or Lower Risk Factor in accordance with the criteria listed below: 

A High Risk Factor requirement (a) is one that, if violated, could directly cause or 

contribute to bulk power system instability, separation, or a cascading sequence of 

failures, or could place the bulk power system at an unacceptable risk of instability, 

separation, or cascading failures; or (b) is a requirement in a planning timeframe that, 

if violated, could, under emergency, abnormal, or restorative conditions anticipated by 

the preparations, directly cause or contribute to bulk power system instability, 

separation, or a cascading sequence of failures, or could place the bulk power system 

at an unacceptable risk of instability, separation, or cascading failures, or could hinder 

restoration to a normal condition. 

A Medium Risk Factor requirement (a) is a requirement that, if violated, could directly 

affect the electrical state or the capability of the bulk power system, or the ability to 

effectively monitor and control the bulk power system, but is unlikely to lead to bulk 

power system instability, separation, or cascading failures; or (b) is a requirement in a 

planning timeframe that, if violated, could, under emergency, abnormal, or restorative 

conditions anticipated by the preparations, directly affect the electrical state or 

capability of the bulk power system, or the ability to effectively monitor, control, or 

restore the bulk power system, but is unlikely, under emergency, abnormal, or 

restoration conditions anticipated by the preparations, to lead to bulk power system 

instability, separation, or cascading failures, nor to hinder restoration to a normal 

condition. 

A Lower Risk Factor requirement is administrative in nature and (a) is a requirement 

that, if violated, would not be expected to affect the electrical state or capability of the 

bulk power system, or the ability to effectively monitor and control the bulk power 

system; or (b) is a requirement in a planning time frame that, if violated, would not, 

under the emergency, abnormal, or restorative conditions anticipated by the 

preparations, be expected to affect the electrical state or capability of the bulk power 

system, or the ability to effectively monitor, control, or restore the bulk power system. 

Measure(s) Each requirement shall be addressed by one or more measures. These measures will 

be used to assess performance and outcomes for the purpose of determining 

compliance with the requirements stated above. 

Each measure shall identify to whom the measurement applies and the expected level 

of performance or outcomes required demonstrating compliance. 

Each measure shall be tangible, practical, and as objective as is practical. 

It is important to realize that measures are proxies to assess required performance or 

outcomes. 

Achieving the full compliance level of each measurement should be a necessary and 

sufficient indicator that the requirement was met. 

Each measure shall clearly refer to the requirement(s) to which it applies. 
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Glossary of Terms Used in Standards 

Definitions of 
Terms: 

All defined terms used in MRO Regional Reliability Standards, shall be defined in the 

glossary. Definitions may be approved as part of a standards action or as a separate 

action. All definitions must be approved in accordance with the standards process. 

Compliance Administration Elements 

Compliance 

Monitoring 

Process 

The following compliance elements, which are part of the standard and are balloted with 

the standard are developed for each measure in a standard by the NERC compliance 

program in coordination with the standard drafting team 

 The specific data or information that is required to measure performance or 

outcomes. 

 The entity that is responsible for providing the data or information for measuring 

performance or outcomes. 

 The process that will be used to evaluate data or information for the purpose of 

assessing performance or outcomes 

 The entity that is responsible for evaluating such data or information. 

 The time period in which performance or outcomes is measured, evaluated, and 

then reset. 

 Measurement data retention requirements and assignment of responsibility for data 

archiving. 

Violation 

Severity 

Levels 

Defines the degree to which compliance with a requirement was not achieved. The 

violation severity levels, are part of the standard and are balloted with the standard, and 

developed by the MRO compliance program in coordination with the standard drafting 

team. 

Supporting Information Elements 

Interpretations Formal interpretations of Regional Reliability Standard(s) proposed by the MRO and 

approved by NERC, FERC, and the applicable Canadian regulatory authorities. 

Interpretations are temporary, as the standard should be revised to incorporate the 

interpretation. 

Implementation 

Plan 

Each Regional Reliability Standard proposed by the MRO and approved by NERC, 

FERC and the applicable Canadian regulatory authorities shall have an associated 

implementation plan describing the effective date of the standard or effective dates if 

there is a phased implementation. The implementation plan may also describe the 

implementation of the standard in the compliance program and other considerations in 

the initial use of the standard, such as necessary tools, training, etc. The 

implementation plan must be posted for at least one public comment period and is 

approved as part of the ballot of the standard. 
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Supporting 

References 

This section will reference related documents that support implementation of the 

Reliability Standard proposed by the MRO and approved by NERC and the regulatory 

authorities, but are not themselves mandatory. Examples include, but are not limited to: 

 Developmental history of the standard and prior versions 

 Notes pertaining to implementation or compliance 

 Standard references 

 Standard supplements 

 Procedures 

 Practices 

 Guidelines 

 Training references 

 Technical references 

 White papers 

 Internet links to related information 

Data Retention Each Regional Standard shall identify the data retention requirements and assignment 

of responsibility for data archiving. 

Mitigation Time 

Horizon 

Each Regional Standard shall reference a mitigation time horizon (long-term planning; 

operations planning; same-day operations; real-time operations and operations 

assessment) for each requirement. 

Regulatory 

Directives 

Each Regional Standard shall be consistent with Regulatory Directives, if applicable. 

NERC Reliability 

Standards 

Each Regional Standard shall be consistent with related NERC reliability standards, as 

applicable. 
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APPENDIX D – REGISTERED BALLOT BODY (RBB) REGISTRATION 
PROCEDURES 

The RBB comprises all organizations and entities that: 

1. qualify for one of the segments, and 

2. are registered with MRO as ballot participants in the voting on standards, and 

3. are current with any MRO designated fees associated with this program. Designated 

fees are defined as fees associated with the Standards Development process. At this 

time, there are no fees for registration. 

Each entity, when initially registering to join the RBB, and will self-select to belong to one or more of the segments 

described below. 

The SPM shall review all applications for joining the RBB, and make a determination of whether the self-selection 

satisfies at least one of the guidelines to belong to that segment. The entity will then be “credentialed” to participate 

as a voting member of that segment. The CMEPAC will decide disputes, with an appeal to the BOD. 

In order to comment or vote you must have an active membership in the RBB. When you submit your registration 

request, you are placed in a “pending stage” until your account is activated. Activation of your account may take up 

to 24 hours. You will be unable to submit comments or vote until your account is activated. 

All registrations must be done electronically. There is no fee for registration at this time. 

Segment Qualification Guidelines 

The segment qualification guidelines are inclusive; i.e., any entity with a legitimate interest in the electric industry 

that can meet any one of the guidelines for a segment is entitled to belong to and vote in that segment. Only one vote 

per entity per segment is permitted. 

The general guidelines for all segments are: 

 Corporations or organizations with integrated operations or with affiliates that qualify 

to belong to more than one segment (e.g., Transmission Owners and Load Serving 

Entities) may belong to each of the segments in which they qualify, provided that each 

segment constitutes a separate membership in the RBB and is represented by a 

different representative. Only one vote per entity, per segment registered is allowed. 

 Corporations, organizations, and entities may participate freely in all subgroups. 

 After their initial selection, registered participants may apply to change segments with 

thirty (30) days’ notice to the SPM. In addition, a registered participant cannot change 

segments during a balloting period once the participant has cast a vote or designated 

a proxy. 

 Additionally, the SPM may change a participant segment under certain circumstances. 

These circumstances will be approved by the CMEPAC and posted electronically. 

 The qualification guidelines and rules for joining segments, as listed below, will be 

87/116



MRO APPENDIX D – REGISTERED BALLOT BODY (RBB) REGISTRATION PROCEDURES 

 

 

PREPARED BY: MRO CMEPAC                PAGE | 38 

reviewed periodically by the CMEPAC to ensure that the process continues to be fair, 

open, balanced, and inclusive. Public input shall be solicited in the review of these 

guidelines. 

 Since all balloting of standards will be done electronically, any registered participant 

may designate an agent or proxy to vote on its behalf. There are no limits on how many 

proxies an agent may hold. However, the MRO must have in its possession, either in 

writing or by e-mail, documentation that the voting right by proxy has been transferred 

from the registered participant to the agent prior to casting any vote. 

Segments 

Segment 1: Transmission Owners 

a. Any entity within the MRO region that owns or controls at least 200 circuit miles of 

integrated transmission facilities,or has an Open Access Transmission Tariff or 

equivalent on file with a regulatory authority. 

b. Transmission owners within the MRO region that have placed their transmission under 

the operational control of an RTO. 

c. Independent transmission companies or organizations, merchant transmission 

developers, and transmission companies (TRANSCOs) that are in the MRO region 

and are not RTOs. 

d. Excludes RTOs, RCs and ISOs (that are eligible to belong to Segment 2). 

Segment 2: Regional Transmission Organizations (RTOs), Regional Transmission Group (RTG), 
Independent System Operators (ISOs), Reliability Organizations, and Reliability Coordinators 

a. Authorized by appropriate regulator to operate as an RTO, RTG, or ISO within or 

adjacent to MRO. 

b. Reliability Organizations certified by NERC or its successor. 

c. Reliability Coordinators within or adjacent to MRO. 

d. In cases where the RTO or ISO and the RC have exactly the same geographic 

boundary, both may belong to this segment as long as they are separate entities. 

e. A voluntary organization of transmission owners, transmission users, and other entities 

approved by the Commission to efficiently coordinate transmission planning (and 

expansion), operation and use on a regional (and interregional) basis. 

Segment 3: Load-Serving Entities (LSEs) 

a. Entities within the MRO region serving end-use customers under a regulated tariff, a 

contract governed by a regulatory tariff, or other legal obligation to serve. 

b. A member within the MRO region of a generation and transmission (G&T) cooperative 

or a joint-action agency is permitted to designate the G&T or joint- action agency to 

represent it in this segment; such designation does not preclude the G&T or joint-action 

agency from participation and voting in another segment representing its direct 

interests. 
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Segment 4: Electric Generators 

a. Affiliated and independent generators within the MRO region. 

b. A corporation that sets up separate corporate entities for each one or two generating 

plants within the MRO region in which it is involved may only have one vote in this 

segment regardless of how many single-plant or two-plant corporations the parent 

corporation has established or is involved in. 

Segment 5: Electricity Brokers, Aggregators, and Marketers 

a. Entities serving end-use customers under a power marketing agreement or other 

authorization not classified as a regulated tariff. 

b. An entity that buys, sells, or brokers energy and related services for resale in wholesale 

or retail markets, whether a non-jurisdictional entity operating within its charter or an 

entity licensed by a jurisdictional regulator. 

c. G&T cooperatives and joint-action agencies that perform as an electricity broker, 

aggregator, or marketer function are permitted to belong to this segment. 

Segment 6: Electricity End Users 

a. Service delivery taken within the MRO region that is not purchased for resale. 

b. Agents, associations, consumer advocates can represent groups of end users or a 

transmission dependent utility. A Transmission Dependent Utility (TDU) is defined as 

an entity that relies on another entity for transmission service to service the majority of 

their contractual loads. 

Segment 7: Federal, State, and Provincial Regulatory or other Government Entities 

a. Does not include Power Marketing Administration or Federal Power Marketing Agency 

(PMAs) or Tennessee Valley Authority (TVA). 

b. May include Public Utility Commissions (PUCs). 
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APPENDIX E – BALLOTING EXAMPLES 

The MRO voting mechanism differs from NERC in that a quorum is established if at least four Segments have 

submitted an affirmative, negative, or abstention vote. A majority vote within a Segment is determined based on the 

affirmative and negative votes. A Standard is approved if at least two-thirds of the voting Segments have an 

affirmative vote. The following are examples of potential voting scenarios. The yellow areas indicate where a 

Segment did not cast a vote. The green areas with bold numbers represent majority votes within a Segment. 

Example RBB 

Segment Number 

Registered in the 

RBB 

1. Transmission Owners 15 

2. RTO’s, ISO’s, RRO’s & Reliability Coordinators 4 

3. Load Serving Entities 16 

4. Electric Generators 21 

5. Electricity Brokers, Aggregators, & Marketers 7 

6. Electricity End Users 6 

7. Federal, State, & Provincial Regulatory or other 

Government Entities 
8 

Totals 77 

Example 1 – A quorum has been established with 5 of the 7 Segments having registered an affirmative, negative, or 

an abstention vote. Two-thirds of the Segments (4 of 5 voting Segments) have voted to approve the Standard. The 

Standard is approved. 

 

Segment 

 
Ballot 

Pool 

Votes 

Affirmative 

Votes 

Negative 

Votes 

Abstain 

Votes 

No 

Ballot 
1. Transmission Owners 15 10 2 1 2 

2. RTO’s, ISO’s, RRO’s & Reliability 

Coordinators 
4 3 0 0 1 

3. Load Serving Entities 16 3 6 2 5 

4. Electric Generators 21 13 0 1 7 

5. Electricity Brokers, 

Aggregators, & Marketers 
7 0 0 0 7 

6. Electricity End Users 6 0 0 0 6 

7. Federal, State, & Provincial 

Regulatory or other 

Government Entities 

 

8 

 

3 

 

0 

 

1 

 

4 

Totals 77  
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Example 2 – A quorum has been established with 4 of the 7 Segments having registered an affirmative, negative, 

or an abstention vote. Less than two-thirds of the Segments (1 of 4 voting Segments) have voted to approve the 

Standard. The Standard is NOT approved. 

 

Segment 

 
Ballot 

Pool 

Votes 

Affirmative 

Votes 

Negative 

Votes 

Abstain 

Votes 

No 

Ballot 
1. Transmission Owners 15 10 2 1 2 

2. RTO’s, ISO’s, RRO’s & Reliability 

Coordinators 
4 1 2 0 1 

3. Load Serving Entities 16 3 6 2 5 

4. Electric Generators 21 0 0 0 21 

5. Electricity Brokers, 

Aggregators, & Marketers 
7 0 0 0 7 

6. Electricity End Users 6 0 0 0 6 

7. Federal, State, & Provincial 

Regulatory or other 
Government Entities 

 

8 

 

0 

 

3 

 

1 

 

4 

Totals 77  

Example 3 – A quorum has not been established because only 3 of the 7 Segments have registered an affirmative, 

negative, or an abstention vote. The Standard is NOT approved because of a lack of a quorum. 

 

 

Segment 

 

Ballot 

Pool 

Votes 

Affirmative 

Votes 

Negative 

Votes 

Abstain 

Votes 
No 

Ballot 

1. Transmission Owners 15 10 2 1 2 

2. RTO’s, ISO’s, RRO’s & Reliability 

Coordinators 
4 4 0 0 0 

3. Load Serving Entities 16 3 6 2 5 

4. Electric Generators 21 0 0 0 21 

5. Electricity Brokers, 

Aggregators, & Marketers 
7 0 0 0 7 

6. Electricity End Users 6 0 0 0 6 

7. Federal, State, & Provincial 

Regulatory or other 

Government Entities 

 

8 

 

0 

 

0 

 

0 

 

8 

Totals 77  
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Example 4 – A quorum has been established with 6 of the 7 Segments having registered an affirmative, 

negative, or an abstention vote. The Standard is NOT approved because two-thirds of the Segments did 

not cast an affirmative vote. Segment 2’s vote is considered negative because a majority did not cast an 

affirmative vote. 

 

Segment 

 

Ballot 

Pool 

Votes 

Affirmative 

Votes 

Negative 

Votes 

Abstain 

Votes 

No 

Ballot 
1. Transmission Owners 15 10 2 1 2 

2. RTO’s, ISO’s, RRO’s & Reliability 

Coordinators 
4 2 2 0 0 

3. Load Serving Entities 16 3 6 2 5 

4. Electric Generators 21 10 9 1 1 

5. Electricity Brokers, 
Aggregators, & Marketers 

7 4 3 0 0 

6. Electricity End Users 6 0 0 0 6 

7. Federal, State,  & Provincial 

Regulatory or  other 
Government Entities 

 

8 

 

2 

 

3 

 

0 

 

3 

Totals 77  
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

Reliability Advisory Council Report 
Dick Pursley, Reliability Advisory Council Chair 

Bryan Clark, Director of Reliability Analysis  

 

Action 
1. Review and approve the RAC’s 2021 Work Plan. 

2. Review and approve recommended subgroup membership. 

Report 
The Reliability Advisory Council (RAC) is meeting next on March 24, 2021, by WebEx and will meet jointly 

with the OGOC that same day. The full meeting agenda can be found on MRO’s public website here.  

Topics on the agenda for this meeting include: 

 Reliability and Security Technical Committee (RSTC) Update 

 2021 RAC Work Plan 

o Reliability Risk Matrix Update 

 Southwest Power Pool (SPP) Uncertainty Response Team 

 2021 Reliability Conference 

 Joint Meeting with the OGOC 

A written report on behalf of the RAC will be provided to the full board on Wednesday afternoon, March 24. 

The report will address recent activities of the RAC and items discussed at the March 24 joint OGOC and 

RAC meeting.  

RAC Activities 

1. The RAC appointed Dick Pursley, Great River Energy, as chair and Jason Weiers, Otter Tail Power 

Company, as vice chair of the council.  

2. The Protective Relay Subgroup (PRS) appointed John Grimm, Xcel Energy, as chair and Robert 

Soper, Western Area Power Administration, as vice chair for the subgroup. 

Review and Approve  

2021 Work Plan 

The draft RAC 2021 Work Plan has been updated by the RAC and is submitted here for approval by the 

OGOC.   

Subgroup Membership 

A PRS member recently resigned from the Oklahoma locale. After a solicitation for nominations, the PRS 

received one candidate for the open Oklahoma seat: Matt Boersema, Western Farmers Electric 

Cooperative. The RAC recommends the OGOC approve Matt Boersema to fill the open Oklahoma seat 

with a term ending December 2022.  
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ColumWork Item Source Activity Timing Responsible Party Item Audience Item Type Status Notes

1 Conduct Outreach and 
Awareness

RAC Charter/MRO 
Strategic Goal 2

Conduct a minimum of 2 webinars/outreach in 
2021 to increase reliability and decrease risk 
to the reliable and secure operations of the 
bulk power system. Annual Reliability 
Conference, webinars- lessons learned, 
newsletter articles, Standard Application 
Guides

Periodically RAC Members OGOC Workplan Open The 2021 Reliability Conference is scheduled for August 24th, 2021.  A subgroup 
of RAC members has been formed to develop topics and speakers.

2 Provide Reliability Standard 
Reviews 

RAC Charter/MRO 
Strategic Goal 3

Regular interface with other 
councils(CMEPAC and SAC) as it relates to 
standard development or standard application 
guidance.  Look for opportunities to provide 
input from an Operational and Planning 
perspective.

Periodically RAC Members OGOC Workplan Open
The RAC plans to assign a member to attend NSRF meetings periodically in 
2021 as well as look at opportunities to provide guidance for standards relevant 
to operations and planning.

3 Review significant events or 
disturbances on the BES

RAC Charter/MRO 
Strategic Goal 3

Review of significant BES events and any 
resulting reports within the MRO Region and 
outside the region as relevent. 

Periodically RAC Members OGOC Workplan Open The RAC will review any significant events or disturbances from a specific entity 
at quartelry meetings as necessary.

4 Development of the MRO 
Regional Risk Assessment

RAC Charter/MRO 
Strategic Goal 4

Support the development of the annual MRO 
Regional Risk Assessment by identifying 
risks, trends and mitigating activities.

Qtr 3 RAC Members OGOC Workplan Open

MRO Staff and MRO RAC Members will discuss and prioritize potential regional 
risks annually to support the development of the MRO RRA.  The RAC will also 
provide two resources to support MRO staff in ranking risks for the 2022 RRA 
utilizing the Reliability Risk Matrix.

5
Support Regional 
representation on NERC 
organizational groups

RAC Charter

Review NERC Representative reports and 
provide guidance and feedback to the 
representatives.  The RAC will continue to 
evaluate the need to follow specific NERC 
groups with representatives as the RSTC 
makes changes to the working group 
structure.

Periodically RAC Members OGOC Workplan Open MRO Staff and MRO RAC Members will look into any new working groups 
formed as well as existing working groups to determine the need to follow them. 

6 Implement Tool for prioritizing 
reliability risks MRO Strategic Goal 4

The RAC will finalize the Reliability Risk Matrix 
tool created in 2019 to assess, quantify, and 
prioritize reliability risks.  This will potentially 
be used to rank regional risk among the 
group.

Qtr 2 RAC Members OGOC Workplan Open The RAC will continue to collaborate with MRO staff, the CMEPAC, the SAC and 
others regionally to finalize and utilize the Reliability Risk Matrix in 2021.

7
Review the summary of 
misoperations across the MRO 
Region (prepared by MRO staff)

PRS Charter

The Protective Relay Subgroup will review 
misoperations across the region to ensure that 
misoperations are effectively identified and 
mitigated.

Periodically PRS Members OGOC Workplan Open The PRS will look into potential lessons learned and targeted outreach for any 
misoperations.

The items above this row are seeking/have been granted OGOC approval. The items below this row are example ideas on how the advisory council could implement any approved work plan items.  

Newsletter Article Q1 MRO Strategic Goal 4
Draft newsletter articles on an as needed 
basis, aiming for at least one article every 
quarter.

Qtr 1 RAC Members OGOC Newsletter 
Articles/Webinars In-Progress Bryan Contacted David Brauch and Durgesh Manjure for articles due 3/15

Newsletter Article Q2 MRO Strategic Goal 5
Draft newsletter articles on an as needed 
basis, aiming for at least one article every 
quarter.

Qtr 2 RAC Members OGOC Newsletter 
Articles/Webinars In-Progress Reiliability/Compliance guidance- Dick Pursley, EMT Studies- ATC Nick Giffin

Newsletter Article Q3 MRO Strategic Goal 6
Draft newsletter articles on an as needed 
basis, aiming for at least one article every 
quarter.

Qtr 3 RAC Members OGOC Newsletter 
Articles/Webinars In-Progress

Newsletter Article Q4 MRO Strategic Goal 7
Draft newsletter articles on an as needed 
basis, aiming for at least one article every 
quarter.

Qtr 4 RAC Members OGOC Newsletter 
Articles/Webinars Open

Webinar #1 MRO Strategic Goal 2 Plan webinar on topic #1 RAC Members Newsletter 
Articles/Webinars In-Progress Conduct a collaborative webinar with Security Advisory Council.   Risk Matrix 

Webinar for entities

Webinar #2 MRO Strategic Goal 2 Plan webinar on topic #2 RAC Members Newsletter 
Articles/Webinars In-Progress

        MRO RAC Draft 2021 Work Plan 
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Reliability Coordinator 
Reports/Events/Expected 
Conditions

Charter Periodically RAC Members Council Newsletter 
Articles/Webinars In-Progress 2021 Charter approved

NERC Lessons learned webinar(s) Periodically Newsletter 
Articles/Webinars Open

NERC lessons learned do outreach and give exposure to NERC lessons 
learned...something that would benefit the members? As lessons learned get 
published might be good to do webinars on them. Get ones (entities) that live the 
lessons to give the webinar. Added emphasis to ones that are relevant/apply in 
MRO footprint.

Monitors (neutral currents) newsletter/webinar Nick Giffin/Dick Pursley Newsletter 
Articles/Webinars In-Progress

Articles on this topic that may lead to a webinar: 

Minimizing misoperations Charter/MRO Strategic 
Goal 2

The PRS will host a webinar to review the 
Misoperations White Paper published in 2017. PRS

Newsletter 
Articles/Webinars/
Conference

In-Progress How to implement a specific scheme to minimize misoperations, lessons learned

NERC RISC Survey Share results with entities Qtr 3 RAC Members OGOC Workplan In-Progress

MRO Group Collaboration Joint RAC/CMEP/SAC Meetings Annually RAC Members In-Progress

COVID Compile efforts on Lessons Learned on COVID-19 Open 2021

COVID Webinar Host Webinar on COVID-19 Operational Impacts in 
late Q3 Open 2021
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Security Advisory Council Report 
Jason Nations, Security Advisory Council Chair 

Steen Fjalstad, Director of Security 

 

Action 
1. Review and approve the proposed Security Advisory Council 2021 Work Plan. 

2. Review and approve recommended council membership. 

3. Review and approve proposed revisions to the Security Threat Forum Guidelines. 
 

Report 
The Security Advisory Council (SAC) met last on February 10, 2021. All SAC meeting agendas and 

minutes are located here. 

SAC Activities 

Areas of Focus 

1. Planning and preparing for the 2021 MRO Security Conference and Technical Training tentatively 

scheduled for October 5-6, 2021. 

2. Planning for the 2021 MRO Regional Security Risk Assessment that is tentatively scheduled for the 

day after the security conference on October 7, 2021. 

3. The MRO Security Advisory Council Threat Forum (SACTF) will continue supporting the weekly 

Threat Call and COVID-19 Call and establish approaches to enhance the exchange, discussion, 

and collaboration on threat information. 

4. Hosting webinars and soliciting webinar ideas from members and entities throughout 2021. 

5. Conducting roundtables on high priority security topics throughout 2021. 

6. Establishing connections with various agencies and inviting said agencies to provide briefings at 

SAC meetings. 

Accomplishments 

1. The SAC nominated Jason Nations, Oklahoma Gas & Electric Energy Corporation, as chair and 

John Breckenridge, Evergy, as vice chair.  

2. The SACTF nominated Brett Lawler, Xcel Energy and SAC member, as chair, and Jodi Jensen, 

Western Area Power Administration and SAC member, as vice chair. 

3. The SAC will host a Virtual Roundtable covering Industrial Control System (ICS) Remote Access 

Practices on March 23, 2021, led by the following four MRO SAC members:  

 Clayton Whitacre, Senior Systems Analyst, Great River Energy;  

 Jodi Jensen, Senior SCADA Advisor, Western Area Power Administration;  

 Justin Haar, Cyber Security Specialist, Minnkota Power Cooperative; and  

 Michael Meason, Sr. Manager, Information and Security, Western Farmers Electric 

Cooperative.  

4. The SAC hosted a webinar on Rethinking Security Monitoring for Electric Utilities on February 17, 

2021, led by Ian Anderson, Manager, Enterprise Security, Oklahoma Gas and Electric Energy 

Corporation and Jason Nations, Senior Manager of Enterprise Security, Oklahoma Gas and 

Electric Energy Corporation, MRO SAC Chair. Approximately 168 individuals attended the webinar. 

Webinars have been recorded and are available for replay on the MRO website and can be found 

on the MRO website here. 
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5. The SAC has provided one newsletter article titled “Return on Security Expenditure; Concepts for 

Building a Business Case,” by John Breckenridge, Crisis Management/Insider Threat Program 

Manager, Evergy, MRO SAC Vice Chair and Michael Meason, Sr. Manager, Information and 

Security, Western Farmers Electric Cooperative. 

6. The SACTF held seven Threat Calls between January 6, 2021 and March 3, 2021. The Threat Call 

and the COVID-19 Calls currently have about 236 approved registered individuals from about 60 

different entities. The Threat Call lasts on average 23 minutes, and there is an average of 76 

participants.  

7. The MRO SACTF held nine COVID-19 Calls between January 7, 2021, and March 4, 2021. The 

call lasts on average 35 minutes, and there is an average of 52 participants. The SACTF Threat 

Call and COVID-19 Calls have obtained interest from FERC, NERC, Electricity-Information Sharing 

and Analysis Center (E-ISAC), MRO registered entities and members, other Regional Entities, and 

vendors.  

Challenges 

1. Coordinating the MRO SAC & SACTF work into the Work Plans. 

2. Prioritizing the MRO SAC identified risks within the MRO SAC Work Plan for 2021. 

3. Incorporating new opportunities at a regional level that may occur between NERC’s Reliability and 

Security Technical Committee (RSTC) and SAC. 

4. Identifying best ways to communicate with entities and provide resources across the region. 

Review and Approve 

2021 Work Plan 

The SAC is pleased to present its 2021 Work Plan for OGOC review and approval, which is available on 

Boardvantage.  

Advisory Council Membership 

Due to recent resignations, the SAC has two open seats on the council. Following a solicitation of 
nominations, six candidates applied for the two open seats. A list of the nominations received along with a 
brief summary of the candidates is on Boardvantage for your reference. 
 
The SAC recommends the following nominee to the OGOC for approval to fill the open seat with a term 
ending December 31, 2023: Chad Wasinger, Senior Manager of Critical Infrastructure Protection (CIP), 
Sunflower Electric Power Cooperation  
 
The SAC recommends the following nominee to the OGOC for approval to fill the open seat with a term 
ending December 31, 2021: Tim Anderson, Manager, IT Security, Dairyland Power Cooperative.  
 

 

SAC Threat Forum Guidelines 

At the last SACTF meeting, the subgroup reviewed and revised the SACTF Guidelines to update how 

calendar invites are sent to entities informing them of the meeting. Currently, the SACTF Guidelines state 

that the calendar invite will be sent out each week (number six in the guidelines). The SACTF would like to 

remove the following language “each week” from the SACTF Guidelines and instead send out the calendar 

invite information as needed. 

97/116



MRO Board Meeting Agenda – March 24, 2021 

 
 

The guidelines also currently state that the call is limited to employees of MRO registered entities and 

members of the E-ISAC, unless approved on a case-by-case basis by the SACTF (see Exhibit A), and E-

ISAC staff will identify themselves at the start of the call or at the time they join. The SACTF recommends 

that regional asset owners are also allowed to attend the call. This requires revisions to “Exhibit A: MRO 

SACTF Threat Call Case-By-Case Criteria Applicability,” which defines the process for how case-by-case 

registrants are approved or not approved for the call. The SACTF would like to remove language under the 

section “Once Approved to Join the Call” requiring 1) that non entity participation members will be 

announced, and 2) that participants will receive a separate blind calendar invite. This will allow the SACTF 

to send one calendar invite out to all registrants.  

A redline and clean copy of the SACTF Guidelines is attached. 
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                      MRO SAC 2021 Work Plan Last Updated:3/2/2021

ColuWork Item Source Activity Timing Responsible Party Item Audience Item Type Status Notes
1 Newsletter Articles Charter Draft Newsletter Articles for publication in Midwest Reliability Matters Periodically SAC Members OGOC Work Plan In-Progress MRO SAC will author 2-6 articles in 2021 for the Midwest Reliability Matters

2 Webinars Charter Host Webinars for registered entities to increase security and decrease risk to the 
reliable and secure operations of the bulk power system

Periodically SAC Members OGOC Work Plan In-Progress MRO SAC will host 4-15 webinars in 2021

3 Security Conference Charter MRO Security Conference Qtr 4 SAC Members OGOC Work Plan Open October 5-7, 2021
4 Security Conference Charter MRO Security Conference Training Qtr 4 SAC Members OGOC Work Plan Open October 5-7, 2021
5 Regional Risk Assessment Charter Support the development of the annual MRO Regional Risk Assessment by identifying 

risks, trends, and mitigating activities.
Qtr 4 SAC Members OGOC Work Plan Open MRO SAC will host a Regional Security Risk Assessment meeting in Q3 of 2021, discuss all regional risks for 

MRO's footprint. 

6 Stakeholder Survey Charter Survey stakeholders to determine effectiveness of SAC outreach. Annually SAC Members; Fjalstad OGOC Work Plan Open MRO SAC will send out a survey, facilitated by MRO, to the MRO SAC-Plus list to determine effectiveness of 
SAC outreach

7 Roundtables SAC Goal Host SAC Roundtables to have more in-depth discussions on important topics happening 
in the bulk power system.

Periodically SAC Members OGOC Work Plan Open Host at least 1-2 roundtables in 2021

8 Industry Briefings MRO Strategic Goal 5 Identify various briefings from government partners to provide to industry. Periodically SAC Members OGOC Work Plan In-Progress
9 Security Threat Forum SACTF Goal Explore opportunities to enhance the weekly threat call to allow for deeper conversations 

beyond the call with focused areas of discussion
Periodically SAC Members OGOC Work Plan Open Roll-up newsletter

10 NEW - Risk Ranking Support for 
MRO RRA

Charter Identify two SAC members to support MRO performing risk ranking of items on heat map 
(similar ask of other councils in 2021).  Expected work load is 20-40 hours in Fall 2021.

Qtr 4 TBD Council RISK Open Members of the SAC group to help with the Regional Risk Assessment Risk Matrix must have helped or will 
help with the Regional Security Risk Assessment

The items above this row are seeking/have been granted OGOC approval. The items below this row are example ideas on how the advisory council could implement any approved work plan items.  
Newsletter Articles Charter Return on Security Expenditures/ DDOS Newsletter Qtr 1 John Breckenridge/ Michael Meason Council Newsletter Articles In-Progress Return on Security Expenditures possible Roundtable as well, New 2021 term member

Newsletter Articles Charter Supply Chain - Solar Winds Qtr 1 Tony Eddleman/Michael Meason Council Newsletter Articles In-Progress March Article - Solar Winds and Supply Chain

Webinar/Newsletter Charter Physical and CyberSecurity Newsletter: Substation Security and Trends Qtr 2 Jason Nations and John Breckenridge Council Newsletter Articles Open

Newsletter Charter Supply Chain Qtr 2 Tony Eddleman Council Webinar/Newsletter Open NPPD is participating on the Network Interface Controller (NIC) Pilot project OR World Economic Forum 
(WEF) on a supply chain project

Newsletter Articles Charter Draft Newsletter Articles for publication in Midwest Reliability Matters Qtr 3 Warren LaPlante Council Newsletter Articles Open

Newsletter Articles Charter Draft Newsletter Articles for publication in Midwest Reliability Matters Qtr 4 SAC Member Council Newsletter Articles Open

Webinars Charter Event Monitoring across the enterprise - Rethinking Security Monitoring for Electric 
Utilities

Qtr 1 Jason Nations Council Webinars Completed Scheduled for 2/17 -There are 240+ registered as of 2/3/2021.

Roundtable Charter ICS System Remote Access Practices Roundtable Qtr 1 Justin Haar/Jodi Jensen/Michael 
Meason/Clayton Whitacre

Council Webinar/Roundtable In-Progress 23-Mar-21

Webinar Charter Security Event Management Lessons Learned Qtr 1 Justin Haar Council Webinars Open 2021

Webinars Charter New implementation of Siem, Lesson Learns Qtr 2 Justin Haar Council Webinars Open TBD March or Later

Webinars Charter Supply Chain Risk Management Qtr 2 MRO SAC Member/MRO Staff Council Webinars Open moved to 2021 Qtr 2 or 3

Webinars Charter How to setup combined IT/OT SOC (Implementation) Qtr 2 Tony Eddleman Council Webinars Open (Consider potential presentation from Pat Gluntz, NPPD)

Newsletter/Webinar Charter BCSI in the Cloud Qtr 2 Clayton Whitacre Council Newsletter/Webinar Open Cloud Security - Thomas Peterson - PCS and possible CMEPAC participation (Sharon Kollar)

Webinars Charter Drones Qtr 2 Clayton  Whitacre and GRE Council Webinars Open Will talk with GRE to do an update from conference - safe drone to use from a government 
standpoint(Federal, State and local polices/regulations that address this threat, techniques to identify drones 

  d iti l i f t t  l l ti  il bl  t   t d  t  t k  t  iti t  th  i k d ti  Webinar Charter SCADA Security Qtr 2 Jodi Jensen and Damon Ounsworth Council Webinars Open SCADA Security
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                      MRO SAC 2021 Work Plan Last Updated:3/2/2021

ColuWork Item Source Activity Timing Responsible Party Item Audience Item Type Status Notes
Roundtable Charter Return on Security Expenditures - Draft Newsletter Articles for publication in Midwest 

Reliability Matters
Qtr 2 John Breckenridge Council Newsletter Articles Open Return on Security Expenditures possible Roundtable as well

Webinar Charter The Cyber Supply Chain Risk Management Practical Guide Qtr 2 Tony Eddleman Council Webinar/Guide Open Shari Gribbin (CNK Solutions) and Thomas Peterson

Webinar Charter Virtually gaining access to classified briefings Qtr 3 John Breckenridge, Steen Fjalstad Council Webinar Open Steen and John will collaborate on this topic

Webinar Charter Threat Hunting Webinar Qtr 3 Jason Nations and Michael Meason 
/SACTF

Council Webinar Open OGE and WFEC, Collaborate with SACTF

Webinars Charter Combined cyber and physical attack Qtr 3 SAC Member Council Webinars Open Combined cyber and physical attack (combined physical/cyber departments/governance, internal incident 
sharing, coordination/handling) (Consider Presentations by the national labs similar to what the national labs 

i  t ti  t NERC CIPC)Webinars Charter High Profile Events Qtr 3 Warren LaPlante Council Webinars Open Large and middle companies 

Security Conference Charter MRO Security Conference Qtr 3 SAC Member Council Security Conference Open Tony Eddleman/Clayton Whitacre/Jason Nations/Sam Ellis Jodi Jensen - Justin if needed support role - 
Topics: Business Continuity, Security Metrix, Canadian Government Agency to share, Visitor Management 
best practices  MITRE Att&ck  Speakers: Ryan Quint  EPRI   Choctaw Nation: UAS  Crisis Management  

Security Conference Charter IEEE-NERC Security Integration Project Team Qtr 3 Tony Eddleman Council Security Conference Open Ryan Quint (NERC) and Jessica Harris (NERC)

Security Conference Charter EMP Qtr 3 Jason Nation Council Security Conference Open EMP/RSTC - Tom Hofstetter

Regional Security Risk 
Assessment

Charter Regional Security Risk Assessment Qtr 3 Matthew Szyda/Damon Ounsworth Council  RSRA Open Michael Meason will assist when applicable

Roundtables Charter MRO Security Conference Training Qtr 3 MRO SAC/MRO Staff Council Roundtable Open

Webinar Charter Pandemic Qtr 4 James Parvin Council Webinars Open Evaluate the content per request from OGOC. Regional Security Risk Assessment and SACTF 

Webinars Charter Cyber Consequence Driven Qtr 4 Jodi Jensen Council Webinars Open WAPA Initiative

Newsletter/Webinar Charter Fundamentals of building a security risk program Qtr 4 LaPlante, Breckenridge Council Newsletter/Webinars Open Possible White Paper- 2021

Webinar/Newsletter Charter Compliance fatigue, Adequate Staffing, funding Qtr 4 Steen Fjalstad Council Webinar/Newsletter Open Possibly work with CMEP - Steen set up meeting to talk with SAC and CMEPAC

Security Threat Forum Charter Threat Forum group Periodically MRO SAC Members Council Work Plan Open

Roundtables Charter Blue Team (Webinar/round table) Periodically MRO Staff (Steen) Council Work Plan Open

MRO SACTF SACTF Goal SACTF Threat Call Periodically MRO SACTF Council SACTF Open

Resources Charter Resource Library Periodically Clayton Whitacre Council Work Plan Open Set up meeting to touch base continue in 2021

Monthly SAC Update Email Continuous Improvement Monthly SAC Update Email that is sent to all SAC Plus Members Periodically MRO Staff Council Email Update Open
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MRO Security Advisory Council Threat Forum (SACTF)  

Threat Call Guidelines  

Last Updated: November 23, 2020  

  

Purpose  

The Midwest Reliability Organization Security Advisory Council Threat Forum (MRO SACTF) is 
hosting a weekly threat call.  

  

Goal  

The goal of the weekly threat calls is to create a venue for MRO regional sharing of threat and risk 
information for cyber, physical and operational security in a trusted entity-to-entity forum.  

  

Guidelines  

1. Weekly calls will generally occur every Wednesday from 8:15-8:45 a.m. CT.  

2. The MRO staff supporting the MRO SACTF will handle the logistics of the call/WebEx setup and 

invitations.  

3. The chair or vice chair of the MRO SACTF will moderate the calls unless otherwise designated, with 

the assistance of other MRO SACTF members. Moderation will include starting the discussion, 

keeping the discussion on target and ending the discussion. The moderator will also make the decision 

to terminate a participant’s connection.  

4. MRO staff and MRO Board participation is limited to those who directly support the MRO SACTF 

unless approved on a case by case basis by the MRO SACTF (Please see Exhibit A). Regulatory 

Entity staff that have a compliance enforcement role will not be approved to be on the SACTF Call. 

The SACTF moderator will announce the presence of MRO Staff and MRO Board members at the 

start of the call. This call and its content is about sharing threat and risk information. This call is not to 

get or share compliance information or advice. If you raise such a concern you will be asked to pursue 

it outside the call.  

5. The call is limited to employees of MRO registered entities, regional asset owners and members of 

the E-ISAC unless approved on a case by case basis by the MRO SACTF (Please see Exhibit A). E-

ISAC staff will identify themselves at the start of the call or when they join after it begins. Case by case 

participants are encouraged to make themselves known upon connection to the call. Participants must 

follow the WebEx procedure to provide their full name and company name or acronym when 

connecting to the web meeting, and provide their participant ID when dialing into the audio portion. 

The MRO SACTF will conduct light vetting of unknown or unverified participants (e.g., identified in 

Participant Panel as “Caller [#]”), who may be removed from the meeting without notice.  

6. All MRO registered entities will be encouraged to register but are not required to participate. A separate 

contact list comprised of vetted registrations will be used to send meeting login information. each week. 
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Participants may call in from a conference room if multiple participants from an entity wish to 

participate.  

7. There will be a flexible open agenda. If there is nothing to talk about, the call will be ended or cancelled.  

8. The discussion will be at the Unclassified, TLP-GREEN/TLP-WHITE level and open source.  

9. No detailed notes, minutes or recordings will be maintained. Tracking may include whether a call took 

place, the duration and number of attendees.  

10. The Chatham House Rule will apply: participants are free to use the information received, but neither 

the identity nor the affiliation of the speaker(s), nor that of any other participant, may be revealed. The 

Rule is more about the dissemination of the information after the event – nothing should be done to 

identify, either explicitly or implicitly, who said what.  

11. Periodic evaluations of the threat call (e.g., email survey and/or defined metrics) will be conducted to 

determine if there is Return on Investment.  

  

  

  

  

 

 

 

 

 

 

 

 

Approved by the Organizational Group Oversight Committee on November 23, 2020.    
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Exhibit A 

MRO SACTF Threat Call Case by Case Criteria Applicability 

Applicability: Non-MRO Members (Non-Asset owner operators). (See guidelines 4 and 5)  

Process  

1. Registration  

2. Provide Initial Factors to registrant  

3. Registrants are required to respond within 10 business days. If no registrant response is received, the 

registrant will not be approved 

4. MRO SACTF Considers Initial and Additional Factors related to the registrant  

5. MRO SAC Threat Forum Chair or Vice Chair and at least one other SACTF member shall asses the 

case by case registrant for approval. Approval may occur through email   

Initial Factors  

1. Provide the name and contact information of the individual from MRO or a MRO member who is 

sponsoring your application to participate in the MRO SAC Threat Call, and  

2. Have an ongoing security related relationship with the MRO SAC, or  

3. Have an ongoing security related relationship with MRO Members, or  

4. Have provided quality security related information to the MRO SAC, or  

5. Be known to the MRO member security community as a quality security contributor  

  

Additional Factors  

1. Expectation to contribute on the call - provide and enhance value of security shares  

2. Expectation to be responsive to MRO SAC requests  

3. There is NO selling of vendor services or products  

4. Use of company email address - not a private email address   

  

Once Approved to Join the Call  

1. Non entity participation members will be announced  

2.1. Information can only be used on that call, or in participation in a follow-up ‘forum’ or ‘roundtable’ event; 

it should not be used in another venue or for other purposes  

3.2. Will be subject to being removed from a call at them moderator’s discretion  

4.3. Will be evaluated annually by the MRO SAC Threat Forum Chair or Vice Chair and at least one other 

SACTF member.  

5. Will receive a separate blind calendar invite  

6.4. Have a duty to report a change in status  or in any of the Initial Factors listed above  

  

Formatted: Indent: Left:  0.07",  No bullets or

numbering
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MRO Security Advisory Council Threat Forum (SACTF)  

Threat Call Guidelines  

Last Updated: November 23, 2020  

  

Purpose  

The Midwest Reliability Organization Security Advisory Council Threat Forum (MRO SACTF) is 
hosting a weekly threat call.  

  

Goal  

The goal of the weekly threat calls is to create a venue for MRO regional sharing of threat and risk 
information for cyber, physical and operational security in a trusted entity-to-entity forum.  

  

Guidelines  

1. Weekly calls will generally occur every Wednesday from 8:15-8:45 a.m. CT.  

2. The MRO staff supporting the MRO SACTF will handle the logistics of the call/WebEx setup and 

invitations.  

3. The chair or vice chair of the MRO SACTF will moderate the calls unless otherwise designated, with 

the assistance of other MRO SACTF members. Moderation will include starting the discussion, 

keeping the discussion on target and ending the discussion. The moderator will also make the decision 

to terminate a participant’s connection.  

4. MRO staff and MRO Board participation is limited to those who directly support the MRO SACTF 

unless approved on a case by case basis by the MRO SACTF (Please see Exhibit A). Regulatory 

Entity staff that have a compliance enforcement role will not be approved to be on the SACTF Call. 

The SACTF moderator will announce the presence of MRO Staff and MRO Board members at the 

start of the call. This call and its content is about sharing threat and risk information. This call is not to 

get or share compliance information or advice. If you raise such a concern you will be asked to pursue 

it outside the call.  

5. The call is limited to employees of MRO registered entities, regional asset owners and members of 

the E-ISAC unless approved on a case by case basis by the MRO SACTF (Please see Exhibit A). E-

ISAC staff will identify themselves at the start of the call or when they join after it begins. Case by case 

participants are encouraged to make themselves known upon connection to the call. Participants must 

follow the WebEx procedure to provide their full name and company name or acronym when 

connecting to the web meeting, and provide their participant ID when dialing into the audio portion. 

The MRO SACTF will conduct light vetting of unknown or unverified participants (e.g., identified in 

Participant Panel as “Caller [#]”), who may be removed from the meeting without notice.  

6. All MRO registered entities will be encouraged to register but are not required to participate. A separate 

contact list comprised of vetted registrations will be used to send meeting login information. 
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Participants may call in from a conference room if multiple participants from an entity wish to 

participate.  

7. There will be a flexible open agenda. If there is nothing to talk about, the call will be ended or cancelled.  

8. The discussion will be at the Unclassified, TLP-GREEN/TLP-WHITE level and open source.  

9. No detailed notes, minutes or recordings will be maintained. Tracking may include whether a call took 

place, the duration and number of attendees.  

10. The Chatham House Rule will apply: participants are free to use the information received, but neither 

the identity nor the affiliation of the speaker(s), nor that of any other participant, may be revealed. The 

Rule is more about the dissemination of the information after the event – nothing should be done to 

identify, either explicitly or implicitly, who said what.  

11. Periodic evaluations of the threat call (e.g., email survey and/or defined metrics) will be conducted to 

determine if there is Return on Investment.  

  

  

  

  

 

 

 

 

 

 

 

 

Approved by the Organizational Group Oversight Committee on November 23, 2020.    

105/116



 

Approved by the MRO Organizational Group Oversight Committee: January 6, 2020  

                                                                        

  

                    

3   

Exhibit A 

MRO SACTF Threat Call Case by Case Criteria Applicability 

Applicability: Non-MRO Members (Non-Asset owner operators). (See guidelines 4 and 5)  

Process  

1. Registration  

2. Provide Initial Factors to registrant  

3. Registrants are required to respond within 10 business days. If no registrant response is received, the 

registrant will not be approved 

4. MRO SACTF Considers Initial and Additional Factors related to the registrant  

5. MRO SAC Threat Forum Chair or Vice Chair and at least one other SACTF member shall asses the 

case by case registrant for approval. Approval may occur through email   

Initial Factors  

1. Provide the name and contact information of the individual from MRO or a MRO member who is 

sponsoring your application to participate in the MRO SAC Threat Call, and  

2. Have an ongoing security related relationship with the MRO SAC, or  

3. Have an ongoing security related relationship with MRO Members, or  

4. Have provided quality security related information to the MRO SAC, or  

5. Be known to the MRO member security community as a quality security contributor  

  

Additional Factors  

1. Expectation to contribute on the call - provide and enhance value of security shares  

2. Expectation to be responsive to MRO SAC requests  

3. There is NO selling of vendor services or products  

4. Use of company email address - not a private email address   

  

Once Approved to Join the Call  

1. Information can only be used on that call, or in participation in a follow-up ‘forum’ or ‘roundtable’ event; 
it should not be used in another venue or for other purposes  

2. Will be subject to being removed from a call at them moderator’s discretion  

3. Will be evaluated annually by the MRO SAC Threat Forum Chair or Vice Chair and at least one other 

SACTF member.  

4. Have a duty to report a change in status  or in any of the Initial Factors listed above  
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

Organizational Group Member Diversity 
Richard Burt, Senior Vice President and Chief Operating Officer, Karla Schiller, Director of Human 

Resources, and Rumyana Kreidler, Senior Risk Assessment and Mitigation Engineer  

 

Action 
Discussion 

Report 
During its November 23, 2020 meeting, the OGOC approved MRO advisory council recommendations 

regarding membership on MRO’s organizational groups. Gender diversity of the membership nominees 

was identified as an important consideration related to the approval. The OGOC agreed to explore further 

this topic at a later date.  

OGOC staff liaison Richard Burt, has engaged the MRO Diversity, Equality, and Inclusion Committee on 

this topic, including staff participants Karla Schiller, MRO Director of Human Resources and Rumyana 

Kreidler, MRO Senior Risk Assessment and Mitigation Engineer. 

We will provide information on the topic and will seek OGOC direction on the future of this initiative. 
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

Staff Recommendations for Organizational Group Membership 
Richard Burt, Senior Vice President and Chief Operating Officer  

 

Action 
Discussion 

Report 
When MRO restructured its board committees and organizational groups in 2018, staff was tasked with 

soliciting nominations and making organizational group membership recommendations to the newly-formed 

OGOC in January of 2019. This process was implemented to efficiently populate the organizational groups 

so those groups could begin work immediately. Staff followed the guidelines in Policy and Procedure 3: 

Organizational Groups (PP3) related to organizational group membership when making its membership 

recommendation to the OGOC. 

While staff remains responsible for soliciting organizational group volunteers from MRO Members, we have 

also continued the practice of recommending organizational group members for consideration. This 

practice has continued for the following reasons: 

 As nominations are submitted, staff reviews the provisions of PP3 to ensure the terms are met. 

These provisions include: 

o Ensuring that no more than two members are employees of a single registered entity or 

employees of registered entities that are affiliates; 

o That at least three of the seven industry sectors are represented; 

o That geographic diversity is considered; and 

o That members are selected based on experience and expertise. 

Even though staff makes a recommendation for membership to the organizational groups (the advisory 

councils ultimately recommend to the OGOC for approval), the councils are not required to accept staff’s 

recommendation as long as the provisions of PP3 are met. 

Both the organizational groups and the OGOC have matured since inception in 2019. To prevent any 

perceived conflict of interest, I would like to recommend that staff no longer make organizational group 

membership recommendations. Staff would still provide the organizational groups with the information 

necessary to ensure compliance with PP3 in the councils’ membership recommendations to the OGOC. 

This change in practice would require modest language changes to the organizational group charters and 

PP3. 
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

Review of Q4 Annual Risk Meeting with Advisory Councils 
Keri Glitch, OGOC Chair, and Richard Burt, Senior Vice President and Chief Operating Officer 

 

 

Action 
Discussion 

Report 
The OGOC meets with advisory council leadership and key staff each year in the fourth quarter to review 

identified and emerging risks to reliability and security of the bulk power system in MRO’s region, and 

determine appropriate focus areas for MRO’s organizational groups in the year ahead. Unlike previous 

years, the meeting in 2020 was held electronically via WebEx given the pandemic. Participants were 

encouraged to share video throughout the meeting and staff utilized the breakout session feature in WebEx 

to split participants into smaller groups for more focused discussion. Staff also utilized a survey tool called 

Slido to obtain real-time feedback from participants on discussion topics and to make the meeting more 

engaging and productive.  

Staff would like feedback from the committee on the meeting held last year so we can continue to improve 

the facilitation of this meeting. A short survey was created in Boardvantage here (under the “Open” tab) to 

collect OGOC member comments. The survey results available at the time of this writing are attached for 

your reference. If additional responses are received before the OGOC meeting, a verbal update will be 

provided.  

We look forward to our discussion on this topic.  
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Title Q4 Annual Risk Meeting Survey

Description

This survey is intended to gather feedback from the OGOC regarding their experience during the Q4 Annual Risk Meeting. 

Your responses will be anonymous. Thank you for your feedback.

Creation By Julie Peterson

Created On 2021-03-16 21:49:23

Due Date 2021-03-17 10:00:00

Question1

The time allocated for the meeting was:

(If you choose option A or C, please add your suggestion for timing in the comment.)

Answer1 Just right.

Answer2 Just right.

Comments2 There is always more than enough to talk about, but I think we covered what was needed in the right amount of time.

Answer3 Just right.

Answer4 Just right.

Answer5 Just right.

Answer6 Just right.

Answer7 Just right.

Comments7 The amount of time was enough to get to the core issues without it dragging on.

Answer8 Just right.

Answer9 Just right.

Question2

The primary goal of the meeting was to provide meaningful feedback to the councils regarding their work plan(s). Do 

you feel that was accomplished?

(If not, please offer suggestion(s) in the comment.)

Answer1 Yes

Answer2 yes

Answer3 yes

Answer4 yes

Answer5 yes

Answer6 yes

Answer7 yes

Answer8 yes

Answer9 yes

Question3 If you were to change one aspect of the meeting, what would it be? In other words, what did not work well?

Answer1 I don't have any suggestions.

Answer2 Maybe a little more background.  A lot of jargon was used.

Answer3

A little more discussion of workgroup results/reports would provide opportunities to work out beneficial coordination of ideas 

and findings.

Answer4 Can't think of any.

Answer5 With the NERC RISC report coming out this year it should be included in the discussion.

Answer6

Additional interaction between groups and cross population of Board members with the councils would be helpful.  For 

example, rotate Board members between councils for the risk discussions year over year - RAC 2021, CMEPAC 2022, SAC 

2023, etc.  

Would be good to have Councils bring additional specific questions for Board consideration.  

Answer7

Possibly for next year, we could consider a short preparatory briefing of specific areas that we should focus on so that we are 

forced to do some additional/strategic preparation.  While reviewing the materials in advance is helpful, some "commentary" 

would make those materials "come to life" so we can better focus and have more timely input when we engage in the robust 

dialog.

Answer8

It would be nice to have the option of reading additional prep materials re substantive descriptions of the high impact risks and 

regional/national mitigations already in place. It would serve a dual purpose of in educating the directors and informing the 

discussions.

Answer9 I found that the technology helped facilitate the discussion
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Title Q4 Annual Risk Meeting Survey

Description

This survey is intended to gather feedback from the OGOC regarding their experience during the Q4 Annual Risk Meeting. 

Your responses will be anonymous. Thank you for your feedback.

Creation By Julie Peterson

Created On 2021-03-16 21:49:23

Due Date 2021-03-17 10:00:00

Question4 If you were to keep one aspect of the meeting, what would it be? In other words, what worked well?

Answer1 Having several people from each group available to break up the conversation.

Answer2 the breakout sessions

Answer3 I really like the briefing from the SMEs

Answer4 Break out sessions.  The small discussions and report outs work well.  May need a bit more time on those.  

Answer5

The breakout groups worked well in spite of initial concerns about managing the internet logistics. Staff really worked out an 

elegant solution.

Answer6

The approach best managed time. While all topics interest me so you lose some of the breadth by being broken up into 

groups, the approach is likely the most conducive to time.

Answer7 Nothing to add.

Answer8 Management overview of key risks

Answer9 I liked the format and the open discussions on the topics.

Question5 Please share any other comments or observations regarding the Q4 Annual Risk Meeting. 

Answer1 None.

Answer2 Nice work by the MRO staff in support.  Really well done.  

Answer3 I thought the meeting went well and we accomplished the goals.

Answer4 N/a

Answer5 None.

Answer6

There will always be a tension between taking too much time and not having enough time. Being flexible (and clairvoyant) 

about when to start and stop discussion is the best remedy for this tension. I think Staff and the Chair did a great job striking a 

good balance during that meeting.

Answer7 No additional

Answer8 It will be better in-person than via video conference.

Answer9

Overall, it went well. I really appreciated Staff's extensive time and effort to prepare.  I thought the MRO focus on MRO-

specific risks was excellent (the best part of the strategy). A lot of work went into this and the key contributors did a great job 

as always!
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

MRO Reliability Risk Matrix Update  
Richard Burt, Senior Vice President and Chief Operating Officer 

 

 

Action 
Information 

Report 
The MRO Reliability Risk Matrix is a tool originally developed by the MRO Reliability Advisory Council 

(RAC) to prioritize reliability and security risks. Throughout 2020, the OGOC, the Security Advisory Council 

(SAC), and the CMEP Advisory Council (CMEPAC), provided input to mature the MRO Reliability Risk 

Matrix, culminating its use to rank both reliability and security risks within MRO’s 2021 Regional Risk 

Assessment (RRA). 

The MRO Reliability Risk Matrix has the potential to be both fundamental to a collaborative approach 

across North America to prioritize risks, and innovative in allowing both security and reliability risks to be 

compared within the same construct. I believe that the advancement of the MRO Risk Framework could 

potentially be one of MRO’s greatest contributions to advancing the mission of the ERO Enterprise - to 

assure effective and efficient reduction of risks to reliability and security of the grid. 

At the February 4, 2021 meeting of the NERC Board of Trustees, the NERC Board approved the 

“Framework to Address Known and Emerging Reliability and Security Risks.”1 The development of this 

framework was led by Mark Lauby, NERC Senior Vice President and Chief Engineer, with input from the 

ERO Operations Leadership Team (OLT). Lauby joined the MRO OGOC at its September 16, 2020 

meeting to discuss this framework with the OGOC, and noted that both he and I saw an opportunity for it to 

be a natural complement to the MRO Risk Framework.  

The OLT is comprised of one executive from each of the six Regional Entities, NERC’s Chief Engineer, and 

NERC’s General Counsel, and oversees the work of the ERO working groups that are primarily focused on 

reliability and security through risk assessments, compliance, enforcement, reliability analysis, and 

performance analysis. Mark Lauby and I were recently named co-chairs of the OLT, and tasked with 

overseeing the annual work plan of the ERO working groups, while operationalizing the ERO Enterprise 

strategic plan. Within the 2021 OLT work plan, through a partnership with ReliabilityFirst and NERC, I 

proposed a project to merge the MRO Reliability Risk Matrix with the ERO Framework to Address Known 

and Emerging Reliability and Security Risks. The OLT has approved that project. 

I plan to share details regarding this plan to further advance this important tool developed by MRO and 

would appreciate feedback from the OGOC on this project that originated within the OGOC and its 

organizational groups.  

 

                                                   
1 See pages 24-39 of The NERC BOT Agenda Package from February 4, 2021.  
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

MRO Support of NERC Organizational Groups 
Richard Burt, Senior Vice President and Chief Operating Officer 

 

 

Action 
Information 

Report 
MRO currently sponsors individuals from MRO Member companies to represent the organization on NERC 

organizational groups. Pursuant to Policy and Procedure 3: Organizational Groups (PP3), these individuals 

are responsible for representing MRO and must further MRO’s mission “to identify, prioritize and assure 

effective and efficient mitigation of risks to the reliability and security of the North American bulk power 

system by promoting Highly Effective Reliability Organizations® (HEROs).”  

These individuals are solicited by staff and appointed by the OGOC at the recommendation of the 

appropriate advisory council. Each of these individuals work with a staff liaison and report to one of MRO’s 

advisory councils. Expenses incurred to attend NERC meetings are eligible for reimbursement per Policy 

and Procedure 2 (Expense Reimbursement). A list of current representatives is here for your reference. 

As you may recall, NERC just completed a restructuring of its organizational groups in 2020. I previously 

reported to the OGOC that once the new structure had been implemented, MRO staff would perform a 

review of NERC organizational groups and provide the OGOC with a recommendation for which NERC 

groups MRO should provide representation. As part of the restructuring, NERC eliminated Regional Entity 

representation on its organizational groups. Also important to note, MRO is the only Regional Entity to 

provide reimbursement to individuals that attend NERC group meetings. MRO reimbursed a total of 

$25,492.39 expenses related to MRO representation on NERC groups in 2019. In Q1 of 2020, MRO 

reimbursed $7,603.34 before implementing pandemic-related restrictions for the remainder of the year. 

These expenses are offset by a savings in MRO staff travel expenses, as typically if an MRO 

representative attends these meetings there is less need for staff to also attend. 

Before MRO staff commits the time to a comprehensive review of NERC organizational groups, I would like 

OGOC input regarding whether sponsoring individuals to attend NERC meetings is a practice that MRO 

should continue.  
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MRO OGOC Meeting Agenda – March 24, 2021 

 
 

Quarterly Report on NERC Organizational Groups  
Richard Burt, Senior Vice President and Chief Operating Officer 

 

 

Action 
Information 

Report 
NERC has finalized its plan for organizational group restructuring under the new Reliability and Security 

Technical Committee (RSTC). The new structure includes a number of new groups, as well as the 

combination of historical groups. 

MRO is not proposing changes to sponsored representatives on NERC organizational groups at this time.  

Based upon the OGOC’s preference for MRO’s future approach to this topic (Agenda Item 11), MRO staff 

is prepared to perform a holistic review of the new structure and provide risk-based recommendations to 

the OGOC at its second quarter meeting of 2021. 

At this time, all NERC organizational group meetings continue to be virtual and therefore MRO is not 

incurring any costs related to MRO-sponsored NERC representatives. 
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MRO OGOC Agenda – March 24, 2021 

 
 

Reliability Advisory Council Pre-meeting Discussion 
Richard Burt, Senior Vice President and Chief Operating Officer 

 

Action 
Discussion 

 

Report 
I will introduce the OGOC to the topics that will be discussed with the Reliability Advisory Council (RAC) at 

the joint meeting that follows this meeting. This will include an update on planned activities for the RAC in 

2021 and a review of reliability risks identified in the MRO 2021 Regional Risk Assessment that may lend 

themselves to RAC initiatives in 2021. 
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MRO OGOC Agenda – March 24, 2021 

 
 

Other Business and Adjourn 

 

Action 
Information 

 

Report 
Directly following this OGOC meeting, the OGOC will meet jointly with members of the Reliability Advisory 

Council at 1:00 p.m. Central time. RAC members will dial into the OGOC WebEx, so please do not leave 

this meeting. If you are forced to disconnect, please use the WebEx meeting information provided in the 

Boardvantage calendar appointment to reconnect to the meeting. 

 

For your reference, the future meeting schedule for the OGOC is: 

  

 6/23/2021 

 9/29/2021 

 11/19/2021 (proposed) 

 12/1/2021 
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