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Instructions 

1. Populate the cover page by adding your entity’s name and NERC identification number. 
2. Complete the tasks listed under Assessment Guidance. 
3. Log into webCDMS and complete your self-certification response. 
4. Submit via the MRO EFT Encrypted FTP2 Site: 

a. This completed Worksheet; and 
b. Specific evidence requested within this document. Please make sure to use unique file names for 

each evidence file submitted, and identify within your narratives which specific evidence files 
support each conclusion made. These references and the use of unique file names helps facilitate 
and expedite MRO’s review of the Self-Certification work that has been performed.  

 
  

https://ftp2.midwestreliability.org/
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Scope 
 
CIP-008-5 – Cyber Security – Incident Reporting and Response Planning – R1 

R1. Each Responsible Entity shall document one or more Cyber Security Incident response plan(s) that 
collectively include each of the applicable requirement parts in CIP-008-5 Table R1 – Cyber 
Security Incident Response Plan Specifications. 
1.1. One or more processes to identify, classify, and respond to Cyber Security Incidents. 
1.2. One or more processes to determine if an identified Cyber Security Incident is a Reportable 
Cyber Security Incident and notify the Electricity Sector Information Sharing and Analysis Center 
(ES-ISAC), unless prohibited by law. Initial notification to the ES-ISAC, which may be only a 
preliminary notice, shall not exceed one hour from the determination of a Reportable Cyber 
Security Incident. 

1.3. The roles and responsibilities of Cyber Security Incident response groups or individuals. 
1.4. Incident handling procedures for Cyber Security Incidents. 

R2. Each Responsible Entity shall implement each of its documented Cyber Security Incident response 
plans to collectively include each of the applicable requirement parts in CIP-008-5 Table R2 – Cyber 
Security Incident Response Plan Implementation and Testing. 

2.1 Test each Cyber Security Incident response plan(s) at least once every 15 calendar months: 
• By responding to an actual Reportable Cyber Security Incident; 
• With a paper drill or tabletop exercise of a Reportable Cyber Security Incident; or 
• With an operational exercise of a Reportable Cyber Security Incident. 

2.2 Use the Cyber Security Incident response plan(s) under Requirement R1 when responding to 
a Reportable Cyber Security Incident or performing an exercise of a Reportable Cyber Security 
Incident. Document deviations from the plan(s) taken during the response to the incident or exercise. 
2.3 Retain records related to Reportable Cyber Security Incidents. 

R3. Each Responsible Entity shall maintain each of its Cyber Security Incident response plans according 
to each of the applicable requirement parts in CIP-008-5 Table R3 – Cyber Security Incident Response Plan 
Review, Update, and Communication. 

3.1 No later than 90 calendar days after completion of a Cyber Security Incident response 
plan(s) test or actual Reportable Cyber Security Incident response: 

3.1.1. Document any lessons learned or document the absence of any lessons learned; 
3.1.2. Update the Cyber Security Incident response plan based on any documented lessons 
learned associated with the plan; and 
3.1.3. Notify each person or group with a defined role in the Cyber Security Incident 
response plan of the updates to the Cyber Security Incident response plan based on any 
documented lessons learned. 

3.2 No later than 60 calendar days after a change to the roles or responsibilities, Cyber Security 
Incident response groups or individuals, or technology that the Responsible Entity determines would 
impact the ability to execute the plan: 

3.2.1. Update the Cyber Security Incident response plan(s); and 
3.2.2. Notify each person or group with a defined role in the Cyber Security Incident 
response plan of the updates. 
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Applicability: 
4.1 Functional Entities: For the purpose of the requirements contained herein, the following list of 

functional entities will be collectively referred to as “Responsible Entities.” For requirements in this 
standard where a specific functional entity or subset of functional entities are the applicable entity or 
entities, the functional entity or entities are specified explicitly. 

 4.1.1 Balancing Authority 
4.1.2 Distribution Provider that owns one or more of the following Facilities, systems, and equipment 
for the protection or restoration of the BES: 

4.1.2.1 Each underfrequency Load shedding (UFLS) or undervoltage Load shedding (UVLS) 
system that: 

4.1.2.1.1 is part of a Load shedding program that is subject to one or more requirements 
in a NERC or Regional Reliability Standard; and 
4.1.2.1.2 performs automatic Load shedding under a common control system owned by 
the Responsible Entity, without human operator initiation, of 300 MW or more. 

4.1.2.2 Each Special Protection System (SPS) or Remedial Action Scheme (RAS) where the SPS 
or RAS is subject to one or more requirements in a NERC or Regional Reliability Standard. 
4.1.2.3 Each Protection System (excluding UFLS and UVLS) that applies to Transmission where 
the Protection System is subject to one or more requirements in a NERC or Regional Reliability 
Standard. 
4.1.2.4 Each Cranking Path and group of Elements meeting the initial switching requirements 
from a Blackstart Resource up to and including the first interconnection point of the starting 
station service of the next generation unit(s) to be started. 

4.1.3 Generator Operator 
4.1.4 Generator Owner 
4.1.5 Interchange Coordinator or Interchange Authority 
4.1.6 Reliability Coordinator 
4.1.7 Transmission Operator 
4.1.8 Transmission Owner 
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Assessment Guidance 
 
1. Per Requirement R1, please provide all Cyber Security Incident response plan(s).  

Cyber Security Incident Response Plan(s) 
Filename(s)  
Comments  

 
2. Per Requirement R1 Part 1.1, please identify where the Cyber Security Incident response plan(s) include the 

process used to identify, classify, and respond to Cyber Security Incidents for High and Medium Impact BES 
Cyber Systems.  

Cyber Security Incident Response Classification 
Filename(s)  
Comments  

 
3. Per Requirement R1 Part 1.2, please identify where the Cyber Security Incident response plan(s) include the 

process used to determine if an identified Cyber Security Incident is a Reportable Cyber Security Incident and 
the process to notify the Electricity Sector Information Sharing and Analysis Center (E-ISAC). If notification 
is prohibited by law, please provide documentation indicating the prohibition. 

Reportable Cyber Security Incident Notification 
Filename(s)  
Comments  

 
4. Per Requirement R1 Part 1.3, please identify where the Cyber Security Incident response plan(s) include 

documentation identifying the roles and responsibilities of Cyber Security Incident response groups or 
individuals. 

Cyber Security Incident Response Responsibilities 
Filename(s)  
Comments  

 
5. Per Requirement R1 Part 1.4, please identify where the Cyber Security Incident response plan(s) details the 

incident handling procedures for Cyber Security Incidents. 
Cyber Security Incident Response Handling Procedures 

Filename(s)  
Comments  

 
6. Does the documentation provided in steps 1-5 meet all elements of the requirements listed? 

☐ Yes, respond “Compliant” for R1 to the Self-Certification in webCDMS. Include a 
comment summary and upload supporting documentation to the FTP2 server. 

☐ No, respond “Not Compliant” for R1 to the Self-Certification in webCDMS. Include a comment 
summary based on potential issues and upload supporting documentation to the FTP2 server. 

☐ Do not meet the applicability requirements, respond “Not Applicable” for R1 to the Self-Certification 
in webCDMS. Include comments supporting the “Not Applicable” response and upload supporting 
documentation to the FTP2 server.  

https://ftp2.midwestreliability.org/
https://ftp2.midwestreliability.org/
https://ftp2.midwestreliability.org/
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7. Per Requirement R2 Part 2.3, please provide all records related to Reportable Cyber Security Incidents. 
Please indicate N/A in the filename and comments if there have been no reportable cyber security 
incidents during the monitoring period. 

Reportable Cyber Security Incident Records 
Filename(s)  
Comments  

 
8. Provide a list of Cyber Security Incident response plan(s) testing and indicate the date of completion for 

each test, including:  
a. Responding to an actual Reportable Cyber Security Incident; 
b. A paper drill or tabletop exercise of a Reportable Cyber Security Incident; or 
c. An operational exercise of a Reportable Cyber Security Incident. 

List of Cyber Security Incident Response Test(s) 
Filename(s)  
Comments  

 
9. Select a random sample from your population identified in step 8 using the following sampling logic. (A 

random sample can be selected using statistical functions available in Microsoft Excel or through use of 
RAT-STATS, a free sampling tool available from the U.S. Department of Health & Human Services 
Office of Inspector General.) 
 
From the population: 

a. Select at least 10% of the population (maximum number sampled 10) making sure at least five are 
sampled (e.g. if fewer than 50 exist in your population, select at least five). 

b. If five or fewer total exist in the population, select the whole population. 
 
Also provide supporting evidence of the sampling process used including: (1) full population, (2) samples 
selected, and (3) output from the statistical function used to perform the sampling (e.g. RAT-STATS output). 

File(s) Contents File Name / Page(s) 
Full Population  

Samples Selected  
Statistical Function 

Output  

Comments  
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10. Per Requirement R2 Part 2.2, for each item selected in the sample from step 9 above, provide any existing 
documentation of any deviations from the plan(s) taken during the response to the incident(s) or 
exercise(s).  

Deviation Documentation 
Filename(s)  
Comments  

 
11. Was testing for each Cyber Security Incident response plan completed at least once every 15 calendar 

months, including documentation of deviations from each test and retention of corresponding records? 
☐ Yes, respond “Compliant” for R2 to the Self-Certification in webCDMS. Include a comment 
summary and upload supporting documentation to the FTP2 server. 

☐ No, respond “Not Compliant” for R2 to the Self-Certification in webCDMS. Include a comment summary 
based on potential issues and upload supporting documentation to the FTP2 server. 

☐ Do not meet the applicability requirements, respond “Not Applicable” for R2 to the Self-Certification in 
webCDMS. Include comments supporting the “Not Applicable” response and upload supporting 
documentation to the FTP2 server. 
 

12. Per Requirement R3 Part 3.1, for each item selected in the sample from step 9 above, please provide dated 
evidence showing any lessons learned after the response to the incident or exercise. If there were no 
lessons learned please provide dated evidence supporting this and skip to step #15.  

Lessons Learned 
Filename(s)  
Comments  

 
13. For each item selected in the sample from step 9 above, please provide the dated updates based on the 

lessons learned associated with the appropriate Cyber Security Incident response plan(s). 
Cyber Security Incident Response Plan Update(s) 

Filename(s)  
Comments  

 
14. For each item selected in the sample from step 9 above, please provide dated evidence showing the 

notification to each person or group with a defined role in the Cyber Security Incident response plan(s) 
of the updates based on the lessons learned. 

Cyber Security Incident Response Plan Notification of Update(s) 
Filename(s)  
Comments  

 
  

https://ftp2.midwestreliability.org/
https://ftp2.midwestreliability.org/
https://ftp2.midwestreliability.org/
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15. Provide a list of changes and corresponding date of each change for Cyber Security Incident response 
groups or individuals, or technology that is determined to impact the ability to execute the Cyber Security 
Incident response plan(s). If there were no applicable changes, please indicate N/A and provide evidence 
supporting the reason for submitting it as “N/A” and skip to step #19. 

List of Cyber Security Incident Response Changes 
Filename(s)  
Comments  

 
16. Select a random sample from your population identified in step 15 using the following sampling logic. 

(A random sample can be selected using statistical functions available in Microsoft Excel or through use 
of RAT-STATS, a free sampling tool available from the U.S. Department of Health & Human Services 
Office of Inspector General.) 
 
From the population: 

c. Select at least 10% of the population (maximum number sampled 10) making sure at least five are 
sampled (e.g. if fewer than 50 exist in your population, select at least five). 

d. If five or fewer total exist in the population, select the whole population. 
 
Also provide supporting evidence of the sampling process used including: (1) full population, (2) samples 
selected, and (3) output from the statistical function used to perform the sampling (e.g. RAT-STATS output). 

File(s) Contents File Name / Page(s) 
Full Population  

Samples Selected  
Statistical Function 

Output  

Comments  
 
17. For each item selected in the sample from step 16 above, please provide dated documentation showing 

the update to the appropriate Cyber Security Incident response plan(s). 
Cyber Security Incident Response Plan Changes Update(s) 

Filename(s)  
Comments  

 
18. For each item selected in the sample from step 16 above, please provide dated evidence showing the 

notification of each person or group with a defined role in the Cyber Security Incident response plan of 
the update(s). 

Cyber Security Incident Response Plan Change Notification(s) 
Filename(s)  
Comments  
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19. Was there evidence for each sample reviewed in steps 12-14 and 17-18 demonstrating the appropriate 
procedure/process was followed? 

☐ Yes, respond “Compliant” for R3 to the Self-Certification in webCDMS. Include a 
comment summary and upload supporting documentation to the FTP2 server. 

☐ No, respond “Not Compliant” for R3 to the Self-Certification in webCDMS. Include a comment 
summary based on potential issues and upload supporting documentation to the FTP2 server. 

☐ Do not meet the applicability requirements, respond “Not Applicable” for R3 to the Self-Certification 
in webCDMS. Include comments supporting the “Not Applicable” response and upload supporting 
documentation to the FTP2 server. 
 

Document Submittals 
 
MRO requires copies of the following be submitted with the self-certification response to the FTP2 server: 

a) This completed worksheet; 
b) Cyber Security Incident Response Plan(s); 
c) Cyber Security Incident Response Classification documentation; 
d) Reportable Cyber Security Incident Notification documentation; 
e) Cyber Security Incident Response Responsibilities documentation; 
f) Cyber Security Incident Response Handling Procedure(s); 
g) Reportable Cyber Security Incident Record(s); 
h) List of Cyber Security Incident Response Test(s); 
i) Samples selected from Cyber Security Incident Response Test(s); 
j) Statistical Function Output from Cyber Security Incident Response Test(s); 
k) Deviation documentation; 
l) Lessons Learned documentation; 
m) Cyber Security Incident Response Plan Update(s) documentation; 
n) Cyber Security Incident Response Plan Notification of Update(s) documentation; 
o) List of Cyber Security Incident Response Change(s); 
p) Samples selected form list of Cyber Security Incident Response Change(s) 
q) Statistical Function Output from list of Cyber Security Incident Response Change(s) 
r) Cyber Security Incident Response Plans Change(s) Update(s) documentation 
s) Cyber Security Incident Response Plan Change Notification(s) documentation 

 
Please make sure to use unique file names for each evidence file submitted, and identify within your responses 
to the steps above which specific evidence files support each conclusion made. These references and the use 
of unique file names helps facilitate and expedite MRO’s review of the Self-Certification work that has been 
performed. 
 
All other data related to the registered entity’s analysis and self-certification response are to be retained for at 
least 180 days after the submission date. MRO staff may request submission of additional information at a 
later date to verify accuracy of self-certification submittals. 
 

https://ftp2.midwestreliability.org/
https://ftp2.midwestreliability.org/
https://ftp2.midwestreliability.org/
https://ftp2.midwestreliability.org/
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