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Minutes of the Security Advisory Council Meeting 

WebEx 

November 3, 2021 10:15 a.m. - 2:10 p.m. Central 

Notice for this meeting was electronically posted to the MRO website here on October 4, 

2021. A final agenda, including advanced reading materials, was also posted on October 24, 

2021. 

1. Call to Order and Determination of Quorum

a. SAC Chair Jason Nations called the meeting to order at 10:15 a.m. Estee Nauer, Security

Administrator advised the chair that a quorum of the SAC was present. A complete list of attendees

is included as Exhibit A.

b. Standards of Conduct and Antitrust Guidelines

Pursuant to Policy and Procedure 4, Chair Nations highlighted MRO’s Standards of Conduct,

Conflict of Interest, and Antitrust Guidelines.

c. Roberts Rules of Order

The SAC reviewed the Roberts Rules of Order.

2. Diversity Initiative

Assistant Corporate Secretary and Senior Counsel Julie Peterson provided an overview on MRO’s

diversity initiative noting the importance of increasing diversity within MRO. According to a Harvard

study, diversity will make groups smarter and more innovative.

3. 2021 Security Conference Overview & 2022 Conference Plan

Chair Nations provided an overview of the 2021 Security Conference highlighting the statistics and

feedback presented at the meeting, which was extremely positive. Kudos were extended to all involved

in the planning and execution of the conference. Having a designated time slot for speakers prior to

asking them to present was mentioned as a must going forward. It was noted that four days in a row is

too long of a timeframe. Topics for next year’s conference were mentioned including marketing as a

cafeteria conference, a bridge for hybrid and two teams one for virtual and one for physical for the

conference, satellite rooms, and utilizing the feedback obtained from the survey. Discussion ensued.

4. Regional Security Risk Assessment (RSRA) Overview

MRO SAC Member Matt Szyda provided an overview on the RSRA highlighting the survey process

involved in the process and what can be done to improve that going forward by lessening the burden

on participants of the survey. Kudos were extended to all involved in the RSRA process. Discussion

ensued.

5. 2021 SAC Work Plan and Draft 2022 Work Plan

Chair Nations lead the discussion and review of the MRO SAC Work plan and updates were made

accordingly. The top eleven risks were shared with the group to help shape the action items that

should occur around those identified risks. The group agreed to apply a portion of those lists to each
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quarter for 2022. Perimeter security controls was mentioned as a possible tour for the SAC to engage 

in next year. If the members are hesitant to submit newsletter articles it was reiterated that MRO staff 

will and does edit those newsletters. Discussion ensued. 

Upon a motion duly made and seconded the SAC unanimously agreed to recommend for approval by 

the OGOC the 2022 Work Plan, above the blue line items. 

6. NERC Reliability and Security Technical Committee (RSTC) Overview

NERC RSTC Representative Marc Child provided an update on the committee highlighting details of

the group and roster and the upcoming election. Child pointed the group to the website for more

information. Child shared feedback that was received on the initial performance of the RSTC and noted

the group will utilize that information to drive the group’s work plan. Child also provided updates on the

working groups that report to the RSTC. Council Member and SCWG member Eddleman provided an

overview on a recent NERC SCWG survey and asked for feedback. Discussion ensued.

Agenda Item 8 was moved up.

8. Security Advisory Council Threat Forum (SACTF) Update

a. Threat Call Statistics

MRO SAC Member and SACTF Vice Chair Jodi Jensen provided an update on the statistics

noting how valuable they are to base action items on. She highlighted distribution of the new

report, which was initially thought would lead to reduction in attendance however, attendance has

not been affected. A discussion on cleaning up registrants was also held, without identifying

anyone on the call, how can the group remove non participating registrants. Discussion ensued.

b. Work plan

MRO SAC Member and SACTF Chair Lawler and Vice Chair Jensen lead the discussion and

review of the Work plan and updates were made accordingly, noting all objective above the blue 

line were met. Jensen noted the completed action items. Discussion ensued. 

c. Threat Forum Open Source Information Sharing

MRO SAC Member and SACTF Vice Chair Jensen provided an update noting that a discussion

regarding members hosting the call once a month in the future. There has been positive feedback

received about the Open Source Information Sharing document. Discussion ensued.

7. MRO Regional Risk Assessment (RRA) Overview

MRO Director of Security Fjalstad provided an update on the Regional Risk Assessment highlighting

the intent of the Assessment and how the assessment determines risk. He also presented the top

eleven operating and planning risks as well as the physical and cyber security risks. Discussion

ensued.

9. Threat Briefing Speakers and Collecting Regional FBI, DHS, and Other Threat Briefers

Information

Chair Nations mentioned we need to continue this process in the future. No further discussion.
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Council Secretary Nauer noted the action items from the meeting 

10. Other Business and Adjourn

Having no further business to discuss, the meeting was adjourned at 2:10 p.m.

Upon a motion duly made and seconded the SAC unanimously agreed to adjourn the meeting

Prepared by: Dana Klem, Reliability Analysis Administrator  

Reviewed and Submitted by: Steen Fjalstad, Director of Security 
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Exhibit A – Meeting Attendees 

Council Members Present 

Name Company, Role 

Jason Nations Oklahoma Gas and Electric, Chair 

John Breckenridge Evergy, Vice Chair 

Brett Lawler Xcel Energy 

Clayton Whitacre Great River Energy 

Chad Wasinger Sunflower Electric Power Cooperation 

Jodi Jensen Western Area Power Administration 

Justin Haar Minnkota Power Cooperative 

Laura Liston Alliant Energy 

Matthew Szyda Manitoba Hydro 

Michael Meason Western Farmers Electric Cooperative 

Tim Anderson Dairyland Power Cooperative 

Tony Eddleman Nebraska Public Power District 

MRO Staff 

Name Title 

Dana Klem Reliability Analysis Administrator 

Estee Nauer Security Administrator 

Julie Peterson Assistant Corporate Secretary and Senior Counsel 

Steen Fjalstad Director of Security 

Other Attendees 

Name Company, Role 

Boris Voynik FERC 

Debbie Mills Oklahoma Gas and Electric 
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Marc Child Great River Energy 

Mary Nimis FERC 

Nikki Dacus Western Farmers Electric Cooperative 

Terry Harbour MidAmerican Energy Company 

The above list does not reflect all meeting attendees  
as the meeting was open for observation only via WebEx. 
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