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Minutes of the MRO Security Advisory Council (SAC) OPEN Meeting 
MRO Offices, St. Paul, MN 

February 10, 2021 from 9:15 a.m. to 3:00 p.m. Central 
 
1. Call to Order and Introductions 

Council Chair Jason Nations called the meeting to order 9:30 a.m. Chair Nations extended a warm 
welcome to all attendees, roll call was taken and introductions were made. 

2. Determination of Quorum, Standards of Conduct, and Anti-Trust Guidelines 
Pursuant to Policy and Procedure 4, MRO’s Standards of Conduct, Conflict of Interest and Anti-Trust 
Guidelines were presented. The meeting secretary Estee Nauer, determined that a quorum was 
present. A complete list of attendees is included as Exhibit A. 

3. Chair and Vice Chair Results 
Steen Fjalstad, Director of Security, provided an overview of the results of the Chair and Vice Chair 
election. Chair Nations and Vice Chair Breckenridge were both nominated for another term ending in 
2021.  

4. MRO Council Governance and Advisory Council Logistics 
Estee Nauer, Security Administrator, provided a brief overview of the SAC organizational structure, 
communications that are currently being delivered on behalf of the SAC, such as meeting, webinar, 
and event invites, as well as other SAC initiatives. The SAC Member SharePoint site was touched on 
with Nauer inviting any members to contact her if there are any issues accessing the site. Nauer 
presented the SharePoint SAC calendar to illustrate the information it contains for the entire year.   

5. Project Updates 
a. 2020 SAC Accomplishments 

Chair Nations mentioned that the SAC obtained all objectives for 2020 before the due date and 
commented that the Security Conference was a great success, high quality high attendance (400) and 
the SAC should be proud of the value add from this conference. As a SAC member or attendee if you 
have a topic or a source provide information for upcoming conference or webinars, please provide that 
feedback. Nations provided kudos and comments on the work that the SAC accomplished in 2020. 
Nations highlighted the SAC’s conversation has elevated to risk which is critical to the goal of the SAC 
and industry. Vice Chair John Breckenridge also provided comments on the positive feedback received 
and the great year of accomplishments of the SAC and also stated we have the opportunity to step up 
the game for 2021. Discussion ensued. 

b. 2020 SAC Survey Results.  

The SAC survey results were presented and Chair Nations provided an overview of the results. 
Cybersecurity was the outreach and awareness topic that rated the highest according to the study. 
Comments in the survey on areas that the SAC could improve upon were highlighted as work the SAC 
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can accomplish in the future. A suggestion was made to build a library to house the information that 
has been created to make available for all entities interested.  

Security areas of interest, other partnerships to engage in, and general feedback were covered and 
recommended to add those items to the work plan. Discussion ensued. 

The SAC recessed for break at 10:28 a.m. and reconvened at 10:40 a.m. 

The Agenda was changed as noted below to accommodate scheduling. 

6. MRO Security Advisory Council Threat Forum (SACTF) Update 
a. MRO SACTF Threat Call.  

MRO SACTF Chair Brett Lawler provided an overview of the SACTF statistics as presented 
highlighting the increase in participation, number of registrants and duration of the call. The same 
time last year in January the number of registrants numbered 180 and now the number of 
registrants is 233 as of today. Discussion ensued. 

b. MRO SACTF COVID-19 Call. 

SACTF Chair Lawler mentioned the creation of the COVID call and provided an overview of the 
statistics presented. The progression of the calls and how important sharing everyone’s response 
to the crisis was noted and how sharing this information helps the entire region. Discussion 
ensued. 
 

c. MRO SACTF Work Plan.  

SACTF Chair Lawler provided an overview of the work plan and highlighted the importance of an 
initiative to provide electronic versions of information to the members in the future.  Chair Nations 
wants the SAC and the SACTF to collaborate where need be and make sure there is not a 
duplication of work. Discussion ensued.  
 

d. MRO SACTF Report. 

SACTF Chair Lawler provided an overview of an example report that the SACTF is recommending 
to provide in the future. It would share links and high-level events discussed on the SACTF call, to 
accommodate others in their organization, and utilization as a weekly reference. Confidentiality 
would be respected using TLP: GREEN as the model. Discussion ensued. 

 

7. Regional Risk Assessment 2021 Risk Rankings 
Richard Burt, MRO Senior Vice President and Chief Operating Officer, presented an overview of an 
opportunity and request from the OGOC for future RRAs. He mentioned the logistics of completion of 
the RRA annually and the risk rankings determined by MRO the past year which he mentioned has 
room for maturation. Burt mentioned he would like input from experts from industry and have two 
volunteers from each council to serve as SMEs to rank the risks on the heat map for the next year, and 
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would like the volunteers set up by the next SAC meeting to assist MRO staff for the next RRA. 
Discussion ensued. 

8. NERC Reliability and Security Technical Committee (RSTC) 
Marc Child, NERC RSTC Representative presented on recent updates of the NERC RSTC highlighting 
the sector-based Roster, Action Items from the December 2020 meeting, and noting the continued 
struggle to clarify the responsibility of the committee. There are several subgroups reporting up to the 
RSTC and keeping the RSTC informed of the subgroups’ status and work was mentioned as an item in 
progression, along with reviewing the scope documents (formerly charters) of the subgroups to ensure 
they are in alignment with the RSTC. Child noted there is a comment period established now for 
projects which did not exist with the Critical Infrastructure Protection Committee (CIPC). Discussion 
ensued. 

The Agenda was changed as noted below to accommodate scheduling. 

9. 2021 Draft SAC Work Plan  
Fjalstad led the discussion on the work plan and noted the difference of above and below the blue line 
so adding what you need to accomplish will be added above the blue line which the OGOC approves, 
so there is no need for further approval from the OGOC. It was recommended that people who are 
already involved in the Regional Security Risk Assessment (RSRA) be the volunteers for the ongoing 
discussion with Richard Burt to execute the heat map. Discussion ensued and updates to the work 
plan will continue at the end of the meeting. 

Upon a motion duly made and seconded, the SAC voted unanimously to utilize the volunteers involved 
in the SAC Regional Security Risk Assessment as the delegates for the MRO ongoing risk assessment 
discussion.  

 

The SAC recessed for lunch at 12:30 and reconvened at 1:00 p.m. 
 

10. Electricity Information Sharing and Analysis Center (E-ISAC) Update 
Jeff Jones, E-ISAC Representative provided an oral report on the Solar Winds breach.  

There was an interview with Solar Winds Company who divulged that email accounts were 
compromised from 2019. The 2021 Supply chain security plans need validation and detection 
compatibilities to prevent further abuses.  Cloud email providers may have tools to help.   

Detecting compromised activity is key to alleviating risk. It was also noted that flat enterprise networks 
can spread laterally and quickly. 

Duo authentication was brought up it was not a problem with the authentication mechanisms it was 
more along the lines of how they were deployed and could have been easily circumvented the problem 
was they got around the duo authentication. The MFA component was not broken they were able to 
bypass it. Manipulation of SAMO tokens was unprecedented. It will be a long time away before we 
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know 100% of the details. Scrutinizing supply chain dependencies is very important. The government 
is asking the same questions and it is yet to be determined whether some help will come from 
government partners or perhaps the vendors may start offering solutions for companies to evaluate the 
supply chain vendors for you. Discussion ensued. 

11.  Network Interface Controller (NIC) Pilot project, NERC Security Integration & Technology 
Enablement Subcommittee (SITES) 
Tom Hoffstetter, BPS Security and Grid Transformation, NERC, presented on the Supply Chain Pilot 
Program, providing a background of the new group within NERC. Highlights of the presentation 
included RSTC Support, working groups and the Risk Project. A broader focus on security, planning, 
operations and design all encompass the group, which also partners with E-ISAC. An overview of the 
group’s and its subgroups’ information and coordinating documents on NERC’s website was 
presented. NERC has interfaced with various individuals from industry to understand supply chain 
concerns which has precipitated much of the work. An overview of the voluntary project focus, which 
targeted NICs, and specific manufacturers, was relayed to the group. A white paper was released by 
NERC in July of 2020 on the subject. Hofstetter provided an overview of the questionnaire used in the 
project and relayed some of the results from that questionnaire. The report gleaned from the 
questionnaire will be forthcoming. Discussion ensued. 

The SAC recessed for break at 2:10 and reconvened at 2:15. 

Continuation of Agenda Item 10 below. 

12. 2021 Draft SAC Work Plan  
Chair Nations led the discussion to fill in the volunteers as part of the work plan. Chair Nations and 
Vice Chair Breckenridge will provide assistance in the RSRA and asked for other volunteers to work on 
the RSRA as well. SAC Members Matthew Szyda and Damon Ounsworth volunteered for the RSRA 
project.  

Conference planning volunteers were solicited with SAC members Clayton Whitacre, Chair Nations, 
Jodi Jensen, Tony Eddleman, Justin Haar and Sam Ellis volunteering to assist. The conference will be 
virtual and regarding topics, Chair Nations suggested finding someone to talk about resiliency and 
business continuity, crisis management during the pandemic and security metrics. Chair Nations asked 
for thoughts on training and feedback or speaker names for the conference. NERC and IEEE working 
on an integration project and maybe a representative could provide an update on the paper that will be 
produced, planning models what operators are looking for. Electric Power Research Institute (EPRI) is 
working on precision timing research regarding GPS clocks and signals, may be a good topic. Visitor 
management and MITRE attacks were mentioned as a good topic. Meason could contact the Choctaw 
Nation to give a UAS related presentation on operational issues. Classified briefing clearance was 
discussed. Discussion ensued and updates to the work plan were completed as necessary.  

Potential Topics for the 2021 Security Conference: 

Accessing and Applying Threat Intelligence 
Active Shooter 
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Adequate Security Staffing* 
Adequate Security Funding 
Boundary Defense 
Business Continuity (roundtable) 
Combined cyber and physical attack 
Communication (Backhaul) 
Compliance fatigue 
Copper Theft* 
Crisis Management (Roundtable) 
Drones / Unmanned Aerial Systems (UAS)* 
EMPWG and an RSTC project 
Focus on CIP Compliance (Compliance Fatigue) 
GridX 
Incident response and ransom – make this a panel (DHS ICSWG is currently developing "Incident 
Response in a Box" for Control Systems.) 
Immature Vulnerability Management 
Insider Threat 
Ransomware 
Sabotage and preparation* 
Security awareness 
Supply Chain* 
Transient Cyber Assets and Removable Media 
Unsupported / Legacy Devices 
*Identified as risk in 2020 MRO Regional Security Risk Assessment 
 

Chair Nations asked for the SAC members to review the SAC work plan to review and provide any 
edits or topics to the group.  

Upon a motion duly made and seconded, the SAC voted to recommend above the blue line of the SAC 
Work Plan to the OGOC for approval. 

 
13. Action item Review  

Estee Nauer, Security Administrator provided an overview of the action items.   

 
14. Adjourn 

Having no further business to discuss, the meeting was adjourned at 3:04 p.m. 

Prepared by: Dana Klem, Reliability Analysis Administrator  

Reviewed and Submitted by: Steen Fjalstad, Director of Security 
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 Exhibit A – Meeting Attendees   

Council Members Present 

Name Organization, Sector 

Jason Nations, Chair Oklahoma Gas and Electric 

John Breckenridge, Vice Chair Evergy 

Brett Lawler Xcel Energy 

Clayton Whitacre Great River Energy 

Damon Ounsworth Saskatchewan Power Company 

Jodi Jensen Western Area Power Administration 

Justin Haar Minnkota Power Cooperative 

Matthew Szyda Manitoba Hydro 

Michael Meason Western Farmers Electric Cooperative 

Sam Ellis Southwest Power Pool 

Tony Eddleman Nebraska Public Power District 

Warren LaPlante Allete/Minnesota Power 

MRO Staff 

Name Title 

Alex Pratt Manager of IT 

Bryan Clark Reliability Analysis Director 

Dana Klem  Reliability Analysis Administrator 

Estee Nauer Security Administrator 

Jake Bernhagen Senior Systems Protection Engineer 

Jeff Norman CMEP Director 

Lee Felter Principal Risk Assessment & Mitigation Engineer, CIP 

Lisa Stellmaker Executive Administrator 
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Michael Taube Senior Compliance Engineer/Auditor, CIP 

Richard Burt Senior Vice President and Chief Operating Officer 

Steen Fjalstad Director of Security 

William Steiner RAM Director 

Guests 

Name Organization 

Brandi Feldmann Nebraska Public Power District 

Brian Capistrant Xcel Energy 

Colleen Peterson Basin Electric Power Cooperative 

David Heins Omaha Public Power District 

David Trojan ITC Holdings Corporation 

Jamie Strickland Xcel Energy 

Jeff Jones E-ISAC 

Josh O’Brien Nebraska Public Power District 

Kent Feliks American Electric Power 

Larry Brusseau Corn Belt Power Cooperative 

Laura Liston Alliant Energy 

Marc Child Great River Energy 

Mary Agnes Nimis FERC 

Melissa Spicer Evergy 

Mike Louden Alliant Energy 

Nation Vanmeter Sunflower Electric Power Corporation 

Norma Browne Ameren 

Olga Oswalt Sunflower Electric Power Corporation 

Pete Grandgeorge Berkshire Hathaway Energy 

Rebecca Mann Sunflower Electric Power Corporation 
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Robert Hinkhouse Missouri River Energy Services 

Ron Bender Nebraska Public Power District 

Ryan Quint NERC 

Shawn Eck Liberty Utilities 

Steven Keller Southwest Power Pool 

Tara Lightner Sunflower Electric Power Corporation 

Thomas Peterson Proven Compliance Solutions 

Tom Hofstetter NERC 
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