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Midwest Reliability Organization 
(MRO) staff and stakeholders wel-
comed a shift in 2022 related to the 
COVID-19 pandemic… we were finally 
able to be together in person for the 
first time in two years! That said, 
the return to in-person interaction 
hasn’t been a simple reboot to the 
way things were pre-pandemic. Like 
many other businesses, we learned a 
lot about our capabilities to conduct 
business virtually during the same 
timeframe. We are much more ac-
customed now (and better equipped) 
to using platforms like Webex and 
Teams to effectively meet with each 
other and with a multitude of differ-

ent stakeholders. Leveraging this new 
area of expertise was a large part of 
our continuous improvement efforts 
in 2022 and will remain a key focus 
area in the next chapter of our novel 
normal.

Pandemic aside, 2022 was yet an-
other year of considerable change, 
uncertainty, and risk - for both MRO 
and the electricity industry. The inva-
sion and war in Ukraine introduced 
both supply chain shortages and 
significant increases in cybersecurity 
threats to critical infrastructure. 
These new risks were added to 
a host of existing challenges the 

industry was already facing. Goals 
to decarbonize the power grid and 
increase electrification have made 
it increasingly more challenging 
to balance electricity supply with 
demand. Mother Nature continues to 
throw her hat in the ring with more 
frequent and prolonged extreme and 
unpredictable weather events. We 
also experienced a number of physi-
cal attacks to grid infrastructure that 
heightened awareness of security vul-
nerabilities, leading to calls to action 
to further harden physical assets. 

The ERO Enterprise (collectively NERC 
and the six Regional Entities, includ-

Strengthening relationships and engagement towards the common goal of a 
reliable and secure power grid.

A MESSAGE FROM THE BOARD CHAIR AND PRESIDENT AND CEO

TO OUR STAKEHOLDERS

Brad Cox, MRO Board Chair (Generator and/or Power 
Marketer Sector)

Our Future is Bright!

TO OUR STAKEHOLDERS

Sara Patrick , MRO President and CEO

ing MRO), is actively addressing all of 
these risks. 

Charged with overseeing “a highly 
reliable and secure North American 
bulk power system”—undoubtedly 
one of the most critical infrastruc-
tures in North America—the ERO 
Enterprise shares a mission with in-
dustry to assure the effective and ef-
ficient reduction of risks to reliability 
and security of the grid. Although we 
may not have our hands on the con-
trols, the role of the ERO Enterprise 
is essential and more important now 
than ever before. 

The electricity industry is one of the 
only critical infrastructure sectors 

with mandatory standards. June 18, 
2022, marked the 15-year anniversary 
of when NERC Reliability Standards 
first became effective and enforce-
able. The standards-setting process 
and ERO Enterprise oversight activi-
ties have evolved considerably over 
the years to be more focused on risk, 
incorporating targeted approaches 
to risk identification, response, and 
mitigation. While regulatory over-
sight remains a core focus, we also 
recognize that it is an impossibility 
for regulation to respond to all risk. 
The standards provide a baseline of 
protection, but our work as regula-
tors goes well beyond the rules and 
requirements. Raising awareness of, 
and helping industry and govern-

ment policymakers prioritize efforts 
around, the most significant risks to 
reliability and security of the bulk 
power system is just one of the ways 
we have adapted to the ever evolving 
risk landscape. 

You will find that adaptability, flexibil-
ity, and resiliency are themes that res-
onate throughout this annual report. 
What we accomplished in 2022 truly 
demonstrates a commitment to the 
important work we do. In the face of 
significant challenges, we remained 
resilient; credit for which is owed to 
many—our staff, board members, 
industry stakeholders, and colleagues 
across the ERO Enterprise.



16 States
2 Canadian 
Provinces

225+
 Registered 

Entit ies

POPULATED BY 
27+ MILLION 

PEOPLE

Headquartered 
in Saint Paul, 

Minnesota78 Employees
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ABOUT MRO
WHO WE ARE
MRO’s mission is to identify, pri-
oritize, and assure effective and 
efficient mitigation of risks to the 
reliability and security of the North 
American bulk power system in its 
regional footprint. As part of the ERO 
Enterprise, MRO operates as a cross-
border Regional Entity headquar-
tered in Saint Paul, Minnesota. The 
MRO region spans the provinces of 
Saskatchewan and Manitoba, and all 
or parts of the states of Arkansas, Il-
linois, Iowa, Kansas, Louisiana, Michi-
gan, Minnesota, Missouri, Montana, 
Nebraska, New Mexico, North Dakota, 
Oklahoma, South Dakota, Texas, and 
Wisconsin. 

The region includes approximately 
225 organizations that are involved in 
the production and delivery of elec-
tric power, including municipal utili-
ties, cooperatives, investor-owned 
utilities, transmission system opera-
tors, federal power marketing agen-
cies, Canadian Crown Corporations, 
and independent power producers. 

MRO’s primary responsibilities are to: 

• Monitor and enforce compliance 
with mandatory reliability stan-
dards by entities who use, own or 
operate the North American bulk 
power system.

• Conduct assessments of the 
grid’s ability to meet electric 
power demand in the region. 

• Analyze regional system events. 

Additionally, MRO creates an open 
forum for stakeholder experts in the 
region to discuss important topics re-
lated to addressing risk and improv-
ing reliable operations of the grid. 
MRO serves as a vital link between 
grid owners, users, operators, and 
other stakeholders who share com-
mon reliability interests in the region. 

We are dedicated to our vision of a highly reliable and secure North American bulk 
power system.

Read more about MRO on 
our website

ABOUT MRO: WHO WE ARE

http://www.mro.net
https://www.nerc.com/AboutNERC/keyplayers/Pages/default.aspx
https://www.nerc.com/AboutNERC/keyplayers/Pages/default.aspx


STAFF
71 Employees in 2022; 
78 budgeted for 2023

15 experts from MRO member 
companies that reflect geo-
graphic diversity and sector 

balance where possible
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BOARD OF 
D IRECTORS

Finance and Audit 
Committee

CMEP Advisory Council

NERC Standards Review Forum

Governance and 
Personnel Committee

Reliability Advisory Council

Security Threat Forum

Org Group Oversight 
Committee

Security Advisory Council

23-member hybrid board with 4 
independent directors, 2 regional 

directors and 17 industry directors

Vice chair of the board and seven 
directors, including 2 indepen-

dent directors

15 experts from MRO member 
companies that reflect geo-
graphic diversity and sector 

balance where possible

Sector balanced group of 
individuals from MRO’s industry 

members

Seven directors, including all 
four independent directors, one 

of which serves as chair

Led by 5 individuals from MRO 
member companies, open to all 

registered entities

Sector balanced committee 
with up to eleven members of 

the board 

MRO STRUCTURE
Acciona Wind Energy USA

AE Power Services LLC

Algonquin Power & Utilities 
Corp

Alliant Energy

Ameren

American Electric Power

American Transmission                 
Company

Ames Municipal Electric 
System

Archer Energy Solutions, LLC

Arkansas Electric Cooperative 
Corporation (AECC)

Badger Power Marketing           
Authority of Wisconsin

Basin Electric Power                       
Cooperative

Birch Infrastructure PBLLC

Capital Power Corporation

Caprock Wind, LLC

Cedar Falls Utilities

Central Iowa Power Coopera-
tive

Central Power Electric                         
Cooperative, Inc.

City of Independence Power 
& Light

City Utilities of Springfield, 
Missouri

Coffeyville Municipal Light & 
Power

Corn Belt Power Cooperative

Dairyland Power Cooperative

Dogwood Power Management, 
LLC

East River Electric Power                
Cooperative, Inc.

Evergy

Flat Ridge 2 Wind Energy LLC

Flat Ridge Wind Energy LLC

Glencoe Light and Power

Golden Spread Electric                      
Cooperative, Inc.

Grand River Dam Authority

Great River Energy

Green Country Energy

Hastings Utilities

Heartland Consumers Power 
District

Hutchinson Utilities Commis-
sion

Iberdrola Renewables (aka 
PPM Energy, Inc)

Iowa Association of Municipal 
Utilities

Iowa Industrial Energy Group

ITC Great Plains, LLC

ITC Midwest LLC

Kansas City Board of Public 
Utilities

Kansas Electric Power                        
Cooperative, Inc.

Lincoln Electric System

Madison Gas and Electric               
Company

Manitoba Hydro

Marshfield Utilities

McKenzie Electric Cooperative

MidAmerican Energy Company

Midcontinent Independent            
System Operator, Inc.

Midwest Energy Inc

Minnesota Chamber of                   
Commerce

Minnesota Power

Minnkota Power Cooperative, 
Inc.

Missouri River Energy Services

Montana-Dakota Utilities              
Company

Moorhead Public Service

Mountrail-Williams Electric 
Cooperative

Muscatine Power & Water

Nebraska Public Power District

New Ulm Public Utilities

NextEra Energy Resources, LLC

Northwestern Energy

Oklahoma Gas and Electric

Oklahoma Municipal Power 
Authority

Omaha Public Power District

Otter Tail Power Company

Pattern Operators LP

Proven Compliance Solutions

Rainbow Energy Center, LLC

Ramakrishna Gokaraju,              
University of Saskatchewan

Rochester Public Utilities

Saskatchewan Power                 
Corporation

Sheridan Electric Cooperative, 
Inc.

Southern Minnesota Municipal 
Power Agency

Southern Power Company

Southwest Power Pool

Southwestern Power                    
Administration

Southwestern Public Service 
Company

Sunflower Electric Power              
Corporation

Tenaska Power Services Co.

The Empire District Electric 
Company

The Energy Authority

Upper Missouri Power                   
Cooperative

Upper Peninsula Power Co.

Utility Services, Inc.

Western Area Power                      
Administration

Western Farmers Electric             
Cooperative

Willmar Municipal Utilities

Wisconsin Industrial Energy 
Group

Wisconsin Rapids Water Works 
and Lighting Commission

WPPI Energy

Xcel Energy

MRO STRUCTURE MRO MEMBER COMPANIES

Protective Relay Subgroup
19 Individuals from MRO 

member companies, with no 
company represented twice

Subject Matter Expert Teams
Formed as needed with industry 
experts reporting to the CMEPAC

M E M B E R S
93 Members and Adjunct Mem-

bers, with Members representing 
7 different industry sectors

15 experts from MRO member 
companies that reflect geo-
graphic diversity and sector 

balance where possible

MRO Member Companies in 2022:
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MRO’s Executive Team 
(left to right) Lam Chung, Vice President Strategy, Innovation and Finance; Sara Patrick, President and CEO; Julie Peterson, Vice 

President General Counsel and Corporate Secretary; and Richard Burt, Senior Vice President and Chief Operating Officer

MRO STRUCTURE: BOARD OF DIRECTORS AND LEADERSHIP

Brad Cox, Chair 
Tenaska Power Services

Generator Power Mrktr. Sector

Dr. Dana Born, Vice Chair 
Independent Director

Darcy Neigum
Montana-Dakota Utilities 

Investor Owned Sector

Aaron Bloom
NextEra Energy Services
Generator Power Mrktr. 

Sector

Iqbal Dhami
Saskatchewan Power 

Canadian Sector

Dehn Stevens
MidAmerican Energy 

Investor Owned Sector

Eric Schmitt
Independent Director

Ben Porath
Dairyland Power Coop., 

Cooperative Sector

James “JP” Brummond
Alliant Energy

Investor Owned Sector

Jeanne Tisinger
Independent Director

Lloyd Linke
Western Area Power Assc.

Federal Power Sector

JoAnn Thompson
Otter Tail Power Co.

Investor Owned Sector

Charles Marshall
ITC Holdings

Transmission System 
Operator Sector

Michael Desselle
Southwest Power Pool 
Transmission System          

Operator Sector

Michael Lamb
Xcel Energy

Investor Owned Sector

Paul Crist
Lincoln Electric System
Municipal Utility Sector

Priti Patel
Great River Energy
Cooperative Sector

Scott Nickels
Rochester Public Utilities 
Municipal Utility Sector

Thomas Graham
Independent Director

Tom Finco
American Transmission Co.

Transmission System         
Operator Sector

Stuart Lowry
Regional Director

MRO 2022 BOARD OF DIRECTORS MRO LEADERSHIP TEAM

Jennifer Flandermeyer
Regional Director

Daryl Maxwell
Manitoba Hydro 
Canadian Sector

MRO’s Director Team 
(left to right) Bill Steiner, Director of RAM;  Steen Fjalstad, Director of Security; Gina March, Director of Finance and Risk Management; Karla 

Schiller, Director of HR; Jeff Norman, Director of Compliance Monitoring; Tasha Ward, Director of Enforcement and External Affairs; Bryan Clark, 
Director of Reliability Analysis; Jessie Mitchell, Director of Communications; and Ken Gartner, Director of IT 



MRO collaborates closely with indus-
try to advance our shared vision of 
a highly reliable and secure North 
American bulk power system. The 
work we do to address risk relies 
on the experience and expertise of 
industry experts who contribute 
their input and technical skills to help 
identify emerging risks, develop miti-
gation strategies, address planning 
and resource adequacy issues, focus 
on important cyber and physical se-
curity threats, and plan and conduct 
outreach to industry participants 
across the region.

In addition to the skills sought after 
for members in each organizational 
group charter, MRO seeks to enhance 
both inherent and acquired diversity 

across all of its organizational groups. 
Diverse teams have been proven 
to focus more on facts and remain 
objective during decision-making, 
leading to improved and more ac-
curate group thinking. Additionally, 
diverse teams consider and process 
those facts more carefully given vari-
ous perspectives and experiences. 
Finally, diverse teams are also more 
innovative and boost intellectual 
perspective.

Membership on organizational 
groups is based on experience, ex-
pertise, and to the extent practicable, 
geographic diversity and sector 
balance. The role and duties of each 
group, as well as the specific quali-
fications for membership and any 

open positions, can be found in each 
organizational group’s page on our 
website. Only individuals employed 
by an MRO member company are eli-
gible to serve on MRO organizational 
groups. 

Not a member with MRO? Member-
ship is voluntary, free of charge, and 
does not affect NERC Registration. 
Members have the opportunity to 
participate in addressing regional 
risk, serve on organizational groups 
and the board of directors, support 
reliability and security of the regional 
power system, and develop a net-
work of industry peers. 

See if your company qualifies!

View Open Org Group 
Positions and Apply OPPORTUNITIES TO 

PARTICIPATE
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ORGANIZATIONAL GROUPS
Our sincere thanks to all of the individuals who volunteered their time and expertise on MRO organizational groups in 
2022. Your participation is critical to our success!

CMEP Advisory Council
• Terri Pyle (Chair), Oklahoma Gas and Electric
• Tiffany Lake (Vice Chair), Evergy
• Ashley Stringer, Oklahoma Municipal Power 

Authority
• Bryan Dixon, Xcel Energy
• Carl Stelly, Southwest Power Pool
• Eric Ruskamp, Lincoln Electric System
• Fred Meyer, The Empire District Electric Co.
• Larry Heckert, Alliant Energy
• Mahmood Safi, Omaha Public Power District
• Mark Buchholz, Western Area Power Admin.
• Matt Caves, Western Farmers Electric Coop
• Paul Mehlhaff, Sunflower Electric Power 

Coop
• Theresa Allard, Minnkota Power Coop
• Trevor Stiles, American Transmission Co.

Reliability Advisory Council
• Dick Pursley (Chair), Great River Energy
• Jason Weiers (Vice Chair), Otter Tail Power 

Co.
• Andy Witmeier, MISO
• Binod Shrestha, Saskatchewan Power Corp.
• CJ Brown, Southwest Power Pool
• Dallas Rowley, Oklahoma Gas and Electric
• Derek Brown, Evergy
• Durgesh Manjure, MISO
• Dwayne Stradford, American Electric Power
• Gayle Nansel, Western Area Power Admin.
• Jeremy Severson, Basin Electric Power Coop
• John Stephens, City Utilities of Springfield
• Nandaka Jayasekara, Manitoba Hydro
• Ron Gunderson, Nebraska Public Power 

District
• W. Bryn Wilson, Oklahoma Gas and Electric

Security Advisory Council
• Clayton Whitacre (Chair), Great River Energy
• Michael Meason (Vice Chair), Western Farm-

ers Electric Coop
• Brett Lawler, Xcel Energy
• Chad Wasinger, Sunflower Electric Power 

Corp.
• Daniel Graham, Basin Electric Power Coop
• Douglas Peterchuck, Omaha Public Power 

District
• Jamey Sample, Xcel Energy

• Jason Nations, Oklahoma Gas and Electric
• Justin Haar, Minnkota Power Coop
• Laura Liston, Alliant Energy
• Matthew Szyda, Manitoba Hydro
• Norma Browne, Ameren
• Sam Ellis, Southwest Power Pool
• Tim Anderson, Dairyland Power Coop
• Tony Eddleman, Nebraska Public Power 

District

SAC Threat Forum
• Brett Lawler (Chair), Xcel Energy
• David Johnson, Oklahoma Gas and Electric 
• Frank Berry, American Transmission Co.
• Paul Neman, MISO

Protective Relay Subgroup
• Greg Sessler (Chair), American Transmission 

Co.

• David Wheeler (Vice Chair), Southwestern 
Public Services Co.

• Adam Daters, ITC Holdings

• Alex Bosgoed, Saskatchewan Power

• Casey Malskeit, Omaha Public Power District

• Cody Remboldt, Montana-Dakota Utilities

• David Weir, Western Area Power Admin.

• Dennis Lu, Manitoba Hydro 

• Derek Vonada, Sunflower Electric Power 
Corp.

• Derrick Schlangen, Great River Energy

• Glenn Bryson, American Electric Power

• Greg Hill, Nebraska Public Power District

• Jeff Beasley, Grand River Dam Authority

• Josh Erdman, Xcel Energy

• Matt Boersema, Western Farmers Electric

• Ryan Einer, Oklahoma Gas and Electric

• Sarah Marshall, Alliant Energy

• Scott Paramore, Kansas City Board of Public 
Utilities

• Terry Fett, Central Iowa Power Coop

NERC Standard Review Forum
• George Brown (Chair), Pattern Operators LP 
• Larry Heckert (Vice Chair), Alliant Energy
• Bobbi Welch, MISO
• Bryan Sherrow, Kansas City Board of Public 

Utility

• Christopher Bills, City of Independence 
• David Heins, Omaha Public Power District 
• Fred Meyer, Algonquin Power Co.
• Jaimin Patal, SaskPower
• Jamie Monette, Minnesota Power/ALLETE
• Jamison Cawley, Nebraska Public Power 

District
• Kimberly Bentley, Western Area Power 

Admin. 
• Michael Brytowski, Great River Energy
• Marc Gomez, Southwestern Power
• Matthew Harward, Southwest Power Pool 
• Seth Shoemaker, Muscatine Power & Water
• Terry Harbour, MidAmerican Energy
• Troy Brumfield, American Transmission Co.

MRO NERC Representatives
• Alan Kloster, Evergy, Security Integration 

and Technology Enablement Subcom-
mittee (SITES)

• David Brauch, MISO, Inverter-Based Re-
source Performance Subcommittee (IRPS) 

• Jaimin Patel, Saskatchewan Power 
Corporation, Electric Gas Working Group 
(EGWG)

• Mark Gutzmann, Xcel Energy, System 
Protection and Control Working Group 
(SPCWG) 

• Erin Cullum Marcussen, Southwest 
Power Pool, NERC Compliance Certifica-
tion Committee (CCC)

• Thomas Whynot, Manitoba Hydro, En-
ergy Reliability Assessment Task Force 
(ERATF)

• Tony Eddleman, Nebraska Public Power 
District, Supply Chain Working Group 
(SCWG)

• Wayne Guttormson, Saskatchewan 
Power Corporation, System Planning Im-
pacts from DER Working Group (SPIDERWG)

• Troy Brumfield, American Transmission 
Company, Standards Committee (SC)

• Jon Radloff, American Transmission 
Company, Facility Ratings Task Force 
(FRTF) 

MRO STRUCTURE: ORGANIZATIONAL GROUPS

https://www.mro.net/organizational-groups/
https://www.mro.net/about/membership/
https://www.mro.net/organizational-groups/
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“Celebrate what you have accomplished, but raise the bar a little higher each time you succeed.”
- Mia Hamm
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Each year, MRO takes a measured 
approach to identify and prioritize 
annual projects that support ongoing 
efforts to mature as an organization, 
maintain a HEROs culture, and strive 
for improved risk-based effectiveness 
and efficiency in the implementa-
tion of our delegated duties. The 
leadership team began 2022 with 
a brainstorming session to identify 
initiatives that support advancing 
the strategic priorities (People, Pro-
cesses, and Partnerships) in MRO’s 
2022-2024 Strategic Plan. 

A critical component of this planning 
session was a discussion on the key 
findings from MRO’s 2022 Regional 
Risk Assessment and the activities 
that promote industry efforts to 
mitigate and reduce reliability and 
security risks to the regional power 

grid. ERO-wide strategic focus areas 
were also reviewed to ensure that 
MRO efforts are complementary, 
and not duplicative, of similar ERO 
Enterprise-wide efforts. 

As a result of this planning session, 
the leadership team developed a 
number of corporate goals for 2022 
that were ultimately approved by the 
board of directors. Department and 
individual employee goals were then 
established to support the corporate 
goals along with specific program 
area needs and individual growth 
and development objectives. Key 
Performance Indicators (KPIs) were 
established to measure operational 
performance. The status of the 2022 
corporate goals and KPIs were 
reported to the board periodically 
throughout the year. 

The three priorities identified in the 
strategic plan are reflected here, 
along with a high level summary of 
just some of what MRO accomplished 
in 2022 to support these priorities.

2022 was an extremely successful 
year for MRO, as you’ll read through-
out this report. A number of impor-
tant goals were met that not only 
promoted reliability and security of 
the regional power grid, but ensured 
that MRO remained innovative, high-
performing, effective and efficient, 
as well as an employer of choice and 
a trusted and valued member of the 
ERO Enterprise.

STRATEGY MILESTONES AND 
IMPLEMENTATION

STRATEGIC PLAN PROGRESS

SUPPORT EMPLOYEE GROWTH AND DEVELOPMENT
Develop and implement a people-first philosophy

• A new quarterly performance review process was implemented to encourage and foster timely and 
intentional communication between managers and employees.

• All employees completed Individual Development Plans to identify actionable steps to meet career 
and personal development goals.

• Succession planning was enhanced to include director-level and other key positions.

• Technology was deployed to support the transition to a hybrid work environment.

• A multi-faceted leadership development program was implemented that included continuing educa-
tion opportunities and 360 assessments.

1
DRIVE OPERATIONAL EXCELLENCE AND CONTINUOUS IMPROVEMENT
Assess and manage corporate risk

• A corporate risk management program was established and implemented.

• MRO was the subject of oversight reviews by NERC and other third parties and feedback from these 
engagements was incorporated into management action plans that are under implementation.

• A comprehensive data retention and classification plan and policy were developed and implementa-
tion began in 2022.

• As part of the data retention efforts, all corporate data was reviewed and inventoried and retention 
requirements are in the process of being enforced.

• Work began in 2022 to establish an innovation and continuous improvement framework at MRO.

FOSTER a collaborative culture 
Be a valued and trusted partner to industry and the ERO Enterprise

• MRO participated in and helped to lead ERO Enterprise efforts to implement new processes for pri-
oritizing reliability and security risks to the North American bulk power system.

• A new stakeholder outreach department was formed in 2022 and will be fully staffed in 2023. This 
new department is charged with centralizing and elevating MRO’s stakeholder outreach efforts.

• MRO’s External Affairs staff worked closely with NERC and the other Regional Entities to further ex-
pand relationships with state and provincial regulatory agencies. The purpose of this program is to 
be a trusted regional voice on reliability and security matters that affect the power grid.

• Nine projects were implemented in 2022 that focused on the seven highest risks identified in MRO’s 
2022 RRA. The goal of these projects was to raise awareness and inform industry of risk mitigation 
efforts.

2

3

https://www.mro.net/wp-content/uploads/document-library/MRO-Strategic-Plan.pdf
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An important component of MRO’s 
people-driven focus is the emphasis 
on employee engagement, develop-
ment, retention, and recruitment. 
Ongoing activities and strategic ini-
tiatives tied to these areas reinforce a 
people-first philosophy that includes 
a strong emphasis on competency 
and learning, succession planning, 

and enhanced benefit offerings. MRO 
prides itself on applying a people-
driven lens that emphasizes health 
and safety when approaching and 
implementing decisions that impact 
employees. 

Similar to other organizations, MRO 
recognized, identified, and executed 
opportunities in 2022 that addressed 

‘post-pandemic’ recruitment and 
retention, employee relations, and 
workplace operation challenges. 
The organization successfully tran-
sitioned from a fully remote work 
environment to the hybrid model 
that MRO is operating under today. 
There was continued focus on learn-
ing and development that included 

PEOPLE DRIVEN

THE FOUR KEYS TO 
MRO’S SUSTAINABLE 
SUCCESS

At MRO, we believe in fostering a 
culture where people are connected 
to the work they do and the people 
they work with, both at MRO and 
across the ERO Enterprise. A culture 
where we practice authentic kindness 
and motivate and inspire each other 
to contribute new and bold ideas that 
lead to better alignment and results. 
A culture where curiosity is encour-
aged and people feel empowered to 

examine the status quo and ask tough 
questions. 

A culture that starts with the WHY and 
where a commitment to our vision 
of a highly reliable and secure North 
American bulk power system is led by 
example. A culture that values com-
petency. One where decisions are not 
made solely on the basis of power 
and authority, but that defers to the 

intelligence, experience and expertise 
of our boots on the ground. 

Finally, a culture that communicates 
an invented future; where we all have 
opportunities to lead and be part of 
the solution. 

These are the keys to our sustainable 
success.

Ensuring MRO remains an innovative, resilient, and high-performing organization 
with an increased emphasis on leadership development and culture.

PEOPLE FIRST PHILOSOPHY

PEOPLE DRIVEN: PEOPLE-FIRST PHILOSOPHY

succession planning to ensure the organization has a 
pipeline of talent ready to take on new roles as they 
become available. In our ongoing effort to promote 
employee engagement and motivation, enhance-
ments were made to the employee benefits package 
in the areas of flexibility, affordability, health and 
wellness, mission driven, personal development, 
and recognition. 

MRO continues to offer development opportunities 
to both staff and stakeholders in an environment 
that encourages and supports competency and 
learning. The goal of these programs is to contribute 
to the ongoing success of the organization and in-
dustry. These opportunities include MRO-sponsored 
meetings and conferences, as well as continuing 
education, employee development plans, staff train-
ing events, and quarterly Performance Connection 
discussions between the employee and manager. 

Each of these initiatives increases the competency 
and knowledge that is essential to support stake-
holders and staff and demonstrates MRO’s com-
mitment to the industry. MRO-sponsored training 
opportunities in 2022 included the topics of security, 
ethics, leadership, and personal development.

The strategic investment of MRO’s people-driven 
philosophy provides a framework for MRO leadership 
and staff to apply thoughtful intentionality to further 
envision a future that embraces growth and develop-
ment opportunities that advance and achieve orga-
nizational goals, as well as support and encourage 
individuals to reach their potential and aspirations. 

MRO’s People-First Philosophy 
supports high levels of employee 
engagement and retention.
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Diversity, Equity 
and Inclusion The Green Team 

(Sustainabil ity)

Office of Productivity 
and Happiness

Celebrate community 
through awareness and 

inclusion
Reduce waste and 

MRO’s environmental 
impact

Strengthen relation-
ships and engagement

Employee-Led Volunteer 
Groups

Supporting our staff, stakeholders, 
and the communities within which 

we operate.
Volunteerism

Improve the communities 
we work within

A SOCIALLY CONSCIOUS  CULTURE
Community Involvement 

MRO encourages its employees to support and help 
improve the communities we work within through volun-
teering. Each employee is provided a set number of hours 
each year to help support a cause they are passionate 
about. Additionally, a staff-led Volunteerism Committee 
identifies three to four initiatives throughout the year for 
the entire company to support and leads the planning and 
implementation of these efforts. Here is what we did in 
2022:  

• Money War$ competition for charity of choice for the top 
two teams 

• Como Park cleanup 
• Open Farms Minnesota vegetable harvest 
• Coats for Kids 
• The Sandwich Project Minnesota
• Comeback Cooler, decorating lids for lineman buckets in 

support of hurricane relief 
• Pop tab collection for the Ronald McDonald House 

Diversity, Equity, and Inclusion

MRO’s employee-led Diversity, Equity, and Inclusion (DEI) 
committee celebrates community within MRO by promot-
ing awareness of diversity and inclusion and enhances 
respect for others by acknowledging the importance of 
equity (C.A.R.E.). The committee worked with employees 
and leadership throughout 2022 to strengthen a collective 
commitment to DEI through the following:

• Discussing Racism Watch Party 
• International Potluck (in conjunction with the Office of 

Productivity and Happiness) 
• Women in Business Urban Growler Event (with the OPH)
• DEI Days (focused on linguistic diversity) 
• Growing to C.A.R.E. Book Club 

Environmental Sustainability

Another employee-led committee is MRO’s Green Team. 
The Green Team formed in 2019 to drive an initiative 
focused on reducing waste within the office and identify-
ing environmentally-friendly practices that help reduce 
MRO’s carbon footprint. The volunteers on this committee 
serve across all areas and levels of the company, which 
has led to the implementation of broad and impactful 
sustainability initiatives:

• Training on proper sorting of items for landfill, recycling, 
and compost

• Organizing Earth Day events and activities
• Engraved personalized mugs for employees to reduce 

paper cup usage
• Reducing waste in office supply use and printing practices
• Brown bag lunch on rooftop solar

Office of Productivity and Happiness

The office of productivity and happiness (OPH) was intro-
duced several years ago as a way to improve employee 
engagement and help staff strengthen relationships with 
each other and their teams. The OPH organizes and hosts 
multiple collaboration and teambuilding activities and 
events throughout the year, such as:  

• Lego Valentines 
• Employee appreciation and recognition events
• St. Paul Gangster Tour and Trivia Competitions
• Retirement Parties
• Kickboxing Class 
• Halloween Decorations and Costume Contest 
• Name that Tune Contest
• Winter Celebration Party 
• SAY CHEESE! (Sara And You Chat Hangout Eat Engage Share 

Exchange !deas
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Enhanced Focus on Corporate 
Risk

MRO continued to enhance and 
mature its corporate risk posture in 
2022. A corporate risk management 
program was formally established 
utilizing a corporate risk register that 
was developed in 2021 by a cross-
departmental team of staff. The risk 
register scores and prioritizes risks 
with the intent of identifying, priori-
tizing and mitigating risk. The 2022 
corporate risk register identified 19 
corporate risks, for which MRO has 
developed corresponding internal 

controls to manage. The four highest 
priority risks in 2022 remained the 
same as 2021 and were related to 
system and data security and MRO’s 
ability to attract and retain talent. 

From an inherent risk perspective, 
greater emphasis in 2022 was placed 
on the severity, impact, and likeli-
hood of certain risks. For example, 
insider threats were the subject of 
focused training and improvements 
in detection controls were introduced 
to reduce exposure. Emerging risks 
were also identified and assessed in 
2022 as part of the annual risk review 

process. MRO uses the results of the 
corporate risk review as input into 
its business plan and budget and the 
corporate risk team will continue to 
monitor and review all risks as part of 
MRO’s ongoing corporate risk man-
agement program.

Building a robust and secure 
infrastructure

Much of MRO’s Information Technol-
ogy and network security efforts in 
2022 were focused on staying abreast 
of the rapidly increasing and evolving 
cyber threat landscape. In response 

PROCESS DRIVEN 
Drive operational excellence throughout MRO in all processes and procedures, 
while emphasizing effectiveness and efficiency.
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to escalating geopolitical tensions 
over the past year in Europe and 
Asia, and a surge in frequency and 
complexity of cyber vulnerabilities 
like Log4J, MRO took several steps to 
protect the company and the sensi-
tive data and processes we manage. 

Though many organizations face 
similar threats and risks, each orga-
nization is unique and must consider 
the individual assets, sensitivity of 
data and processes managed, size, 
configuration, location, and people 
(to name a few), in developing a secu-
rity approach and activities that most 
effectively protect the company. 

Here are just some of the activities 
MRO undertook in 2022:

• Enhanced the security training 
administered to staff  

• Increased the sophistication of 
periodic phishing tests 

• Revamped and improved 

third-party risk management 
processes 

• Updated MRO’s Insider Threat 
Program to be more effective and 
easier to use 

• Expanded use of intelligence 
sources like EISAC, DHS, and the 
FBI

• Leveraged output from third 
party reviews to identify areas of 
improvement

• Augmented network security 

• Collaborated with the other Re-
gional Entities and NERC to share 
best practices, ideas, and lessons 
learned   

Just as security threats continue to 
evolve and grow, so does MRO’s re-
sponse and the steps we take to bet-
ter protect the company. The number 
of different initiatives and activities 
performed around security over the 
past year is credit to one of MRO’s 
greatest strengths—the ability to 

pivot quickly, when necessary, to fo-
cus on specific risks—and remaining 
agile will be necessary as we continue 
on our security journey. 

Preparing for the Unexpected

One of the ways MRO achieves its 
mission to protect reliability and se-
curity of the bulk power system is by 
promoting Highly Effective Reliability 
Organizations or HEROs®. HEROs 
are industry organizations that have 
succeeded in avoiding catastrophes 
in environments where accidents 
can be expected due to complexity, 
interdependence, and risk. 

In this same spirit, MRO has applied 
the HEROs lens to its own operations 
and the development of a robust 
emergency management and crisis 
response plan. This plan has been 
carefully designed to address a vari-
ety of internal and external emergen-
cies and has been implemented since 
the onset of the COVID-19 pandemic. 
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Members of MRO’s Emergency Re-
sponse Team also participate during 
implementation of NERC’s Crisis Ac-
tion Plans, as appropriate. 

In 2022, efforts to enhance MRO’s 
emergency management and crisis 
response program included:

• Regular tests of a newly imple-
mented emergency communica-
tion capability 

• Revision of crisis communications 
procedures

• Media training for key spokes-
people

• Tabletop exercises of certain pro-
cedures within the plan

The Emergency Response Team meets 
regularly throughout the year and 
also participates in NERC’s Biannual 
grid security exercise (GridEx) – using 
this exercise as an opportunity to test 
MRO’s emergency management and 
crisis response plan. This activity is 
planned again in 2023.

Improving CMEP Processes

In January 2022, the MRO Risk As-
sessment and Mitigation (RAM) 
department implemented the results 
of a significant process improvement 
activity. An external consultant was 
engaged to lead a risk determina-
tion process review focused on the 
RAM and Enforcement Departments’ 
optimization of MRO’s transition to the 
ERO Align CMEP tool. The focus of this 
engagement was reducing the number 
of handoffs between these depart-
ments while still meeting NERC Rules 
of Procedure obligations.

A notable improvement resulting from 
the engagement was the implementa-
tion of a preliminary review process 
where registered entities received 
timely feedback on additional 
information that would be required 
to complete MRO’s risk determina-
tion, along with assigning a RAM 
primary contact to assist the entity as 

needed with all open findings. This 
improvement allows MRO to complete 
its work without the interruptions 
normally associated with numerous 
requests for information. On April 28, 
2022, the RAM department hosted 
a well-attended virtual conference 
detailing these improvements. While 
MRO implemented this process in the 
first quarter of 2022, the full benefit 
of these improvements will not be 
realized until the transition to Align is 
complete, which is scheduled for 2023.

Sharing Information and Best 
Practices

MRO As part of MRO’s ongoing efforts 
to support HEROs, an email address 
(HEROS@mro.net) was established to 
respond to CMEP-related questions 
from registered entities. This method 
for receiving and responding to entity 
questions remains a well-used and 
popular way for providing clarity on 
the rules and requirements. In 2022, 
70 questions were received and an-
swered through the HERO email.  

MRO considers the HEROs questions 
when determining outreach topics 
for newsletter articles, webinars 
and other outreach events. On April 
28, 2022, MRO held a well-attended 
virtual conference in which numerous 
HERO questions were anonymized 
and discussed. In addition to heros@
mro.net, the AskCMEPAC@mro.net 
is available to registered entities for 
questions about internal controls or to 
communicate outreach ideas directly 
to the CMEP Advisory Council.

Elevating Outreach and 
Engagement

One of MRO’s long-term strategic 
objectives is to “be a trusted leader in 
providing premier and cutting edge 
outreach to our stakeholders.” In June 
2022, MRO established a dedicated 
Outreach Department tasked with 
centralizing MRO’s outreach activities, 
streamlining related processes, and 

assessing/implementing tools and 
technology to elevate MRO’s outreach 
efforts. This new department is led by 
a Manager of Outreach and Stakehold-
er Engagement who was focused in 
2022 on gathering information on how 
MRO currently conducts outreach, 
as well as how others across the ERO 
Enterprise do the same work in order 
to identify best practices and areas of 
improvement. 

Most notable in 2022 was the re-
turn to in-person events following 
pandemic-related travel and gathering 
restrictions. All of MRO’s outreach 
events in 2022 were hybrid, providing 
stakeholders the opportunity to at-
tend either in-person or virtually. This 
practice will continue for the foresee-
able future. 

The following reflects work done in 
2022 to improve and expand MRO’s 
outreach and stakeholder engagement 
efforts:

• Designed and deployed a new 
external-facing MRO website that 
is more responsive to the needs of 
stakeholders

• Enhanced MRO’s newsletter publi-
cation and related processes to be 
more relevant and timely

• Raised awareness of the highest 
risks identified in MRO’s Regional 
Risk Assessment through a variety 
of industry outreach

• Collaborated with industry 
members on MRO’s organizational 
groups to identify relevant topics 
and methods of delivery

• Facilitated hybrid outreach events 
that welcome both in-person and 
virtual attendees

MRO saw a significant increase in 
newsletter subscription requests fol-
lowing the release of the new website 
and enhanced news pages in June of 
2022. Staff has received very postive 
feedback from end-users on these 
improvements.

PROCESS DRIVEN: OPERTIONAL EXCELLENCE

167 %

250 %

Increase in 2022 newsletter subscription 
requests over 2021

jump in subscription requests between 
June and july of 2022

mailto:HEROS%40mro.net?subject=
mailto:AskCMEPAC%40mro.net?subject=


26 27MRO 2022 ANNUAL REPORT

Pursuant to the Energy Policy Act of 
2005, the Federal Energy Regulatory 
Commission (FERC) established an 
Electric Reliability Organization (ERO) 
in the United States to oversee the 
development of, and monitor and 
enforce compliance with, mandatory 
reliability standards. NERC shares this 
responsibility with six Regional Enti-
ties, of which MRO is one. Collectively, 
NERC and the six Regional Entities 
are referred to as the ERO Enterprise. 
Similar arrangements exist between 
the ERO Enterprise and Canadian regu-
lators. Together, the ERO Enterprise 
organizations are charged with assur-
ing the reliability and security of the 
North American bulk power system.

Identifying and Mitigating Risk 
Across the ERO Enterprise

Biennially, the NERC Reliability Issues 
Steering Committee (RISC) releases an 
ERO Reliability Risk Priorities Report 
that defines and prioritizes risks to 
the reliability and security of the 
North American bulk power system. 
The latest report, released in 2021, 
represents a collective effort among 

RISC membership and ERO Enterprise 
stakeholders and presents four key 
risk groupings. These groupings are:

• Grid Transformation
• Security Risks
• Extreme Natural Events
• Critical Infrastructure Interdepen-

dencies

The 2021 ERO Reliability Risk Priorities 
Report identified four key risks that 
pose significant threats and need 
industry collaboration to mitigate. The 
key risks are:

• Changing Resource Mix
• Cyber Security Vulnerabilities
• Resource Adequacy and Perfor-

mance
• Critical Infrastructure Interdepen-

dencies

NERC and the Regional Entities part-
ner to develop and implement mitigat-
ing activities for the highest priority 
risks in the RISC report and this work 
continued throughout 2022. The ERO’s 
Reliability Risk Toolkit is leveraged 
to assist in determining how best to 
mitigate each risk. ERO Enterprise staff 

analyze a risk’s impact, likelihood, and 
mitigation initiation timeframe and 
use the toolkit to choose from the fol-
lowing mitigating activities:

• Technical Engagements
• Reliability Guidelines
• Reliability Assessments
• NERC Alerts
• Reliability Standards 

The risk groupings and key risks from 
the ERO Reliability Risk Priorities 
Report closely relate to the risks iden-
tified and prioritized in MRO’s Regional 
Risk Assessment, which is highlighted 
later in this annual report. 

In 2022, MRO staff partnered with the 
NERC RISC to evaluate incorporating 
MRO’s Risk Matrix—a tool used to 
prioritize risks within MRO’s Regional 
Risk Assessment—into the next ERO 
Reliability Risk Priorities Report sched-
uled to be released mid-2023. This, 
along with a similar effort that made 
substantial progress in 2022 between 
MRO and the other Regional Entities, is 
aimed at having a consistent method 
of comparing risk across North 
America.

PARTNERSHIP  
DRIVEN
Develop a nimble, adaptive, and collaborative culture that allows us to carry out our 
mission as a trusted and valued member of the ERO Enterprise.

WITH THE ERO 
ENterprise

with ERO 
Collaborators

WITH state 
regulators

WITH CANADIAN 
PARTNERS

WITH Registered 
Entities

STRENGTHENING INTERNAL RELATIONSHIPS STRENGTHENING EXTERNAL RELATIONSHIPS
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Collectively NERC and the 
six Regional Entities are 

charged with overseeing a 
reliable and secure North 

American bulk power 
system.

“The second half of 2022 high-
lights how critical it is that the 

ERO Enterprise and industry 
come together to identify real 

solutions to the very real issues 
we are facing...”

- NERC President and CEO Jim Robb

https://www.nerc.com/comm/RISC/Related Files DL/Framework-Address Known-Emerging Reliabilit-Securit  Risks_ERRATTA_V1.pdf#page=12


28 29MRO 2022 ANNUAL REPORT

Event Analysis and Reliability 
Assessments

MRO staff also continued very impor-
tant work in 2022 to review and analyze 
bulk power system disturbances 
as part of the ERO Enterprise Event 
Analysis Process. While the process 
is primarily driven by power system 
disturbances, select events are flagged 
for cyber and physical security assess-
ment. Some events require further 
analysis based on high level indicators 
in the categorization of the event. A 
root cause analysis is performed to 
identify the cause of the event, track 
corrective actions to prevent recur-
rence, and document lessons learned 
that can be shared with industry.  In 
2022 MRO worked with a registered en-
tity to publish a lessons learned around 
Altering Protection System Wiring to 
Accommodate Failing Equipment.  MRO 
works closely with NERC and the other 
Regional Entities to implement the 
ERO Enterprise Event Analysis program 
and also uses this information to 
trend significant events and common 
disturbance causes in order to evaluate 
regional risks.  

MRO continued to support NERC’s 
Long-term Reliability Assessment, 
which is a 10-year projection of grid ad-
equacy, and NERC’s summer and winter 
seasonal assessments. MRO uses the 
information in these continent-wide re-
ports to publish both regional summer 
and winter assessments that identify 
challenges and potential reliability 
risks related to each season.  MRO 
began publishing regional seasonal 
assessments in 2020 and has received 
positive feedback on these reports 
from registered entities. MRO’s sea-
sonal assessments are a complement 
to the continent-wide NERC seasonal 
assessments and focus on regional 
grid adequacy projections as well as 
system performance from the previous 
year. In 2022, MRO hosted webinars 
on the seasonal assessments to raise 
awareness and discuss key findings 

and recommendations with industry 
stakeholders.  

Emergency Preparedness

MRO partnered with ReliabilityFirst 
Regional Entity in 2022 to conduct an 
on-site table top test of the security 
and crisis communications provisions 
in MRO’s Emergency Management 
Program. The exercise was led by staff 
from ReliablityFirst so that MRO’s 
Emergency Response Team could be 
full participants. This exercise was a 
successful test of two different emer-
gency situations and the results have 
helped MRO recognize gaps and op-
portunities to enhance the Emergency 
Management Program and be better 
prepared in the future. 

MRO staff also participates alongside 
NERC, the E-ISAC, and other Regional 
Entities in NERC’s Crisis Action Plan 
(CAP) group that performs ERO-wide 
exercises to better prepare for crisis 
situations. MRO is using concepts ap-
plied during CAP exercises to mature its 
Emergency Preparedness Program.  We 
will also continue to seek similar op-
portunities in the future to collaborate 
and coordinate with others across the 
ERO Enterprise for the benefit of the 
whole. 

Improving Coordination and 
Collaboration
ERO Collaboration Groups

ERO Enterprise collaboration groups 
were formed to provide a mechanism 
for ERO staff to share information 
and best practices and work more 
effectively and efficiently together 
in support of our shared vision and 
mission. The groups consist of staff 
from across all ERO Enterprise business 
areas. The transformation that NERC 
President and CEO Jim Robb has 
been leading over the past five years 
to create greater alignment and 
collaboration across the ERO Enterprise 
has created opportunities for all ERO 

staff to learn from each other and gain 
a better understanding and awareness 
of the work we do as an enterprise.  
MRO has staff that serve on all 20+ ERO 
Enterprise collaboration groups, which 
are committed to:

•	 Actively support activities and 
eliminate unnecessary duplication 
of work

•	 Collaborate to develop clear and 
consistent guidance

•	 Support innovation, initiatives, and 
the sharing of best practices

The collaboration groups accomplished 
much in 2022. One of the most notable 
achievements was the development 
of an ERO Enterprise Themes and 
Best Practices for Sustaining Accurate 
Facility Ratings report. Because 
incorrect facility ratings can lead to 
uncontrolled, widespread service 
outages, the ERO Enterprise undertook 
an initiative to help registered entities 
develop strong and sustainable facility 
ratings programs. In a relatively short 
timeframe, four common themes were 
identified along with best practices 
for mitigating facility ratings risk. The 
report was shared with industry in 
October 2022 and is just one example of 
what we are able to accomplish when 
we work together.

Expanding State and 
Provincial Relationships

In 2022, MRO’s External Affairs Depart-
ment continued to strengthen relation-
ships and become a valued and trusted 
resource for other federal and state 
regulatory agencies through intentional 
communications and outreach. External 
affairs staff met with state regulators 
within the MRO footprint to share 
information on the ERO Enterprise Long 
Term Reliability Assessment, Summer 
Reliability Assessment, NERC’s State 
of Reliability Report, ERO Reliability 
Risk Priorities Report, and MRO’s 2022 
Regional Risk Assessment and seasonal 
assessments. These meetings were 
coordinated with other Regional Enti-

PARTNERSHIP DRIVEN: STRENGTHENING RELATIONSHIPS

ties within the states where our regional 
borders intersect to ensure consistent 
messaging. MRO external affairs staff 
also attended a number of regional 
meetings, including the Mid-American 
Regulatory Conference annual meeting 
and, along with MRO’s President and 
CEO Sara Patrick, the Southwest Power 
Pool Regional State Committee annual 
meeting. Importantly, state regulator 
staff began reaching out to MRO in 2022 
to request educational sessions on the 
work of the ERO Enterprise and MRO, 
which is one of the goals of this state 
outreach initiative.

As part of ongoing work to foster 
strong relationships with our Canadian 
partners, MRO staff attended Canada’s 
Energy and Utility Regulators (CAMPUT) 
annual conference. MRO staff also 
presented at the October Saskatchewan 
Electric Reliability Authority (SERA) 
meeting on the importance of HEROs 
and building an internal compliance 
program that has the characteristics of 
HEROs. Our efforts to expand outreach 
to both of the Canadian provinces 
within the MRO region (Manitoba and 
Saskatchewan) will continue in 2023. 
MRO external affairs staff will also 
continue to promote and provide edu-
cational opportunities to state regula-
tors throughout the region and through 
the newly-formed ERO State Outreach 
collaboration group and the ERO Inter-
national Staff coordination group.   

Participating in Industry-
Related Events

In 2022, several MRO staff played an 
important role in external affairs by 
presenting at industry events on top-
ics such as MRO’s Winter Reliability 
Assessment, the results of the NERC/
FERC Cold Weather Inquiry on winter 
storm Uri, and MRO’s Regional Risk 
Assessment. MRO staff presented at the 
annual MIPSYCON conference, the SPP 
Regional State Committee annual meet-
ing, and at various state and registered 
entity meetings upon request. MRO’s 
technical staff and executives attended 

National Association of Regulatory Util-
ity Commissioners (NARUC) Electricity 
Committee, MIPSYCON, FERC technical 
conferences, and other ERO Enterprise 
meetings and events. 

Identifying and Mitigating Risk 
Across the MRO Region

Each year, MRO staff partners with 
industry subject matter experts to 
assess which of the continent-wide 
risks identified by NERC and the 
ERO Enterprise would have a greater 
impact or likelihood of occurrence 
within MRO’s regional footprint. The 
purpose of this assessment is twofold: 
1) to identify and prioritize risks to the 
reliable and secure operations of the 
regional bulk power system, and 2) 
to guide the development of actions 
by MRO staff, advisory councils, and 
industry to mitigate the risks. The 
efforts undertaken in 2022 resulted in 
the publication of MRO’s 2023 Regional 
Risk Assessment (2023 RRA) that was 
made available in early February.

This ongoing effort to identify, 
assess, and mitigate risks is done in 
collaboration with MRO’s three advisory 
councils and staff. A risk ranking 
workshop to assess and prioritize risks 
using MRO’s Risk Matrix tool is held in 
the fall and includes two volunteers 
from each of the advisory councils. 
The Risk Matrix was originally created 
by the Reliability Advisory Council and 
was further developed with input from 
staff, the other two councils, and ERO 
Enterprise peers. 

The 2023 RRA finds that rapid changes 
in generation resources, technology, 
consumer demand, extreme weather, 
and increasing cyber and physical 
security threats continue to challenge 
bulk power system operators and 
planners. The seven highest priority 
risks identified in the 2022 Regional 
Risk Assessment continue to be high in 
2023, with one additional risk elevated 
to the high risk level. A few new risks 
were added and several risks were 

modified in 2023 as a result of changing 
perceptions in the industry. The risks 
identified in the 2023 RRA are also 
evaluated in aggregate across multiple, 
low inherent risk entities to identify 
reliability standards that rise to a level 
supporting active monitoring.

The 2023 RRA highlights several 
emerging trends, along with new 
technologies that might possibly help 
manage the resource transformation 
in the future. The assessment also 
provides information on activities 
underway at the ERO Enterprise 
and FERC to address each risk. A 
common theme from previous years’ 
assessments is that whatever actions 
are taken to mitigate risk, multiple 
stakeholders need to work together 
towards the shared goal of supporting 
reliability and security of the North 
American bulk power system. 

MRO Generator Winterization 
Program

Generator winterization preparation 
has been an area of focus across North 
America in response to weather-related 
events that placed undue burden on the 
bulk power system. This risk has been 
highlighted in MRO’s RRA since 2021, 
and 2022 was the second official year 
of the MRO Generator Winterization 
Program (GWP). This program is outside 
of any compliance or enforcement 
activity and is meant to promote 
cold weather reliability by sharing 
knowledge, identifying best practices, 
and offering recommendations to help 
reduce weather-related risks. MRO 
utilized seven key components from the 
NERC Reliability Guideline: Generating 
Unit Winter Weather Readiness to guide 
the visits and discussion in its GWP. The 
GWP site visits were expanded from 
four to six sites with three of them in the 
southern portion of the MRO footprint. 

MRO is planning to publish a summary 
of the findings and recommendations 
from the past two years of the program.

https://www.nerc.com/pa/rrm/ea/Lessons Learned Document Library/LL20220405_Consequences_of_Altering_Protection_System_Wiring_for_Failing_CCVT.pdf
https://www.nerc.com/pa/rrm/ea/Lessons Learned Document Library/LL20220405_Consequences_of_Altering_Protection_System_Wiring_for_Failing_CCVT.pdf
https://www.nerc.com/comm/RSTC/Documents/ERO Enterprise Themes and Best Practices for Sustaining Accurate FR - Final - Oct-20-22.pdf
https://www.nerc.com/comm/RSTC/Documents/ERO Enterprise Themes and Best Practices for Sustaining Accurate FR - Final - Oct-20-22.pdf
https://www.nerc.com/comm/RSTC/Documents/ERO Enterprise Themes and Best Practices for Sustaining Accurate FR - Final - Oct-20-22.pdf
https://www.mro.net/wp-content/uploads/document-library/2023-MRO-RRA-Report-1.pdf
https://www.mro.net/wp-content/uploads/document-library/2023-MRO-RRA-Report-1.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_Generating_Unit_Winter_Weather_Readiness_v3_Final.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_Generating_Unit_Winter_Weather_Readiness_v3_Final.pdf
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address regional risk 18 PROJECTS WILL BE IMPLEMENTED by MRO staff and the

advisory councils IN 2023 TO MITIGATE these RISKs
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https://www.mro.net/wp-content/uploads/document-library/2023-MRO-RRA-Report-1.pdf


JOIN AN MRO ORGANIZATIONAL 
GROUP!

MRO’s organizational groups comprise in-
dustry subject matter experts from MRO 
member companies who help identify 
risks to reliability and security of the bulk 
power system, develop mitigation strate-
gies, and share information and best 
practices with participants across MRO’s 
regional footprint.
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MRO’s organizational groups contin-
ued to drive improvements to reliabil-
ity and security of the bulk power sys-
tem in MRO’s region in 2022. Efforts 
were focused on assessing the risks 
most prevalent in MRO’s footprint, 
developing mitigation strategies, and 
expanding outreach efforts to help 
registered entities across the region 
become more aware of, and reduce 
risk to, their individual systems. The 
following is a summary of that work.

CMEP Advisory Council

The Compliance Monitoring and 
Enforcement Program Advisory 
Council (CMEPAC) had a very pro-
ductive year, focusing a significant 
amount of time and effort providing 
outreach to industry. The CMEPAC 
also completed several other projects, 
including a pilot readiness assess-
ment initiative focused on the NERC 
Reliability Standard CIP-012. Upon 
review of the project, the readiness 
assessment was approved as a new 
tool available to the CMEPAC. The 
CMEPAC will continue to look for new 
opportunities where leveraging the 
readiness assessment tool could be 

of value. In addition, the CMEPAC 
monthly call was formally approved 
by the board’s Organizational Group 
Oversight Committee (OGOC) and will 
be supported on an ongoing basis. 
The CMEPAC provided feedback to 
NERC to support an effort to assess 
the effectiveness of the CIP-008 Reli-
ability Standard. A small group of 
CMEPAC members also reviewed the 
Risks in Aggregate section of the 2022 
MRO Regional Risk Assessment (RRA) 
to provide feedback to MRO staff for 
consideration in the 2023 MRO RRA.

NERC Standards Review 
Forum

The NERC Standards Review Forum 
(NSRF) operates under guidance 
from the CMEPAC and offers a way 
for regional stakeholders to review 
and provide jointly agreed upon com-
ments to NERC standards drafting 
teams during the standards devel-
opment process. The NSRF meets 
weekly, with approximately 100 
utility professionals in attendance. 
These individuals represent MRO’s 
seven industry sectors and work col-

laboratively to develop and approve 
comments that are submitted to 
NERC for consideration. In 2022, the 
NSRF submitted 21 comment forms to 
support the NERC standards develop-
ment balloting process. Feedback 
from NSRF participants reflects a high 
degree of satisfaction with the forum 
and individuals across the region are 
encouraged to participate.

Reliability Advisory Council 

The Reliability Advisory Council (RAC) 
continued its focus on providing 
regional outreach on important reli-
ability risk topics. In 2022, the RAC 
held MRO’s first ever offsite Reliability 
Conference in Kansas City, Missouri. 
The conference attracted more than 
300 participants in person and virtu-
ally. The conference covered topics on 
the Energy Transition, the Grain Belt 
Express Transmission Project, and 
Dynamic Line Ratings. The RAC also 
hosted a second annual Cold Weather 
Preparedness Workshop virtually 
to promote regional cold weather 
preparation.  

The important work of MRO’s organizational groups to assess and mitigate risk.

PROMOTING  
HEROS

Protective Relay Subgroup

The Protective Relay Subgroup (PRS) 
was very active in 2022. The biggest 
outreach effort was a webinar to 
highlight the Joint Review of Protec-
tion System Commissioning Programs 
report, the result of a joint effort 
between FERC, NERC, and Regional 
Entities to better understand failures 
associated with commissioning. The 
webinar included presenters from 
FERC, NERC, and registered entities 
within the MRO region. The PRS 
also implemented a new process to 
more thoroughly analyze regional 
misoperations, resulting in a more 
effective and efficient way to utilize 
the expertise within the group during 
regularly scheduled meetings in a 
closed session. 

Security Advisory Council 

The Security Advisory Council (SAC) 
continued to provide a significant 
amount of outreach in 2022 to help 
raise awareness and share informa-
tion on security risks with entities 
across the region. In addition to pub-
lishing newsletter articles, conducting 
webinars, and leading a technical 
roundtable, the SAC hosted MRO’s An-
nual Security Conference and training 
that featured more than 600 total par-
ticipants. The 2022 Security Confer-
ence brought in experts from across 
the industry including registered enti-

ties, vendors, and government, and 
included panels on Intelligence/Gov-
ernmental Geopolitics, and Security 
in Remote Areas. The security training 
that preceded the conference was on 
Insider Threats and was followed by a 
session on mental health along with 
a law enforcement presentation of 
active shooter scenarios.

In partnership with the SAC, MRO 
staff helped to coordinate the 2023 
Regional Security Risk Assessment 
(RSRA). The RSRA includes a security-
related survey of all registered enti-
ties in MRO’s regional footprint and 
is used to identify and assess existing 
and emerging regional security risks. 
The RSRA survey results and related 
comments were inputs to the 2023 
Regional Risk Assessment (RRA). 
The RSRA and RRA inform registered 
entities, MRO staff, and the advisory 
councils of focus areas and priorities 
for risk mitigation efforts.

Security Advisory Council Threat 
Forum 

The SAC Threat Forum (SACTF) meets 
weekly to share real-time information 
on existing and emerging security 
threats that could impact the regional 
bulk power system. The SACTF held 
40 calls in 2022 to facilitate the trust-
ed sharing of threat information and 
foster information sharing across the 
region and with NERC’s Electricity-

Information Sharing and Analysis 
Center (E-ISAC). The Threat Forum 
averages 60 attendees per week and 
feedback from regional participants 
has been overwhelmingly positive.

MRO Representation on NERC 
Committees 

MRO has a long and successful history 
of supporting NERC organizational 
groups by sponsoring stakeholder 
representatives to attend NERC 
committee meetings. As part of 
its sponsorship, MRO reimburses 
expenses incurred by the selected 
representatives attending NERC 
committee meetings for a three-year 
term. This program helps to reduce 
duplication of efforts and provides 
an important feedback loop between 
the two organizations. Written reports 
from sponsored representatives are 
provided to one of MRO’s advisory 
councils, and publicly available on 
MRO’s website.

MRO added, continued, and discon-
tinued sponsorship to various groups, 
ultimately increasing the number of 
sponsored representatives from 13 to 
15 in 2022. The groups to which MRO 
sponsors representatives is available 
on MRO’s website. MRO members are 
encouraged to submit nominations 
for any open NERC representative 
seats.

https://www.ferc.gov/sites/default/files/2021-11/Protection%20System%20Commissioning%20Program%20Review%20Project.pdf
https://www.ferc.gov/sites/default/files/2021-11/Protection%20System%20Commissioning%20Program%20Review%20Project.pdf
https://www.mro.net/organizational-groups/representatives-on-nerc-groups/


Tony Eddleman
Nebraska Public Power District

 Director of NERC Reliability Compliance

Sara Patrick, MRO President and CEO; Tony Eddleman, 2022 HERO 
Award winner; Paul Crist, OGOC Chair
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2022 HERO 
AWA R D
Part of MRO’s Volunteer Recognition Program includes an annual HERO Award. This prestigious award provides MRO the 
opportunity to recognize individuals annually for their exemplary initiative and commitment to advancing the concept 
and principles of HEROs throughout the MRO region and in support of MROs vision and mission. The qualifications for 
HERO Award nominees follow the principles of high reliability organizations.

1. Preoccupation with failure and risk.

2. Reluctance to simplify interpretation.

3. Sensitivity to operations.

4. Commitment to resilience.

5. Deference to expertise.

MRO solicited nominations from industry in August 2022 for the annual HERO Award and several candidates were 
submitted. The board’s Organizational Group Oversight Committee (OGOC) reviewed the nominees and their qualifica-
tions and, after much discussion, selected Tony Eddleman, Nebraska Public Power District’s Director of NERC Reliability 
Compliance, to receive this award.

Advancing the concept and principles of Highly Effective Reliability Organizations 
across MRO’s region

Volunteer Recognition Program

MRO has a long history of relying on the expertise and dedication of the many members and stakeholder volunteers that 
support MRO’s mission “to identify, prioritize and assure effective and efficient mitigation of risks to the reliability and 
security of the North American bulk power system by promoting Highly Effective Reliability Organizations® (HEROs).” 
MRO’s Volunteer Recognition Program acknowledges these volunteers for their hard work and contributions to the suc-
cess of MRO. 

In 2022, the following individuals were recognized for their years of service on an MRO organizational group:

3-5 Years of Service

• David Heins, NERC CIP Manager Energy Regulatory Affairs, Omaha Public Power District

• Derek Vonada, Transmission Engineering Supervisor, Sunflower Electric Power Corporation

• Jamey Sample, Chief Security and Privacy Officer, Xcel Energy

• Paul Mehlhaff, Manager Corporate Compliance, Sunflower Electric Power Corporation

• Paul Neman, Senior Analyst Operations Support, Midcontinent ISO

• Sam Ellis, Vice President, IT and Chief Information Security Officer, Southwest Power Pool

• Troy Brumfield, Regulatory Compliance Manager at American Transmission Company 

6-11 Years of Service

• Mark Gutzmann, Director, System Protection and Communication Engineering, Xcel Energy

Please join MRO in thanking these individuals for their time, dedication, and willingess to participate in forwarding 
MRO’s vision of a highly reliable and secure North American bulk power system.

OGOC Chair Paul Crist from Lincoln Electric 
System said, “Tony was nominated for this 
award by a number of different individuals, 
indicating to us that he is well respected by 
his peers. His knowledge, experience, and 
high level of engagement on MRO’s Security 
Advisory Council have been invaluable to MRO 
and the entire region as we work to address 
security risk. Please join us in congratulating 
him on this important achievement.” 

HERO Award recipients will be highlighted on 
the HERO page of MRO’s website.

For exemplary initiative and commitment 
to MRO’s vision and mission

RECOGNIZING HEROS

RECOGNIZ ING  HEROS

https://www.mro.net/wp-content/uploads/2022/07/MRO-Volunteer-Recognition-Program.pdf
https://www.mro.net/about/hero/
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FINANCIAL RESULTS
MRO prepared an annual business 
plan and budget for the 2022 calen-
dar year that was approved by the 
MRO Board in the summer of 2021. 
The budget considered the ERO 
Enterprise Long-Term Strategy, key 
objectives and metrics, and MRO’s 
Strategic Plan. The annual budgeting 
process is a coordinated effort with 
NERC and the Regional Entities and 
subject to review and comment by in-
dustry stakeholders before approval 
by the NERC Board of Trustees, and 
finally FERC.

Funding was primarily provided 
through assessments to load-serving 
entities–those owners, operators, 
and users of the bulk power system 
responsible for delivering electricity 
to retail customers–based on how 
much net energy they need to meet 
their users’ energy requirements. 

Comparatively, MRO’s 2022 budget 
was 9 percent higher than its 2021 
budget. Key drivers of the increase 
were mainly personnel costs due to 
five additional full-time equivalents 
(FTEs). Travel costs were reduced 
based on cost trends and capital 
purchases were reduced based on cy-
clical timing. Associated assessments 
increased 5 percent as MRO used 
assessment stabilization reserves to 
keep the assessment increase low.

2022 Financial Results

MRO’s audited results were 2.7 
percent under the approved 2022 
MRO budget. The underage was 
primarily driven by under budget 
meeting, travel, and operating costs. 
MRO instituted a hybrid approach to 
meetings that impacted meeting and 
travel costs. Consultant and contract 
costs  were lower than budgeted. Due 

to supply chain delays, costs related 
to a budgeted 2021 audio-visual re-
newal project carried over into 2022, 
when it was completed. Personnel 
costs were over budget due to market 
adjustment and promotions beyond 
the budgeted 3 percent merit as well 
as costs related to higher than nor-
mal turnover. Personnel and capital 
costs were offset by underages in 
other budget areas. 

2023 Outlook

The 2023 budget is 15 percent higher 
than the 2022 approved budget. The 
increase is largely driven by seven ad-
ditional FTEs needed to support stra-
tegic initiatives that address industry 
and corporate risks. The associated 
total assessments also increased over 
2022 amounts. 

Remaining good stewards of our funding

year over year results

FINANCIAL RESULTS

2023 Budget highlights
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THE  PATH 
FORWARD
Connection.  Curiosity.  Commitment.  Competency.  

When I first introduced these four keys to sustainable success in early 2019, MRO was facing signifi-
cant challenges with the continued evolution of our organization and the regulatory model within 
which we operate. I had no idea what challenges lay on the horizon and how these tenets would be 
tested over the course of the next few years. 

Former MRO Board Member and Chair Silvia Parada Mitchell liked to say that “Change is the one 
constant we all can rely on.” A saying that continues to ring true today. She would often follow that 
phrase with “…alongside change comes opportunity.” The electricity industry is undergoing signifi-
cant changes that are unprecedented in both scope and pace. The challenges related to navigating 
these changes abound. Indeed, so do the opportunities. 

The vision we share with industry of a highly reliable and secure North American bulk power system 
is a tremendous responsibility. The work highlighted in this report is evidence of how we continue 
to rise to the challenge - transforming the work we do and how we support each other, our stake-
holders, and our communities. I am incredibly proud of all that we have accomplished together.

Looking ahead, MRO will remain focused on forwarding the objectives outlined in our 2022-2024 
Strategic Plan. The plan is driven by People, Processes, and Partnerships – all of which support the 
four keys to MRO’s sustainable success and are critical to unlocking our potential as an organization 
and the value we provide. 

In the face of significant challenge, we remain resilient; credit for which is owed to many—our staff, 
board members, industry stakeholder partners, and colleagues across the ERO Enterprise. Thank 
you for your continued support!

- Sara Patrick, MRO President and CEO

Our future is bright!

THE PATH FORWARD
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