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CESER Cyber Discovery Programs
Strategic Goal: Work with Manufacturers and Asset 
Owners to discover, mitigate, and engineer out cyber 
vulnerabilities in digital components in Energy Sector 
critical supply chains

Key Programs
• Cybersecurity Testing for Resilient Industrial Control 

Systems (CyTRICSTM)
• Energy Sector SBOM, HBOM, DBOM pilot projects
• E.O. 14017 12-Month Report
• Securing Energy Infrastructure Executive Task Force

Common governance and artifacts
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Introduction to CyTRICS™
The Department of Energy’s program for cybersecurity 

vulnerability testing and digital subcomponent enumeration

Improves 
cybersecurity  
supply chain 
for ICS 

Focused on 
Operational 
Technology 
software and 
firmware in 
Energy Sector 
key systems

Uses expert 
testing 

Leverages 
technical 
expertise 
across five 
DOE National 
Labs for 
testing

Identifies 
common-
mode 
vulnerabilities 

Focused on 
issues 
impacting 
multiple 
models, brands 
or types of  
equipment

Partners with 
vendors and 
asset owners 

Recognizes 
that many 
stakeholders 
working in 
concert are 
needed to 
address 
vulnerabilities

Relationships 
& Continuing 
Engagement

Facilitates 
sharing of 
findings and 
mitigations to 
impacted asset 
owners 
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CyTRICS Unique Value Proposition
The CyTRICS program comprises several innovative components: 

• Prioritization Methodology - incorporates key factors including operational 
impact, prevalence, and national security interest

• Standardized Testing Process - standardized approach to vulnerability testing and 
enumerating firmware and software subcomponents.  Standardization ensures 
consistency and comparability of results – and enables scaling 

• Standardized Reporting and Repository – standard bill of materials format 
captures granular “digital ingredients” to the subcomponent level, to rapidly 
identify embedded high-risk subcomponents.  Central repository of testing results 
supports comprehensive, sector-wide analysis of systemic risks and vulnerabilities

• Vendor Agreements - partnered with top manufacturers and utilities via legal 
Agreements to frame cooperation and vulnerability disclosure, prior to conducting 
testing. 

• Vulnerability Disclosure Process – predictable, managed process for energy sector 
dissemination of CyTRICS discovered vulnerabilities, in coordination with 
manufacturers.
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CyTRICS Prioritization and Status
Overriding 

Considerations

National 
Security

Intelligence

Strategic 
Considerations

Impact

Operational 
Impact (e.g., 

Energy 
Delivery)

Safety & the 
Environment

Prevalence

Ubiquity

Deployment 
Scale

Lifespan

Technical 
Characteristics

Network 
Accessibility

Complexity

Scope of 
Control

Maintainability

Continuing 
Support

Deployability: 
Time, Effort, 
Operational 

Impact

2020 – Full Pilot Run Completed
• Formal test and refinement of program 

processes
• Design prioritization methodology
• Signed vendor agreements prior to testing
• Website - https://inl.gov/cytrics/

2021 – Initial Operating Capability
• Implement prioritization process
• Validate performance goals / throughput
• Scale up testing operations; add sub-sectors
• Design vulnerability disclosure process
• Stakeholder feedback via the SEI ETF
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CyTRICS Strategic Vision

Meets broad testing needs:
• Supply Chain Executive Orders 
• Fulfills Solarium Recommendations
• Adding Sub-sectors
 Wind and other renewables
 Hydroelectrics (Bureau of 

Reclamation, Army Corps of 
Engineers)

 Oil and Natural Gas
 Other federal entities, DOD, etc.

• Adding More Laboratories
Next:
• Tests from vendors & asset owners
• 3rd Party testing

Center of Excellence for testing cyber resilience of 
operational technology in the energy sector
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SBOM Proof of Concept for Energy Sector

https://inl.gov/sbom-poc/
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SolarWinds Strategic Technical Response: 
Energy Sector Bill of Materials (BOMs)
CESER is leveraging existing technical expertise, in partnership with the Labs, in 
software supply chain vulnerability testing to accelerate efforts to address the 
underlying causes that allowed the SolarWinds compromise to occur.  

• Partnering with DHS/CISA, industry, and academic partners to launch Energy Sector 
pilots to demonstrate automated digital subcomponent discovery, sharing, and 
analysis

• Efforts will expedite identification, removal, and interdiction of high-risk software 
and embedded digital subcomponents

• Efforts will demonstrate efficacy of BOMs as an emerging standard means of digital 
subcomponent information capture and exchange among organizations, 
supporting both security and commercial use cases

• Strategic outcome: demonstrate a better answer to the long-standing problem of 
software supply chain visibility, and sub-tier supplier visibility
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Energy Sector Bill of Materials (BOMs)
Projects supporting E.O. 14028, leveraging BOMs generated  in CyTRICS testing:

SBOM – NTIA developing structured mechanisms for identifying and communicating 
Software Bill of Materials (SBOMs)
• January 2021 - CyTRICS and NTIA initiated Energy Sector proof of concept to 

demonstrate how the methodology can illuminate software supply chain risk to 
support commercial exchange, both within a vendor organization and between 
vendors and utilities.   Partnership transferred to CISA in September.

DBOM – CyTRICS partnering with developers of an open source Digital Bill of 
Materials (DBOM) node to conduct an energy sector proof of concept demonstrate 
the DBOM capability
• Pilot to create channels to securely communicate SBOMs and other “attestations” 

regarding products with suppliers, integrators and asset owners;
• Make communications auditable and to allow “channels” for attestations to be 

governed by policies

HBOM – CyTRICS is driving automated capture and a standard format Hardware Bill of 
Materials (HBOM), as an artifact returned to manufacturers for components tested
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Energy Sector Software Bill of Materials Pilot

Phase 1 – Voluntary open forum to develop tools and technologies for 
SBOM adoption into the energy sector

• Leveraging BP/LL from prior NTIA pilots
• Awareness and Adoption – Outreach strategies and business cases
• Framing – SBOM specification and structures
• Formats and Tooling – Automation of SBOMS including tools, 

processes, and playbooks

Phase 2 – Pilot exchanges with CyTRICS Manufacturers and Asset 
Owners
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E.O. 14017 America’s Supply Chains
Assess supply chain vulnerabilities and recommend measures to strengthen supply 
chain resilience

• 100 Day Reports
• https://www.whitehouse.gov/wp-content/uploads/2021/06/100-day-supply-

chain-review-report.pdf

• 12 Month Reports – DOE Cyber Portions

• Create first strategic definition of the Energy Sector Industrial Base, using 
best practices from the DIB

• Assess the supply chain integrity of Data; recommend resilience measures
• Assess the cyber supply chain vulnerabilities for key digital components in 

energy sector systems – firmware, software, virtual platforms and services

https://www.whitehouse.gov/wp-content/uploads/2021/06/100-day-supply-chain-review-report.pdf
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 The Strategic Case for Defining the ESIB
– Key DOE and national missions require and/or would benefit from a 

comprehensive definition of the ESIB, for example:
• Cybersecurity and Counterintelligence
• Procurement policy and supply chain risk management
• Economic and statistical impact assessments

– Current external stakeholder engagements fragmented by individual missions 
within DOE, do not adequately reflect the interdependencies 

– More formally defining current ESIB provides a foundation upon which DOE 
and other federal agencies can build 

• For example, introduction of renewable technologies means new and different stakeholders will 
become part of DOE’s industrial base

– Establishes the appropriate policy frame
– Leveraging best practices/ lessons learned from the Defense Industrial Base

10/7/2021

Energy Sector Industrial Base
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 Oxford English Dictionary  defines “industrial base” as “The part of the economy of a country 
or region that is involved in producing goods in large quantities in factories.”  

– The concept of an industrial base is, therefore, inherently tied to production and commercial 
activity (versus government or regulatory activity).  In a government context, activities associated 
with procurement of goods and services to support a critical national mission is a foundational 
parameter for establishing an industrial base.

 For Department of Defense, 10 U.S.C. §2500 establishes the National Technology and 
Industrial Base (NTIB), comprised of a domestic defense industrial base (DIB) and a global DIB

 DIB definition (per the DOD Dictionary):
– The Department of Defense, government, and private sector worldwide industrial complex with 

capabilities to perform research and development and design, produce, and maintain military 
weapon systems, subsystems, components, or parts to meet military requirements.

 Proposed ESIB Definition: 
– The Department of Energy, government, and private sector worldwide industrial 

complex with capabilities to perform research and development and design, produce, 
and maintain energy sector systems, subsystems, components, or parts to meet US 
energy requirements.

10/7/2021

Energy Sector Industrial Base
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Securing Energy Infrastructure Executive Task Force

Senior 
Executive 

Group

Senior 
Technical 

Group

Technical 
Project Teams

 Develop a National Cyber 
Informed Engineering 
Strategy

 Evaluate Technology and 
Standards to Isolate and 
Defend ICS

 Identify New Classes of 
Security Vulnerabilities for 
Industrial Control Systems

 Stakeholder Input into:
• CyTRICS Program
• Consequence Driven 

Cyber-Informed 
Engineering (CCE)

NDAA FY2020
Section 5726

Securing 
Energy 

Infrastructure

• Report to congress due June 
2022
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Thank You!

10/7/2021


	CESER Cyber Supply Chain Programs
	CESER Cyber Discovery Programs
	Introduction to CyTRICS™
	CyTRICS Unique Value Proposition
	CyTRICS Prioritization and Status
	CyTRICS Strategic Vision
	SBOM Proof of Concept for Energy Sector
	SolarWinds Strategic Technical Response: Energy Sector Bill of Materials (BOMs)
	Energy Sector Bill of Materials (BOMs)
	Energy Sector Software Bill of Materials Pilot
	E.O. 14017 America’s Supply Chains
	Energy Sector Industrial Base
	Energy Sector Industrial Base
	Securing Energy Infrastructure Executive Task Force
	Thank You!

