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PREFACE

1. PREFACE
Midwest Reliability Organization (MRO) is dedicated to its vision of a highly reliable and secure North
American bulk power system. To ensure reliability of the bulk power system in the United States,
Congress passed the Energy Policy Act of 2005, creating a new regulatory organization called the Electric
Reliability Organization (ERO) to establish mandatory Reliability Standards and monitor and enforce
compliance with those standards on those who own, operate or use the interconnected power grid.
In 2006, the Federal Energy Regulatory Commission (FERC) approved the
North American Electric Reliability Corporation (NERC) as the ERO under
section 215(e)(4) of the Federal Power Act. NERC delegates its authority to
monitor and enforce compliance to six Regional Entities established across
North America, including MRO. Recognizing the international nature of the
grid, NERC as the ERO, along with MRO, established similar
arrangements with provincial authorities in Canada.
The MRO region spans the provinces of Saskatchewan and
Manitoba, and all or parts of the states of Arkansas, Illinois, Iowa,
Kansas, Louisiana, Michigan, Minnesota, Missouri, Montana,
Nebraska, New Mexico, North Dakota, Oklahoma, South Dakota,
Texas, and Wisconsin. The region includes approximately 225
organizations that are involved in the production and delivery of
electric power, including municipal utilities, cooperatives, investorowned utilities, transmission system operators, federal power
marketing agencies, Canadian Crown Corporations, and
independent power producers.
MRO's primary responsibilities are to: ensure compliance with
mandatory Reliability Standards by entities who own, operate, or
use the North American bulk power system; conduct assessments
of the grid's ability to meet electric power demand in the region; and
analyze regional system events. Additionally, MRO creates an open
forum for stakeholder experts in the region to discuss important topics
related to addressing risk and improving reliable operations of the bulk power
system.
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2. INTRODUCTION
The MRO Regional Risk Assessment (RRA or assessment) is a document that MRO staff, with input
from industry subject matter experts, prepares annually to identify risks to the reliable and secure
operations of the bulk power system within MRO’s regional footprint. The following ERO Enterprisewide risk reports were used as a resource for this assessment:
•

2021 ERO Reliability Issues Steering Committee (RISC) Priorities Report (RISC report)

•

2021 NERC State of Reliability Report (SOR report)

•

2021 NERC Long-Term Reliability Assessment (LTRA report)

•

FERC/ERO February 2021 Cold Weather Inquiry Report (2021 Cold Weather Report)

•

2022 ERO Compliance Monitoring and Enforcement Program Implementation Plan (CMEP
IP)

Several of the North American-wide risks identified in the above reports can broadly present
themselves in any of the ERO regional footprints. However, some of these risks may be more
geographic, regional, or registered entity-specific, that is, certain areas, regions or registered entities
may have a higher exposure to, or are more susceptible to, a specific risk. Severe weather
conditions or high concentrations of variable generation are examples of these. Therefore, this
assessment identifies which risks to the bulk power system may have a higher probability of
occurrence within the MRO region or may be regionally unique. This RRA also identifies which risks
highlighted in the 2022 ERO-wide Compliance Monitoring and Enforcement Program (CMEP)
Implementation Plan should be a focus of MRO’s CMEP activities.
Figures 1 and 2 illustrate the NERC planning assessment areas versus the NERC Regional Entity
footprints. The planning assessment areas of SPP, the northwestern portion of MISO, SaskPower
and Manitoba Hydro, all comprise the MRO region.

Figure 1: NERC Planning Assessment Areas
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Figure 2: NERC Regional Entity Boundaries
In developing this assessment, MRO staff leveraged the expertise of the members of MRO’s three
advisory councils: Compliance Monitoring and Enforcement Program (CMEP), Reliability, and
Security. Comprised of industry volunteers from MRO member companies, the advisory councils
helped to identify and prioritize risks that the MRO region may be susceptible to experiencing.
To the extent possible, recommendations and suggestions for mitigation are presented in this
assessment to help registered entities become more aware of and reduce risk to their individual
systems.
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3. ERO AND MRO REGIONAL RISK IDENTIFICATION
The 2021 RISC Report1 highlights forward-looking risks to the North American bulk power system
that merit attention and recommends actions that align with mitigating those risks. This biennial
report consolidates the identified risks into four high level categories: 1) Grid Transformation, 2)
Extreme Natural Events, 3) Security Risks, and 4) Critical Infrastructure Interdependencies.

The risks were then ranked by industry stakeholders from highest to lowest:

Figure 3: 2021 RISC Risk Rankings per the ERO-Wide Industry Stakeholder Survey

1

The charts and figures in this section were taken from the 2021 RISC Report and are shared with permission.
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Figure 3 reveals that Changing Resource Mix, followed by Cybersecurity Vulnerabilities, lead
industry’s perception on the criticality of these risks. This information is useful for industry as a whole
to prioritize and dedicate resources and focus.
Figure 4 depicts the classification of manage or monitor for each of the identified risks, based on the
ranking. Those risks identified as “manage” are emerging, imminent, and pose significant threats
and are where thorough strategic planning and industry collaboration are needed for risk mitigation.
Those risks identified as “monitor” are risks that are of critical importance to bulk power system
reliability, but are considered well managed with established industry practices in place to mitigate
and lessen potential impacts to reliability. As highlighted in Figure 4, two risks, loss of situational
awareness and bulk power system planning, have been moved from the status of manage to monitor
for 2021.

Figure 4: 2019 RISC Risk Rankings: Manage vs. Monitor

Analyses of past bulk power system performance serve to document system adequacy and to
identify performance trends. The NERC 2021 State of Reliability Report (SOR Report2) provides
detailed analyses of past performance while offering technical support for those interested in the
underlying data and detailed analytics in order to:
•
•
•

Identify system performance trends and emerging reliability risks;
Report on the relative health of the interconnected system; and
Measure the success of mitigation activities deployed.

The charts and figures in this section are pulled directly from the 2021 State of Reliability Report and used here with
permission.
2
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Several of the data sources primarily used for the SOR Report are shown in Figure 5. These sources
are populated and maintained by MRO and the other Regional Entities through work related to event
and performance analysis. The SOR also contains analysis and trending of primary frequency
response, a crucial reliability attribute, as measured by actual frequency excursion events on the
various interconnections in North America.

Figure 5: Data Sources used in the SOR Report
The transition to more intermittent resources and the changing generation fleet pose significant
challenges to bulk power system reliability. Figure 6 portrays this shift in resources ERO-wide over a
10-year period, and the speed at which it is occurring. The magnitude of change varies considerably
across different parts of the grid. Total generation capacity has dropped 23 GW in the past 10 years,
yet total load has increased by about 85 GW ERO-wide (based on NERC Long-Term Reliability
Assessment reports for the same 10-year period). This is partly why the planning reserve margins
are tighter when compared to the desired target reserve margins in several of the planning reporting
areas across the ERO.
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Figure 6: 2010 to 2020 Capacity Resource Change by Fuel Type, ERO-Wide
The generation interconnection queues of both MISO and SPP have significant amounts of
additional prospective wind generation, as well as bulk power connected solar generation (see Table
2 on page 11). The 2021 LTRA report shows significant further reductions in conventional
dispatchable synchronous generation. The reduction in overall generation capacity, combined with
the shift from dispatchable generation to variable generation, will be challenging to manage in terms
of year-round energy adequacy. This illustrates the importance and need for annual energy
assurance assessments to complement capacity reserve margin analyses.

NERC’s Long Term Reliability Assessment (LTRA) Report 3 is a forward-looking report that assesses
the long-term reliability (including planning reserve margins and resource adequacy) of the North
American bulk power system while identifying trends, emerging issues, and potential risks during the
upcoming 10-year assessment period. The report is not a prediction of future conditions, but rather
an assessment of what changes are occurring with respect to generation and load, and the
availability of capacity or load modifying resources.
As discussed later in section 4.1, planning reserve margins are highly sensitive to the assumptions
that are considered in the calculations. Overly optimistic assumptions can introduce risk and result in
energy shortages and emergencies. Retirements of conventional synchronous generation and the
rapid addition of variable resources are altering the operating characteristics of the various
interconnections.
Figure 7 shows the ERO-wide conventional generation changes from 2012 to present, and projected
cumulative retirements from 2021 through 2031. The 10-year projected retirements of roughly 61 GW
are based on committed retirements known to date and are expected to increase as the time horizon
progresses. Generator retirements have historically been understated and therefore additional
retirements beyond what is shown as confirmed are to be expected.

Some of the charts and figures in this section are pulled directly from the Long-Term Reliability Assessment and are
used here with permission.
3
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Figure 7: Capacity Retirements since 2012, Projected Cumulative Retirements through 2031
The MRO region is being highly impacted by these resource changes. For example, in MISO, the
10-year projection for natural gas generation in 2031 is less than the existing installed capacity. With
other forms of conventional generation (nuclear/coal/oil) also being retired over the next 10 years
within MISO, a 15.9 percent reduction in conventional synchronous generation is being projected by
2031. It is clear that large amounts of renewable/variable generation and energy storage or other
operational changes will need to make up the shortfall of energy resources in future years to
maintain reliability of the bulk power system and provide sufficient energy for all hours of the year.

MISO Conventional Generation
Capacity Resources (MW)
Coal
Petroleum
Natural Gas
Nuclear
Total

2022

2031

% Diff:

48,369
2,730
61,360
12,399
124,858

33,788
2,443
56,321
12,399
104,951

-30.1%
-10.5%
-8.2%
0.0%
-15.9%

Table 1: MISO Conventional Generation Capacity Projections 2022 through 2031
The ten-year interconnection queues of Planning Coordinators are used to analyze future planning
reserve margins. Resources within these interconnection queues are categorized into three tiers:
•

Tier 1 resources are typically in progress, funded, and are highly likely to occur.

•

Tier 2 resources are typically under study for feasibility and a reasonable portion, but not all,
of these generation projects can be expected to materialize.

•

Tier 3 projects are typically still in the investigative stage.

Table 2 reflects the magnitude of solar and wind generation nameplate capacity in the MRO
Planning Coordinator queues. While Manitoba and Saskatchewan have minimal planned additions,
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future generation in the Midwest interconnection queues almost entirely consists of intermittent
generation.

Table 2: Solar and Wind Nameplate Capacity, Existing and Planned Additions through 2031
Table 2 provides additional evidence that the risk identified as Changing Resource Mix in the RISC
Report has significant implications within the MRO region. The interconnection queues of MISO and
SPP are predominantly filled with wind and solar interconnection requests. Any gas generation or
other conventional synchronous generation in the interconnection queue that is realized will be offset
by the retirements of existing/aged conventional generation.
The projections for new gas generation are starting to trend downward as well. For example, the
2019 NERC LTRA showed 88 GW of gas generation in Tier 1 and Tier 2 over the 10-year period
(NERC-wide), while the 2020 LTRA showed about 70 GW and the 2021 LTRA showed about 48 GW
of Tier 1 and Tier 2 gas generation over those respective 10-year periods. It will be imperative for
MISO and SPP to manage future generation installations with rigorous planning studies to continue
to reliably serve and follow load within the Balancing Authorities (BA) to meet performance criteria.

Synopsis of the February 2021 Cold Weather Event
The February 2021 Cold Weather Event in the south-central U.S. was the fourth cold weatherrelated event in the last ten years to jeopardize bulk power system reliability. It resulted in a
combined 23,418 MW of manual firm load shed, the largest controlled firm load shed event in U.S.
history. In each of the four events, planned and unplanned generating unit outages caused energy
emergencies, and three (2011, 2014 and 2021) of the four events triggered the need for firm load
shed. The unplanned generation outages that escalated during the February 2021 event were more
than four times as large as the previous largest event in 2011 (65,622 MW versus 14,702 MW).
The February 2021 event also highlighted the susceptibility of natural gas production facilities in the
south-central U.S. to freeze-related issues, loss of power, and shut-ins to protect against imminent
freezing – further underscoring the critical interdependency between the natural gas and bulk electric
generation sectors. Unplanned outages of natural gas gathering and processing facilities resulted in
a decline of natural gas available for supply and transportation to many natural gas-fired generating
units in the south-central U.S. Once natural gas supply outages began at the wellhead, they rippled
throughout the natural gas and electric infrastructures, causing processing outages and reductions,
pipeline declarations of force majeure, and outages and derates of natural gas-fired generating units.
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Comparison of Similar Severe Winter Weather Events in the South-Central U.S.
The ERO/FERC February 2021 Inquiry Report compared five extreme cold weather events that have
occurred in the south-central U.S. over the past 40 years. This comparison was made to gain
understanding of the characteristics of extreme cold weather systems and how they can vary in
temperature, duration, and other weather conditions like precipitation and wind. Table 3 shows a
summary of the severe low temperatures and durations of the five events studied. Although the
events varied in terms of winter month and location within the south-central U.S., the severity and
conditions of each event were very similar.

Table 3: Severe Winter Weather Events in the South-Central U.S.
Table 3 indicates that these five severe events occurred within a 38-year period, or roughly one
every eight years, with the most recent three events occurring in the past 10 years, or roughly one
every three years. Due to the frequency of these events, actual bulk power system conditions during
these events (generation unavailability caused by lack of winterization and/or fuel supply and actual
projected demand spikes per real-time load forecast algorithms) should be used when forecasting, at
a minimum, one-in-ten year extreme cold weather scenarios.
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4. 2021 MRO REGIONAL RISKS AND RANKINGS
The following sections summarize the regional risks identified by MRO staff in collaboration with the
MRO advisory council members. Note that some risks identified in this section may apply to the
Midwest portion of the continent (which is largely congruent with the MRO footprint). In some cases,
the risk identified may apply to a functional entity such as an ISO/RTO, Planning Coordinator (PC),
Reliability Coordinator (RC), Generator Owner/Operator (GO/GOP), or Transmission
Owner/Operator (TO/TOP) that might span multiple regions. The risks are described in two separate
groups: Reliability Risks (operational and planning) and Security Risks (physical and cyber).

The operational and planning risks in Table 4 were identified through various reliability analysis tools
and through MRO advisory council input as specific risks applicable to the MRO footprint. They are
listed numerically only and not according to risk level. Each risk is discussed in detail following the
table.
Operations and Planning Risks
1

BPS Modelling Accuracy *

2

Uncertainty of Winter Planning Reserve Margins *

3

Reactive Capability of IBRs and Reactive Resource Adequacy *

4

Inverter Based Resource Modelling and Ride Through Capabilities *

5

Misoperations Due to Errors Occurring During Commissioning *

6

Vegetation Management of 100-200 kV Circuits *

7

Cold Weather Operation of SF6 Gas Insulated Circuit Breakers *

8

Overhead Transmission Line Ratings During Cold Weather *

9

Lack of Energy Assurance Assessments - New

10

Generation Availability During Severe Cold Weather - New

*Also identified in the 2021 MRO Regional Risk Assessment
Table 4: MRO Operational and Planning Risks
Accuracy of Bulk Power Models (Offline Powerflow, Dynamic, and Short Circuit)
The PCs and Transmission Planners presently build their portions of the Eastern Interconnection
(EI) powerflow and stability models per Reliability Standard TPL-001-5. An EI-wide model is then
assembled by a third party (presently the Eastern Interconnection Planning Collaborative, or EIPC).
The integrity of the models must be maintained through these various handoffs to ultimately
generate a set of reliable EI models. For example, there are considerable challenges to accurately
model renewable generation, the changing characteristics of load, including distributed energy
resources netting with load, the interchange assumptions between each balancing area, and what
internal basecase market flows should be used.
Similarly, short circuit models will need to capture reduced short circuit strength and the lack of
negative sequence current from inverter-connected generation that is becoming increasingly
prevalent as these resources become more abundant. This will present increasing challenges for
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protection engineers to continue to provide dependable and secure fault clearing on the bulk power
system in the future. The majority of existing bulk power system protection systems heavily rely upon
the attributes that synchronous generation can provide, and that inverter based resources do not
presently provide. For the reasons explained in this section, MRO has ranked Bulk Power Modeling
Accuracy as one of the higher, more impactful planning risks that exist within the MRO region.
Uncertainty of Winter Planning Reserve Margins
This risk was renamed from previous RRAs to specify winter planning reserve margins. Summer
planning reserve margins are typically more straightforward; 50/50 and 90/10 load forecasts are
fairly predictable and accurate since they scale well with air conditioning load. Bulk power system
generation is normally available and unaffected by warm temperatures, and most existing Demand
Side Management (DSM) programs are geared towards summer peak load and will yield the
expected relief when called upon. Natural gas supply for bulk power system generation is also more
plentiful in summer since it is not being used for residential and commercial heating.
In contrast, analysis of winter events has shown reserve margins to be consistently overstated,
particularly in the south central U.S. They have not historically reflected the potential for load spikes
that occur during cold weather in the southern half of the U.S. due to resistive electric heat.
Additionally, assumed generation availability has also proven to be overstated in the southern U.S.
due to generator unavailability during cold weather. Further, most DSM programs provide minimal
benefit in the winter months due to the type of loads they control, especially in the south-central
U.S., providing little relief during times when generation availability is most at risk in the south. Table
5 shows the DSM available within MISO and SPP for the entire BA footprint in summer vs. winter. It
can be seen that the DSM in winter is considerably lower compared to summer. Additionally, the
portion of winter DSM that actually resides in MISO-South and southern SPP (where winter DSM is
needed most), is a small fraction of the winter DSM amount shown in Table 5.
2021 Summer DSM

2021/22 Winter DSM

MISO

6,232 MW

3,480 MW

SPP

795 MW

210 MW

Table 5: Seasonal DSM within MISO and SPP
Figure 8 is from the NERC 2021-2022 Winter Reliability Assessment. The percentages shown for
ERCOT, SPP, and MISO indicate the projected winter reserve margins with the demand, generation
outages, and energy derate during a severe winter scenario similar to the February 2021 event.
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Figure 8: 2021/2022 Projected Winter Reserve Margins for an Extreme Winter Scenario
The ERO/FERC February 2021 Inquiry Report includes several findings and recommendations to reevaluate the assumptions used to calculate winter reserve margins since they have been overstated
in recent years. MRO has ranked Uncertainty of Winter Planning Reserve Margins as one of the
highest, more impactful planning risks that exist within the MRO region.
Reactive Capability of Inverter Based Resources and Reactive Resource Adequacy
This risk is increased in the MRO region due to the existing large penetration of inverter-connected
wind and the expected future wind and solar additions as shown in the MISO and SPP
interconnection queues. Correctly modeling the reactive capabilities (and limitations) of wind and
solar generation is a key part of maintaining accurate bulk power planning models. As synchronous
generation is retired, dynamic reactive reserves that synchronous generators provide will also
disappear. Bulk power planners will need to carefully assess the voltage stability limits of the bulk
power system to protect against potential voltage instability. Synchronous condensers are one
option in the future, when used as a dynamic reactive resource, to support voltage stability as well
as inertia in certain areas. This risk is also pertinent to the other regions, particularly in areas where
synchronous generation is being retired and replaced with Inverter Based Resources (IBRs).
During the severe cold weather events in the south-central portion of the U.S. in January 2018 and
February 2021, large amounts of natural gas generation became abruptly unavailable due to an
inability to operate in the cold temperatures that occurred during those days. The only option to
continue to serve firm load was to transfer large amounts of power from the upper Midwest and
Northeastern U.S. to the southern Midwest U.S.
Large imports/transfers of power from remote areas can create a voltage stability issue that is not
typically studied in the planning arena and may not be readily identified in the operation horizon.
During unusually high transfer conditions, and when bulk power system voltages are declining, RCs
15
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must compare actual voltage conditions to an on-line or off-line model that replicates the actual
system conditions, and perform voltage stability analyses to assure sufficient dynamic reactive
reserves to avert a voltage collapse for the next most severe single contingency.
Wind and solar inverter-based resources connected to the bulk power system are included in bulk
power system powerflow and stability planning models. Sufficient model information needs to be
provided by these generator owners to accurately model the reactive capabilities of these plants to
ensure reliability going forward as more and more of these types of resources come online. For
example, detailed modeling information of leading and lagging power factor capability is needed so
that a given transmission bus voltage schedule can be maintained under various steady state
conditions. Similarly, accurately modeling the plant’s dynamic reactive capability to help maintain
voltage stability under various contingencies is necessary to assure that the bulk power models are
correctly reflecting the actual dynamic reactive capability of these renewable energy plants. As a
result, this risk is directly related to Bulk Power Modeling Accuracy discussed above.
Inverter Based Resource Modeling and Ride-Through Capability
Figure 9 shows the MW of nameplate capacity of wind plant installations per state throughout the
U.S. Of the six ERO regions, the MRO region has the most wind generation installed capacity, about
48 GW, or about 39 percent of the U.S. total. A recent NERC/FERC/WECC report on the bulk power
system modeling practices of wind and solar plants throughout WECC has shown there are
deficiencies in accurately representing renewable generation in the Western Interconnection bulk
power models. The report identified and recommended a number of steps that should be taken to
improve the modeling of this inverter connected generation in the bulk power system powerflow and
dynamics models.
MRO staff would like to have a better understanding of the accuracy of the modeling parameters and
settings for voltage ride through capability for the wind plants that reside within the MRO footprint.
Due to the magnitude of wind generation in the MRO region, and the uncertainties regarding
modeling accuracy and ride through capabilities, a project to verify the accuracy of the wind plant
models submitted by the wind plant owners will be undertaken by MRO staff in 2022 in coordination
with NERC and regional PCs. Again, it can be seen that this risk correlates closely with Bulk Power
Modeling Accuracy and Reactive Capability of Inverter Based Resources and Reactive Resource
Adequacy discussed above.
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Figure 9: Nameplate Wind Capacity- Approximately 48,100 MW within MRO Footprint
Misoperations Due to Errors Occurring During Commissioning
As system protection misoperations are reported into the MIDAS and Event Analysis databases,
trending results show that human errors are occurring during commissioning that result in latent risk
on the bulk power system. The ERO (including MRO staff) and FERC jointly launched an effort to
identify this risk and develop findings and recommendations to help registered entities mitigate
errors that are occurring during commissioning. This report was completed in November of 2021 and
the results of this joint FERC-ERO protection system commissioning report will be presented to
MRO stakeholders during a webinar in 2022.
Since misoperations caused by commissioning errors have the potential to have a higher impact on
the bulk power system than other types of misoperations, and due to the lack of controls to help
mitigate this risk (there presently is no NERC Standard that addresses commissioning of
equipment), MRO considers this risk to be one that requires ongoing monitoring.
Vegetation Management
Vegetation contact in the 100-200 kV voltage range occurs significantly more often per circuit than
the 200 kV and above EHV voltage levels. Multiple contacts at the 100-200 kV transmission voltage
level can still pose a significant risk to the bulk power system as witnessed by the cascading outage
in the eastern Texas portion of MRO’s footprint in August 2019. This category 2 event was the
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largest loss of firm load event (non-weather related) ERO-wide in 2019, with approximately 1,170
MW of firm load interrupted.
Transmission Availability Data System (TADS) data, which tracks BES forced outages and causes,
provides supporting evidence that there may be undue risk to the bulk power system due to the lack
of vegetation management at the 100-200 kV voltage levels. Figure 10 shows the NERC-wide
sustained outages caused by vegetation contact, broken down by voltage level. Figure 11 shows the
NERC-wide sustained outages due to all causes tracked, broken down by voltage level. Both charts
reflect sustained outages collected since 2013. These figures show that the number of outages
caused by vegetation (per line) is significantly higher for 100-199 kV circuits than for any voltage
class, even though the frequency of overall outages on those circuits is less than most other
voltages. This emphasizes the value of implementing controls required by the NERC Standards, and
suggests that vegetation management controls are not being implemented as rigorously for those
bulk power system facilities that are not subject to FAC-003-4.

Figure 10: NERC-Wide Sustained Outages due to Vegetation Contact (per Voltage Level)

Figure 11: NERC-Wide Sustained Outages due to all Causes (per Voltage Level)
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Three other Regional Entities (RF, SERC and WECC) also identified vegetation management as a
serious risk in their respective regional risk assessments.
Cold Weather Limits of SF6 Substation Equipment
As discussed in the MRO 2021 RRA, a severe cold weather event hit the upper Midwest on January
29-30, 2019. Not only did many wind plants throughout the upper Midwest hit cold weather
temperature limits and automatically shut down, many SF6 insulated circuit breakers also had critical
low pressure alarms due to the condensing of the SF6 gas within the circuit breaker. Because the full
interrupting capability of SF6 circuit breakers is compromised when the breaker reaches critical low
pressure, it is designed to either auto-open (under load current conditions) or block the trip and rely
on adjacent breakers to open and clear a fault condition.
MRO staff sent a data query to TOs in the upper Midwest to gather information on the January 2019
event to better study this risk. MRO determined that SF6 circuit breakers heavily rely on tank heaters
during severe cold weather to avoid hitting critical pressure. It was also identified that the best way to
assure tank heaters are operating is with pre-season inspections and to also send an alarm to the
control center if/when a tank heater fails (for situational awareness). This effort led to a NERC
Lesson Learned being developed and issued to industry that provides recommendations on how
TOs that experience severe cold weather can be best prepared going into the winter season. It also
emphasizes that updates to Real-Time Contingency Analysis (RTCA) files in the EMS models can
be necessary if/when a circuit breaker has blocked its trip function (effectively placing the system in
breaker failure clearing mode) to accurately reflect the impact and severity of that contingency. This
risk will continue to be monitored by MRO staff.
Overhead Transmission Line Ratings
Since being identified in the FERC inquiry report on the cold weather event of January 17, 2018, and
highlighted at the FERC Transmission Line Ratings Conference on September 10-11, 2019,
overhead transmission line ratings and methodologies continue to be a concern for MRO. NERC
Reliability Standard FAC-008-3 focuses on assuring that overhead transmission line ratings do not
exceed the most limiting thermal element, most limiting operating limit, or the protection setting to
assure reliability. However, neither FAC-008-3 nor any other NERC standard/requirement
necessitates that transmission line owners/operators provide normal and emergency ratings for both
summer and winter seasons. Because of this, there is no requirement that the owner/operator
establish ratings that are reflective of temperatures common during high load times (which may be
much different due to the impact of temperature on ratings), when the capacity of these facilities
becomes most important to reliability. FAC-008-3 is also not applicable to the PC and/or RC, and
therefore these entities must use the ratings that are provided to them by the TO/TOP when
operating the bulk power system. Consequently, the RCs make real-time operating decisions without
advance access to ambient adjusted ratings that may be appropriate to apply during colder ambient
conditions.
FERC shares these concerns with MRO, and on November 19, 2020, approved Notice of Proposed
Rulemaking (NOPR) RM-20-16-000) titled “Managing Transmission Line Ratings.” It intended to
require:
•

The use of Ambient Adjusted Ratings (AARs), developed by TO/TOPs, and used by the
RTOs.
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•

RTOs to be able to update/accommodate its TOs’ ambient adjusted ratings in EMS systems
and daily operations.

•

TOs to share detailed ambient adjusted ratings methodology with its RTO and Market
Monitor, if applicable, for transparency and consistency.

The Commission accepted industry comments on the NOPR for 60 days (until January 19, 2021).
On December 16, 2021, FERC approved a final rule for Docket No. RM20-16-000. This final rule
requires:
All transmission providers, both inside and outside of organized markets, to use ambientadjusted ratings as the basis for evaluating near-term transmission service to increase the
accuracy of near-term line ratings. Typically, line ratings are based on conservative assumptions
about worst case, long-term air temperature, and other weather conditions that can lead to
underutilization of the transmission grid. The final rule does not mandate the adoption of
dynamic line ratings – ratings that account for other factors like wind speed – but the rule does
require that organized market operators establish and maintain systems and procedures
necessary to allow transmission owners that would like to use dynamic line ratings the ability to
do so.
This risk will continue to be monitored by MRO staff.
Lack of Energy Assurance Assessments – NEW
Planning reserve margins do not sufficiently capture the increasing risk associated with energy
shortages due to the changing generation profile, and the variability in both load and generation of
today’s (and more so tomorrow’s) grid. The rapid shutdown of baseload plants simultaneously with
rapid increases in variable generation, coupled with the flat or decreasing growth rate in natural gas
plants (which can ramp quickly and help minimize intermittent generation variability) is resulting in
energy shortages at various times of the year, particularly outside of summer peak load conditions.
This risk is significantly affecting the WECC, TRE, MRO and NPCC regions in particular.
The NERC Energy Reliability Assessment Task Force (ERATF) is assessing risk associated with the
uncertainty of energy and fuel supplies. The task force was created to collaborate with stakeholders
and provide a formal process to properly analyze the issues associated with a lack of energy
adequacy. The ERATF recently completed a draft of this energy assurance process along with a
draft Standard Authorization Request to further address this risk. Energy assurance assessments
will be performed in addition to, and to supplement, traditional resource capacity assessments
(planning reserve margins). MRO has ranked Lack of Energy Assurance Assessments as one of the
highest, most impactful planning risks that exist within the MRO region.
Energy Assurance with the Changing Resource Mix and Changing Load Composition
Lessons learned from the February 2021 cold weather event and from previous extreme weather
events, as well as forward-looking assessments of the grid, all point to energy assurance being the
top reliability challenge we now need to address. There are many facets of this that have become
common phrases in our industry – the changing resource mix, variable resources, hybrid resources,
storage resources, behind-the-meter generation, transmission deliverability, tighter reserve margins,
fast ramping rates, among others. Energy assurance will need to be accurately assessed for all
hours of the year as generating resources are changing very rapidly.
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Electricity will increasingly be applied in new sectors. For example, policy makers are seeking to
electrify the transportation sector and natural gas space heating in order to help decarbonize the
atmosphere. The bulk power system is undergoing an unprecedented change that requires
rethinking the way in which generating capacity, energy supply, and load serving needs are
understood. Simply put, how do we assure that energy will be available to serve load at any given
time, and for all hours of the year?
Energy assurance is a difficult challenge, but the process will undoubtedly be exciting and
transformative. These challenges need to be met to ensure the continued reliable operations of the
bulk power system, while maximizing the integration of resources that meet the goals of a
decarbonized society.
For further reference, an article authored by MRO and NERC staff titled “Confronting the Energy
Assurance Challenge” has been published in Public Utilities Fortnightly.
Generation Unavailability During Severe Cold Weather - NEW
The MRO region can experience several forms of severe weather, such as derechos, tornados,
lightning storms and damaging hail, ice storms and blizzards, and more recently, frequent severe
cold weather in the southern Midwestern states. Unlike generation facilities in the northern U.S.
states and Canada, which are designed to operate in severe cold temperatures, a significant portion
of the generation in the southern Midwestern states consists of plants that were not originally
winterized to withstand prolonged sub-freezing temperatures and icing conditions.
The significance of this risk can be illustrated by the severe cold weather event of February 2021.
The combined loss of 61,800 MW of generation in ERCOT, SPP and MISO due to sub-freezing
temperatures and lack of generation winterization led to the largest controlled firm load shed event in
U.S. history (23,400 MW), with more than 4.5 million people in Texas alone without power, some for
almost four days. It is estimated that the outages caused direct and indirect losses to the Texas
economy of between $80 and $130 billion. The FERC-ERO Cold Weather Inquiry report on the
February 2021 event across the south-central U.S. states has several findings and
recommendations that are aimed at addressing generation unavailability during sub-freezing
temperatures.
MRO Generation Winterization Program
The MRO footprint extends from the northern Canadian Provinces of Manitoba and Saskatchewan to
the southern states of Louisiana, Texas, and New Mexico. The generation facilities to the north tend
to house their facilities in enclosed buildings, while the southern plants are more exposed to the
elements. At the time of the February 2021 cold weather event, there were no enforceable NERC
Reliability Standards in effect requiring a level of protection against cold weather events. Since then,
on August 24, 2021, FERC issued its order approving cold weather reliability Standards. However,
registered entities have until April 1, 2023, to be compliant with these standards.
In 2021, MRO established its Generator Winterization Program. The MRO Generator Winterization
Program is outside of any compliance monitoring activity. The goal of this program is to identify best
practices related to generator winterization, make recommendations to industry, and enhance
outreach to Generator Owners and Generator Operators across MRO’s regional footprint.
Winterization plans for selected plants are reviewed by MRO staff, followed by generator site visits to
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confirm the plans. Four site visits were completed prior to winter 2021/2022. The results of these site
visits led to a summary report that included recommendations and best practices.
MRO has ranked Generation Unavailability During Severe Cold Weather as one of the highest, most
impactful risks that exist within the MRO region.

On October 7, 2021, the MRO Security Advisory Council (SAC) sponsored the annual MRO
Regional Security Risk Assessment meeting. This virtual event included the NERC Electricity
Information Sharing and Analysis Center (E-ISAC), members of the SAC, and security experts from
throughout the region. The regional security risk assessment provides a holistic discussion of
security risks that impact the industry, including those that affect utility business and IT systems, but
may not necessarily have a direct impact on the operation of the bulk power system. The security
risks included in this section of the RRA are a subset of the full list of security risks identified during
the 2021 regional security risk assessment, which will soon be posted publicly posted on the MRO
website.
Five of the eleven prioritized security risks identified here were also highlighted in the 2021 RRA.
Changes were made to this assessment over the 2021 RRA to combine related risks and provide
greater clarification on how risks are labeled. Many security risks originate from innovative humans
with harmful intent, making those risks more unpredictable than those caused by natural
phenomena. An overarching theme during risk discussions in 2021 was how an adversary may
leverage multiple attack vectors, such as supply chain, insider threat, malware/ransomware, and
network monitoring simultaneously to compromise the bulk power system. The 2022 RRA evaluates
these risks individually.
In other risk analyses, it is typical to aggregate many cyber and physical risks as security in a matrix
of operational risks. The granular ranking of security risks in this assessment is unique, allowing
discrete security risks to be compared to discrete reliability risks. The separate identification also
helps entities address risk mitigation and controls in a more targeted manner. The physical and
cyber security risks shown in Table 6 were identified as risks applicable to the MRO footprint and are
listed numerically and not according to risk level. Each risk is discussed in detail following the table.
Physical and Cyber Security Risks
1
2
3
4
5
6
7
8
9
10
11

Inability to Access and/or Apply Threat Intelligence - New
Inadequate Resources *
Focus on CIP Compliance *
Insider Threat *
Malware/Ransomware - New
Security Awareness & Training - New
Supply Chain Compromise *
Vulnerability & Support Challenges of Legacy Devices *
Asset Inventory & Management - New
Network Visibility & Monitoring - New
Perimeter Security & Controls - New
*Also identified in the 2021 MRO Regional Risk Assessment
Table 6: MRO Security Risks
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Inability to Access and/or Apply Threat Intelligence - NEW
Due to an increased volume of threat intelligence along with staffing and resource constraints in
2021, the risk has been elevated and is included here. Being unaware and unprepared for an
imminent threat could have a significant impact on the bulk power system. Although the CIP-008-6
(Incident Reporting and Response Planning) Reliability Standard has requirements for an entity to
report security incidents to the E-ISAC, it does not provide guidance on what is considered a
reportable event, nor does the standard require registered entities to review E-ISAC information.
Methods of reducing this risk include:
•

Establish a threat intelligence program with a focus on turning intelligence into an actionable
plan for the business.

•

Consider designing incident response playbooks based on common events, such as bomb
threat, active shooter, evacuation, etc.

•

Enhance and leverage external peer security partnerships to gain prioritized and actionable
threat intelligence. This includes neighboring utilities and dependencies.

•

Consider a third-party threat intelligence company or aggregators (both government and
private) to provide inputs into risks.

•

Learn and explore community improvement districts (CID) and other resources close to
facilities for information sharing.

•

Participate in information sharing forums such as E-ISAC and the MRO SAC Threat Forum.

Inadequate Resources (Security)
This risk was relabeled from 'Adequate Security Staffing & Funding to represent a broader array of
the resource needs and how important adequate resources are to reducing risk. The risk persists
due to a competitive job market, low unemployment, and other competing business factors, such as
addressing aging infrastructure. Insufficient numbers of trained security staff may result in
operational impacts due to delayed implementation of security measures, inadequate security
hygiene, delayed threat detection and response, inaction on threat intelligence, a lack of active
defense, and inability to gain a return on investment from security tools and processes. Inadequate
security resources can worsen the other risks identified in this assessment.
Methods of reducing risk are:
•

Growing the security work force in-house with training programs.

•

Reducing current workload through standardization of existing processes.

•

Implementing effective risk identification/assessment/mitigation programs to prioritize
security initiatives.

•

Developing compliance tools, automation, and increasing staff retention through creative
Human Resource strategies.

•

Cultivating a culture of security within the organization.

•

Establishing physical/cyber mutual aid with neighboring entities.
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•

Seeking opportunities to leverage existing processes in order to add security functionality
(e.g., adding a camera may allow for other groups to monitor asset health), in addition to
adding security monitoring.

•

Using outside resources such as contractors to reduce burden on staff.

•

Promoting internal/external sharing of resources and information where appropriate.

Focus on CIP Compliance
Industry perceives that this risk is persisting, with most organizations aware that additional controls
are required for security beyond the minimum standards set by the NERC CIP standards. An overfocus on CIP compliance may result in a false sense of security and the assumption that being
compliant is the same as being secure, which is not always the case. In addition, a focus on
administrative functions (e.g., evidence gathering) can lead to a strain on technical security
resources, as these are often the same individuals relied upon to generate compliance evidence.
Due to rapid advances in technology and risk, it is also difficult for the standards to remain current
which can cause a divergence from security work and compliance work. One way that MRO entities
have had success in managing this problem is to focus on a standard's purpose and not just the
requirements.
The ERO Enterprise strives for risk-based programs, objective-based standards, and improving the
nimbleness of requirements to ensure technical relevance. Changes are occurring to help provide
more focus on security objectives, with compliance resulting as a natural byproduct.
Methods of reducing risk are:
•

Standardizing existing processes.

•

Developing functional compliance tools that automatically capture compliance evidence.

•

Simplifying and automating compliance tasks where possible.

•

Sharing best practices for compliance efficiency across the organization.

•

Encouraging increased cooperation and communication between CIP standard owners.

•

Monitoring whether current tools for achieving compliance are adequately addressing current
threats.

Insider Threat
Based on conversations with MRO organizations and leading electric sector security experts, this
risk continues to be a high security concern. Insiders can pose a substantial threat to organizations
with their knowledge and access to proprietary systems. There is a potential for impact to both
Operational Technology (OT) and Information Technology (IT) systems. The risk is more likely to
occur in today’s environment due to the increase in remote work and behavioral indicators of
misconduct going unnoticed. This risk is one of the potential avenues of attack used by a wellfunded adversary in conjunction with other methods like malware/ransomware and supply chain.
The CIP-004-6 (Personnel and Training) standard provides for risk probability reduction through its
requirement of background checks every seven years for those who access medium and high
impact systems, while additional risk probability reduction from CIP-004-6 and CIP-003-8 (Security
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Management Controls) is provided by annual training content on cyber security awareness that
might sensitize entity personnel to abnormal behavior.
CIP-004-6 may provide further risk impact reduction for medium and high impact systems in that
Requirement 4 implicitly causes most entities to provide access based on least privilege principles.
Through this requirement, entities periodically verify that granted access is necessary for the
assigned work functions. CIP-004 is a highly manual process that is transactional in nature. Notably,
some of the most violated compliance trends include access management and access revocation.
This presents an opportunity to mitigate additional risk through error reduction. See section Critical
Infrastructure Protection Risk Considerations / 2020 – 2021 Observed Risks for further commentary
on CIP-004 and opportunities for risk reduction.
Methods of reducing risk are:
•

Developing an insider threat program, including a process for reviewing and responding to
potential insider threats.

•

Training on recognizing and reporting the signs of insider threat.

•

Reccurring background checks.

•

Enhancing detection methods for unauthorized access and privilege escalation.

•

Deploying access management practices, such as segregation of duties, least privilege, and
the two-person rule for high risk system action.

Malware/Ransomware - NEW
This risk has been prioritized given recent events (e.g., Colonial Pipeline) and trends. Organizations
continue to put Malware/Ransomware as a high priority within their security programs. This risk can
be made worse with increased targeted spear-phishing attacks, a lack of security awareness and
culture, and inadequately segmented networks.
There is a limited attack surface for malware to compromise CIP-applicable OT environments, and
for the compromise to propagate. The suite of CIP Standards requires defense-in-depth measures
specifically designed to reduce the attack surface and mitigate anomalous behavior from cyber
assets that affect the bulk power system and from select support systems. Some of the controls
required include:
•

CIP-004-6 (Personnel and Training): various training requirements that help sensitize to
security issues.

•

CIP-005-6 (Electronic Security Perimeter): perimeter controls that may limit internet bound
connectivity, provide for malicious communications detection, and limit user remote access
control. In addition to the probability reduction provided by the previously listed controls, CIP005 perimeter controls also provide for risk impact reduction because they explicitly segment
CIP applicable networks, which limits their overall ability to interconnect to each to each
other on both an inbound and outbound basis to those IPs and network ports that are known
and assessed as needed.

•

CIP-007-6 (System Security Management): system hardening, security vulnerability
patching, malicious code prevention, security event monitoring.
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•

CIP-008-6 (Incident Reporting and Response Planning): reporting of security incidents,
which may help other entities become aware of malicious activity.

•

CIP-010-3 (Configuration Change Management and Vulnerability Assessment): change
control detection that may help an entity identify an unauthorized software installation.

Methods of reducing risk are:
•

Effective strategies to reduce risk of initial compromise (e.g. spear phishing, water holing,
removable media, insecure remote access, etc.).

•

Effective management of administrative privileges to prevent execution of code.

•

Increased network segmentation to limit spread.

•

Multifactor authentication for users to help mitigate phishing/credential harvesting.

•

Network monitoring to baseline and identify anomalous communications.

•

Incident response program (including testing).

•

Third party that provides additional resources during an event.

•

System backups that are offline or on a separate network.

•

Development of preplanned OT environment actions for a ransomware event on the IT
network.

Security Awareness & Training - NEW
This risk ties to almost all of the other risks in this section and can lead to issues like not recognizing
a security event or not following information handling practices. The risk increases with the growing
complexity and digitization of equipment, leading to gaps in an organization's ability to identify or
respond to a security threat. Organizations are challenged to ensure training content is current with
new technologies being deployed, as well as ever-changing threat vectors. NERC's biennial grid
security exercise (GridEx) provides an opportunity for entities to practice emergency response and
recovery efforts as a way to assess the training level of staff regarding security practices.
Methods of reducing risk are:
•

Engaging staff in security awareness training (e.g., keeping content updated, relevant and
engaging - not the same training content every year) and identify effectiveness metrics for
training.

•

Including security as part of new employee and third-party contractor orientation.

•

Engaging staff in security incident response exercises.

•

Encouraging leadership to support and champion security training and security initiatives.

•

Hosting targeted meetings with security groups and various departments within the
organization to discuss relevant security issues.

•

Ensuring security awareness efforts incorporate operational impact elements.
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Supply Chain Compromise
This risk has been identified as the highest security risk in this assessment. Organizations perceive
that the likelihood has increased over the past year due to several high-profile events like
SolarWinds. While SolarWinds was significant and caused NERC to issue both a NERC Alert and a
critical broadcast message, it did not have a direct reliability impact on the bulk power system.
CIP-013-1 (Supply Chain Risk Management) provides requirements for a foundation to prevent a
supply chain compromise from occurring through the application of vendor risk assessments,
controls on vendor-related process, and controls on the procurement process. There continues to be
industry discussion whether increased resources should be spent conducting vendor assessments
and controls or if those limited resources should be applied towards active risk mitigation (e.g.,
micro-segmentation and detection).
CIP-013-1 does not cover all cyber assets and peripherals that can impact reliability of the bulk
power system. Additionally, the CIP supply chain standards’ cyber asset coverage is divided
between medium and high impact (CIP-013-1), and low impact where NERC standards Project
2020-03 is slated to add a subset of the medium and high impact requirements to low impact cyber
assets. With the increase of IT hardware in OT environments, the reliance on a small number of
vendors, and a general trend towards greater interconnectivity, there is a concern about events
propagating from those cyber assets that are not subject to mandatory supply chain controls.
Notably, there is a risk gap where a supply chain compromise could be “baked-in” to a trusted
product, such as Solarwinds, that is more directly used in bulk power system operational systems.
If a supply chain compromise were to occur, the CIP standards’ defense in depth technical methods
may reduce exposure in the same way they impact ransomware/malware. However, several of the
CIP standards are manually intensive and transactional in nature, thus prone to errors that may
weaken the risk reducing control. This presents an opportunity to mitigate additional risk through
error reduction. See section Critical Infrastructure Protection Risk Considerations / 2020 – 2021
Observed Risks for further commentary on CIP-010, 004, 007, and 005.
Methods of reducing risk are:
•

Implementing CIP-013 beyond the NERC CIP required cyber assets.

•

Knowing your environment and monitoring for anomalies.

•

Ensuring vendors have a vulnerability management program and third-party certification.

•

Diversifying equipment vendors; using segregated networks and increased monitoring for
critical systems.

•

Developing an understanding of risk tolerance as part of the supply chain process.

•

Working with third parties to identify vulnerabilities.

•

Establishing a process for the development of consistent Software Bills of Material (SBOMs)
and Hardware Bills of Material (HBOMs) across industry to better allow for assessment of the
scope of potential threats and vulnerabilities.
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Vulnerability and Support Challenges of Legacy Devices
Critical systems often utilize legacy devices, and replacements could be unavailable or difficult to
integrate into customized environments. The risk is exacerbated by the long life span of equipment
found in the power system (legacy systems were often designed and installed during a time when
security was not a consideration, and now there are unmitigated and widely known vulnerabilities on
equipment that is no longer supported by the vendor). Additionally, documentation for legacy
systems may be poor, and staff familiar with the devices may no longer be employed with the
company.
This risk is covered by the suite of CIP standards’ defense-in-depth measures that are specifically
designed to reduce the attack surface and mitigate anomalous behavior from cyber assets that affect
the bulk power system and from rekated select support systems. The applicable standards are listed
under the Malware/Ransomware section, but for this risk, CIP-007-6 (System Security Management)
R2 for patch management would likely be absent due to lapsed vendor support.
Methods of reducing risk are:
•

Having additional layers of security controls and increased monitoring that can mitigate the
vulnerabilities.

•

Keeping a robust asset inventory that tracks the level of support for assets to help make riskbased decisions.

•

Buying products from reputable vendors/sources.

•

Establishing a lifecycle plan that identifies pieces of technology that are no longer supported
and should be replaced.

•

Isolating unsupported/legacy devices from other cyber assets on the network, where
possible.

Asset Inventory and Management - NEW
Organizations recognize the need to ensure that asset inventory exists and is up-to-date to take full
advantage of other security controls, such as threat intelligence and vulnerability management.
Having an asset inventory is vital to managing risks, and also proves challenging to maintain. Many
security controls rely on a robust and up-to-date asset inventory to perform as expected.
When an attack vector is identified through intelligence, it can be challenging to ascertain if the
organization is vulnerable. For example, missing or inaccurate cyber asset information could lead to
unpatched or unknown vulnerabilities, or poor cyber asset inventory and management may lead to
systems with inappropriate security controls applied based on their operational criticality or network
access.
Also, due to the COVID-19 pandemic, there may be some asset availability exposure due to the
extra lead time required to replace or upgrade certain assets. Asset availability issues caused by
shipping or manufacturing delays are included under this risk instead of the supply chain
compromise risk.
The CIP standards largely cover this risk, with the exception of low impact assets only requiring
identification at a system level. While these assets are low impact, the risk in aggregate presented
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by widespread vulnerabilities that may be systematically unaddressed could be impactful.
Additionally, many CIP systems rely on non-CIP infrastructure for proper functioning, as they are
increasingly complex and interconnected. While CIP standards address data security and
authenticity of cyber system information on adjacent infrastructure, the standards do not require
securing the infrastructure itself. Operational impact analysis may not consider the
unavailability/degraded performance of non-CIP infrastructure, which is directly affected by the
management of an entity’s IT and/or OT systems.
Methods of reducing risk are:
•

Leverage automation tools as much as possible, such as passive network monitoring.

•

Validate inventory by performing site checks – look to enlist other groups/departments that
make frequent site visits for help with inventory validation.

•

Standardize processes across the organization to capture required information for new and
retired assets.

•

Educate asset owners on the importance of inventory to asset security.

Network Visibility and Monitoring - NEW
This risk has gained a higher profile over the past year due to the rapid change of technology within
the industry and recent incidents like the SolarWinds attack that have highlighted the need for
increased network monitoring. Inadequate network visibility and monitoring leads to a lack of
situational awareness on the network, while lack of monitoring could delay cyber incident response
and increase the area of effect of a cyber incident. Reduced network visibility may also hamper
efforts to collect and maintain an up-to-date asset inventory. Without network visibility and
monitoring, validating network segmentation can be more time-consuming and lead to a false sense
of security on how the network is segmented. In addition, network visibility and monitoring may not
be possible in some critical network environments due to legacy devices or network configuration.
Methods of reducing risk are:
•

Prioritize network monitoring attributes based on risk.

•

Increase network segmentation.

•

Centralize monitoring and analysis to promote organizational efficiency.

•

Perform routine testing of current monitoring capabilities.

•

Integrate monitoring with threat intelligence.

Perimeter Physical Security and Controls - NEW
This risk includes attributes from the 2021 RRA risks, including drones, sabotage, and combined
cyber and physical attack. Perimeter physical security controls are the first line of protection against
unauthorized physical access to facilities and can be a precursor to a cyber attack. Most entity
security programs have corporate requirements for public deterrence at the asset boundary, with
such items as fences, locked gates, card readers, and/or cameras. Denying physical access,
damage, or theft all prevent adverse impacts to bulk power system operations. This risk is increased
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with many sites in the MRO region being geographically dispersed over a wide area and in rural
locales.
CIP-006-6 (Physical Security of BES Cyber Systems) and CIP-003-8 (Security Management
Controls) provide perimeter security controls for the BES Cyber System and Electronic Access
Control or Monitoring Systems at assets of all impact classification. However, the use of security
perimeters and other deterrents is not specifically required for the entirety of the physical asset. CIP014-2 (Physical Security) provides controls to protect critical transmission stations and transmission
substations from physical attacks, but non-critical locations are not required under CIP-014-2,
including most bulk power system facilities.
Methods of reducing risk are:
•

Review effectiveness of physical access controls at all times, not just during normal business
hours.

•

Have other departments assist with site assessments and reporting security control
deficiencies.

•

Consider using topographical maps for adversarial targeting and apply Crime Prevention
Through Environment Design (CPTED) concepts to clear line of sights and consider cover
and concealment.

Figures 12 and 13 show the correlation between the reliability and security risks identified in the
2021 ERO-wide RISC Report and the 2022 MRO Regional Risk Assessment. The MRO regional
risks (which are more granular and are shown in the blue boxes) are mapped to the ERO-wide risks
shown in grey across the top. As can be seen, the results of the two analyses are complimentary to
one another.
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Figure 12: ERO and MRO Reliability Risks Correlation
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In 2019, the MRO Reliability Advisory Council (RAC) developed a reliability risk matrix to provide a
relative ranking of the various risks that are identified by MRO. The relative rank of each risk
(location on the matrix) is the result of assessing the likelihood and impact of the risk. Impact is
determined based on how widespread an event caused by a risk would be. Likelihood is assessed
by evaluating three criteria:
•

Event History - Are there any documented occurrences of the risk?

•

Emerging Trends - Are the occurrences (or is the likelyhood of occurrence) increasing?

•

Mandatory Controls - Is a NERC standard in place to effectively mitigate the risk?

The MRO Reliability Risk Matrix was first used in the 2021 RRA and MRO is currently working with
peers across the ERO Enterprise to deploy it more broadly. For the 2022 MRO RRA, volunteers
from each of MRO’s three advisory councils (CMEP, Reliability, and Security) joined MRO staff to
rank the risks by applying the reliability risk matrix to each of the reliability and security risks
identified in sections 4.1 and 4.2 of this 2022 RRA. The goal was to identify the highest risks,
communicate the findings to industry through outreach, and ultimately work with NERC and industry
to develop mitigation strategies by improving the effectiveness of controls where possible.
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Figure 14: MRO Regional Reliability Risk Matrix
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Figure 15 shows the security risk rankings after applying the MRO risk matrix:
MRO Reliability Risk Matrix - Physical and Cyber Security Risk Rankings
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Physical and Cyber Security Risks
1

Inability to Access and/or Apply Threat Intelligence - New

2

Inadequate Resources *

3

Focus on CIP Compliance *

4

Insider Threat *

5

Malware/Ransomware - New
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Security Awareness & Training - New
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8

Vulnerability & Support Challenges of Legacy Devices *

9
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10

Network Visibility & Monitoring - New

11

Perimeter Security & Controls - New

Figure 15: MRO Physical and Cyber Security Risk Rankings
Risks identified with an asterisk (*) were identified in the 2021 MRO RRA as well. The three risks in
the orange section of the security risk heat chart have been identified as having the highest relative
risk and are:
•

Supply Chain Compromise

•

Insider Threat

•

Malware/Ransomware

The operations and planning risk rankings are shown in the next heat chart, Figure 16.
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MRO Reliability Risk Matrix – Operations and Planning Reliability Risk Rankings
Likelihood (L)
Consequence/
Im pact (C)

C5

Severe

C4

Major

C3

Moderate

C2

Minor

C1

Negligible

L1

L2

L3

L4

L5

Very Unlikely

Unlikely

Possible

Likely

Alm ost Certain

9

2, 10

3, 4

1
8

5, 6, 7

Operations and Planning Risks
1

BPS Modelling Accuracy *

2

Uncertainty of Winter Planning Reserve Margins *

3

Reactive Capability of IBRs and Reactive Resource Adequacy *

4

Inverter Based Resource Modelling and Ride Through Capabilities *

5

Misoperations Due to Errors Occurring During Commissioning *

6

Vegetation Management of 100-200 kV Circuits *

7

Cold Weather Operation of SF6 Gas Insulated Circuit Breakers *

8

Overhead Transmission Line Ratings During Cold Weather *

9

Lack of Energy Assurance Assessments - New

10

Generation Availability During Severe Cold Weather - New

Figure 16: MRO Operational and Planning Risk Rankings
Risks identified with an asterisk (*) were identified in the 2021 MRO RRA as well. The four risks in
the orange region of the operations and planning heat chart have been identified as having the
highest relative risk and are:
•

BPS Modelling Accuracy

•

Uncertainty of Winter Planning Reserve Margins

•

Lack of Energy Assurance Assessments

•

Generation Availability During Severe Cold Weather

The combination of the two heat charts show the entirety of the 2022 MRO RRA risks.
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MRO Reliability Risk Matrix – Operations and Planning Risks + Physical and Cyber Security Risks
Likelihood (L)
Consequence/
Im pact (C)

L1

L2

L3

L4

L5

Very Unlikely

Unlikely

Possible

Likely

Alm ost Certain

C5

Severe

C4

Major

C3

Moderate

3, 4

C2

Minor

1, 6

C1

Negligible

9
1
8

2, 10

7

4, 5

2, 3, 8, 9, 11

5, 6, 7

10

Figure 17: MRO Combined Reliability and Security Risk Rankings
The seven risks shown in the orange cells of Figure 17 above will be focus areas for 2022 mitigation
action plans to help improve or develop controls and increase awareness of these risks within MRO.
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5.

As Lithium Ion battery technology and other energy storage technology matures and related capital
costs decline, these storage technologies will be combined with renewable resources to form hybrid
resources. When the energy output of a renewable resource can be directed to the grid or to
charging batteries located right at the renewable facility, it provides operating flexibility to the bulk
power system and can increase resource availability during times of low wind speeds (or nights for
solar plants). Battery storage also has the capability to provide essential reliability services (ERS) to the
bulk power system, such as voltage support, frequency response, and system inertia, allowing for
battery storage to help replace the ERS that synchronous resources typically provide. Ultimately, the
storage of variable resources is a necessity to maintain reliability and operating flexibility of the bulk
power system and it will help facilitate better management of the increasing penetration of renewable
energy. Hybrid resources have started to populate the interconnection queues. Figure 18 shows the
MW amount of hybrid resources entered into the interconnection queues ERO-wide.

Figure 18: NERC-Wide Hybrid Resources in Generation Queues

As Lithium Ion battery and other energy storage technology matures and related capital costs
decline, these storage technologies are becoming more viable for use as a transmission asset on
the bulk power system. From a performance standpoint, they are very flexible, very fast, and often
can be installed more quickly and economically than traditional wire reinforcements and with fewer
issues related to permitting and easements that new overhead transmission lines often have.
The primary use of storage as a transmission-only asset is to mitigate transmission performance
issues. An RTO like MISO or SPP may have functional control of the site to address transmission
issues, similar to any other transmission asset. Per an operating guide developed for each storage
as transmission-only asset specifying operating practices consistent with what was shown as
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needed in the RTO’s regional transmission planning process, the storage owner would coordinate
with, and follow, the RTO’s instructions on state of charge and operating the site. This could bring
increased reliability to the bulk power system with quick operational attributes when it is the right
application for a given scenario.

On September 17, 2020, FERC issued a final rule (Order 2222) that will require RTOs to revise their
tariffs to facilitate the participation of distributed energy resource (DER) aggregations in organized
wholesale electric markets. When resource assets such as aggregated DER do not participate in the
day-ahead and real-time market, an RTO has no direct mechanism to monitor the performance,
scheduling, or capabilities of these resources or their effect on transmission system flows. Much of
today’s DER nets with load and blurs the utility’s and RTO’s ability to accurately forecast actual load.
FERC Order 2222 seeks to help separate aggregated DER from the load, and therefore improve
future load forecasting. This will ultimately be incorporated into bulk power planning models and
improve their accuracy. Since most existing DER today is solar, an RTO will also be better
positioned to forecast the impacts of changing weather patterns with DERs explicitly participating in
the day-ahead and real-time markets.
Acquiring the visibility of aggregated DERs will require developing new methods of communication
across the transmission/distribution boundary. Some utilities promote DER in the form of solar
gardens. This allows distribution customers to purchase a portion of a community solar garden site
(typically between 1-5 MW aggregate), as compared to installing them on their own roof or property.
This physical aggregation of DERs allows the local utility to provide real-time data to the RTO. In the
near future, aggregated DERs will also likely include Demand Side Management programs, such as
price-based or time-of-day electric vehicle charging. This will further provide operational flexibility to
manage real-time operations.
RTOs are proactively collaborating with their states and members to prepare for FERC Order 2222.
MISO has developed a public document titled MISO and DER: Ensuring Grid Reliability Through
Visibility and Communication that provides a comprehensive discussion on this topic.

A new type of nuclear power technology called small modular reactors (SMRs) are getting closer to
becoming a potential reality. SMRs are under development in a range of countries, including the
U.S., Canada, South Korea, Argentina, and several countries in Europe. The U.S. government has
not yet approved the reactors, but U.S. national labs are actively participating in research and
development of this new technology. SMRs have been hailed as a way the U.S. could help boost the
nation’s production of nuclear power, which emits no carbon dioxide, and provides operational
flexibility that is similar to current baseload units (coal, oil) that are being retired.
Since SMRs are modular, they can be manufactured off site and then shipped to a location for
installation. This modular aspect is expected to reduce manufacturing time as well as the cost of the
units. Typically, each modular reactor is expected to range from about 50-80 MW and would be
installed in-line and adjacent to each other, with ultimately about 10-12 modules in total. These units
would have fast-ramping and load following capabilities, which would work well with variable
generation and help ensure energy adequacy throughout the entire year.
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Safety is a major focus of SMR development. Traditional reactors use pumps to maintain a constant
flow of water to cool their cores and are equipped with backup diesel generators to keep that
process going in the event of a power outage. SMRs rely on the natural forces of heating and
cooling that combine with gravity to circulate water through its system, eliminating the need for
pumps as a failure point, in addition to multiple layers of safety features.
The Nuclear Regulatory Commission (NRC) is currently in the process of reviewing several SMR
designs. NRC approval is required before a manufacturer can license out its design for construction.
This clean, synchronous, fast-ramping resource has the potential to significantly improve the
reliability of the bulk power system.
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6. 2022 ERO CMEP ACTIVITIES AND RISK ANALYSIS
In 2022, MRO intends to conduct a series of self-certifications targeting those entities where
individual inherent risk is low, but may be impactful to the bulk power system when evaluated in
aggregate with other entities. As part of the ongoing refinement of risk-based compliance, MRO
monitors aggregated risks across multiple low inherent risk registered entities. The intent of the
initiative is to identify any critical Reliability Standards that, when evaluated across multiple low
inherent risk registered entities, rises to a level that supports active monitoring. This risk in
aggregate concept primarily affects those entities whose Compliance Oversight Plans (COPs) do not
presently include any standards or requirements for monitoring, typically either small Generator
Owners (GOs) / Generator Owner Operators (GOPs), or small Transmission Owners (TOs). Some
examples of the types of risk MRO has observed that are elevated when evaluated in aggregate
may include voltage control and ride through, protection system settings and maintenance,
frequency response and ride through, and response to operating instructions.
MRO’s evaluation of aggregated risk to be considered for oversight in 2022 includes seven focused
risks:
1. Cyber Security for Low Impact Bulk Electric System (BES) Cyber System [BCS]
2. Generator Performance During Events
3. Under Frequency Load Shedding (UFLS)
4. Protection System Maintenance
5. Generator Operation for Maintaining Network Voltage Schedules
6. Response to Operating Instructions
7. Generation Availability During Severe Cold Weather (look ahead to 2023)
Cyber Security for Low Impact BCS
•

CIP-003-8 Attachment 1 (Security Management Controls, Cyber Security Plans for Assets
Containing Low Impact BES Cyber Systems)


Section 2 – Physical Security Controls
Monitoring of this section addresses Perimeter Security Controls and Insider Threat
(risks identified in this RRA), and Gaps in Program Execution (identified in the
Compliance Monitoring and Enforcement Program [CMEP] Implementation Plan (CMEP
IP)). Denying physical access can augment technical means for controlling access to
information and infrastructure. Though on the surface, an individual asset’s weak security
posture does not present a risk in aggregate, the possibility of widespread geographic
targeting of an entity with systemically weak low impact security perimeters could be
problematic. In the professional judgement of MRO, an entity’s program should be
evaluated for the following:
o

Continuity of the perimeters used to protect the low impact BES Cyber Asset (BCA)s

o

Physical access point process including technical and procedural controls

o

Controls on access revocation
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Section 3 – Electronic Access Controls
Monitoring of this section addresses Remote Connectivity as identified in the 2021 and
2022 CMEP Implementation Plans. A leading indicator of risk for entities is the presence
of Inter-Control Center Protocol (ICCP) connections to organizations that are not NERC
registered entities subject to mandatory security requirements. For example, wind turbine
generators often have communications links to the turbine manufacture for the purposes
of maintenance monitoring. The protocol link is indicative of a common mode
vulnerability that originates at one of the several turbine suppliers that have assets
deployed across the continent at low impact generation sites. In the professional
judgement of MRO, an entity’s program should be evaluated for the following:



o

Permit only necessary inbound and outbound electronic access as determined by the
Responsible Entity

o

Verify that firewall configurations are appropriate to this requirement

o

Controls over remote access

o

Controls over access revocation

Section 5 – Transient Cyber Asset (TCA) and Removable Media (RM) Malicious Code
Risk Mitigation
Monitoring of this section helps to address Insider Threat, Malware / Ransomware (both
risks identified in this RRA), and Supply Chain (identified in the 2021 and 2022 CMEP IP,
and in this RRA). Although the compliance requirements only address a small subset of
possible threat vectors, in MRO’s professional judgement an entity’s program could be
evaluated for the following:
o

Controls that guarantee that TCA and RM are mitigated for malicious code prior to
connecting to an applicable system

o

Controls that guarantee the system used to scan TCAs and RM has up to date
signatures

o

Additional options to run active malicious code mitigation on applicable systems

A future revision of CIP-003 is anticipated to address Supply Chain and Remote Connectivity. The
Risk In Aggregate program will be updated if the new standard becomes effective.
Generator Performance During Events
Ride-Through Capability
A lack of ride-through capability for a single small generator would pose only a minimal risk to the
bulk power system, but widespread errant settings could significantly worsen the outcome of a
frequency or voltage collapse event and lead to cascading outages. Three types of generator ridethrough characteristics are addressed in the standards and requirements listed: frequency, voltage,
and fault ride-through. Frequency ride-through, in particular, is a significant aggregate risk as
frequency excursions generally affect a large area or even an entire Interconnection at the same
time, whereas voltage issues tend to be limited to local areas, especially in the Eastern
Interconnection.
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•

PRC-024-2 (Generator Frequency and Voltage Protective Relay Settings) R1, R2, R4,
Please note, version 3 becomes effective 10/1/2022. Addresses frequency (R1 & R4) and
voltage (R2 & R4) ride-through capability

•

PRC-025-2 (Generator Relay Loadability) R1. Addresses fault ride-through capability

Frequency Response Modeling
Because major frequency-excursion events are rare, there is limited opportunity to observe the
ability of generators to respond to frequency changes. Accurate modeling of generator frequency
response is therefore critical to gaining assurance that generators are set to respond optimally to
frequency events. It is the responsibility of the Planning Coordinators and Transmission Planners to
perform the studies that demonstrate generator frequency response across wide areas; however,
the accuracy of the models used in those studies requires verification work that is performed by the
Generator Owners.
•

MOD-027-1 (Verification of Models and Data for Turbine / Governor and Load Control or
Active Power / Frequency Control Functions) R2

UFLS
The proper functioning of a UFLS program across a wide area requires provision of UFLS relays
with specified settings from a large number of entities. Some of these entities are large utilities with
higher inherent risk, but many of the UFLS entities are small and have a low inherent risk.
Individually, these low-risk entities do not pose significant risk during a frequency event, but there is
a higher aggregate risk.
•

PRC-006-5 (Automatic Underfrequency Load Shedding) R9

Protection System Maintenance
The generator ride-through and UFLS protection system settings described above are all subject to
protection system maintenance and testing requirements that help ensure correct and reliable
functioning of these systems. The same aggregate-risk concepts described for generator ridethrough and UFLS highlight the importance of maintenance and testing.
•

PRC-005-6 (Protection System, Automatic Reclosing, and Sudden Pressure Relaying
Maintenance) R3, R4, R5

Generator Operation for Maintaining Network Voltage Schedules
Individual small generating Facilities that fail to maintain specified voltage schedule do not typically
pose significant risk to the bulk power system. However, in the MRO footprint, there are significant
pockets of high wind-generation penetration where a failure of many facilities to regulate voltage
could lead to local voltage collapse and potential cascading outages. Wind generation is highlighted
here because the owners and operators of those plants tend to have lower inherent risk as they
typically own smaller fleets of generation facilities.
•

VAR-002-4.1 (Generator Operation for Maintaining Network Voltage Schedules) R1, R3, R4,
R6
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Response to Operating Instructions
During certain extreme events occurring on the bulk power system it is expected that numerous
operating instructions could be issued to low inherent risk entities for time-critical tasks such as load
shedding. A failure to act on an operating instruction by a single low-risk entity may not pose
significant risk, but a large number of such failures during a major event would likely worsen the
outcome. Many low-risk Generator Operators and Distribution Providers do not receive operating
instructions on a regular basis. Verifying compliance with COM-002-4 R3 can help ensure that the
appropriate personnel at low-risk entities are prepared to receive and process operating instructions.
•

COM-002-4 (Operating Personnel Communications Protocols) R3

Generation Availability During Severe Cold Weather (look-ahead to 2023)
EOP-011-2 (Emergency Preparedness and Operations) becomes effective 4/1/2023 and includes
the addition of R7 & R8, which require Generator Owners and Operators to address cold-weather
preparedness for generation facilities.

O&P Standards Changes in 2021 – 2022
•

Future Enforcement
o

04/01/2023, EOP-011-02, Emergency Preparedness and Operations
EOP-011-2 will replace EOP-011-1 on 4/1/2023. The new version contains the same
six requirements as version 1, but adds two new requirements addressing cold
weather preparedness and associated training for Generator Owners and Operators.

o

04/01/2023, IRO-010-4, Reliability Coordinator Data Specification and Collection
IRO-010-4 will replace IRO-010-3 on 4/1/2023. The new version adds generator
cold-weather performance data to the list of data that Reliability Coordinators are to
specify as necessary for Operations Planning Analyses, Real-time Monitoring, and
Real-time Assessments.

o

10/01/2022, PRC-024-3, Frequency and Voltage Protection Settings for Generating
Resources
PRC-024-3 will replace PRC-024-2 on 10/01/2022. The changes provide useful
clarification of the applicability of the standard to the components of dispersed power
producing resources and inverter-based resources.

o

04/01/2023, TOP-003-5, Operational Reliability Data
TOP-003-5 will replace TOP-003-4 on 4/1/2023. The new version adds generator
cold-weather performance data to the list of data that Transmission Operators and
Balancing Authorities are to specify as necessary for Operations Planning Analyses,
Real-time Monitoring, and Real-time Assessments.

o

07/01/2023, TPL-001-5.1, Transmission System Planning Performance
Requirements
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TPL-001-5 was scheduled to replace TPL-001-4. TPL-001-5.1 contains minor errata
changes to version 5 and will replace version 4 (skipping implementation of version
5) on 7/1/2023. Version 5 and 5.1 incorporate modifications that address the study of
single points of failure of protection systems, as well as more thorough analysis of
planned maintenance outages, including stability analysis for spare equipment
strategies.
•

Recently Subject to Enforcement
o

FAC-002-3, Facility Interconnection Studies

o

FAC-008-5, Facility Ratings

o

INT-006-4, Evaluation of Interchange Transactions

o

INT-009-3, Implementation of Interchange

o

IRO-002-7, Reliability Coordination – Monitoring and Analysis

o

IRO-010-3, Reliability Coordinator Data Specification and Collection

o

MOD-031-3, Demand and Energy Data

o

MOD-033-2, Steady-State and Dynamic System Model Validation

o

PRC-004-6, Protection system Misoperation Identification and Correction

o

PRC-006-5, Automatic Underfrequency Load Shedding

o

PRC-012-2, Remedial Action Schemes

o

PRC-027-1, Coordination of Protection Systems for Performance During Faults

o

TOP-001-5, Transmission Operations

o

TOP-003-4, Operational Reliability Data

Observed Compliance Trends
The Compliance Severity Index (CSI) was created by MRO to measure the risk of noncompliances
to reliability over time. The CSI is calculated using the Risk Determination and Discovery Method for
each potential noncompliance (PNC) as shown in Table 7. Figure 19 shows the CSI for Operations
and Planning noncompliances from 2020 – 2021 to highlight the most recent trend in
noncompliances from a risk standpoint. All 2020 through 2021 PNCs were weighted as follows:

Table 7 – Compliance Severity Index Weighting
***Where MRO-Risk Assessment and Mitigation has not assessed risk yet, an MRO
Assessed Severity of minimal was assigned.
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2020 - 2021 O&P Compliance Severity Index
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Figure 19 - 2020 to 2021 O&P CSI
As MRO has worked with entities to resolve these noncompliances, the following causes of
noncompliance were observed:
PRC-005-6 (Protection System, Automatic Reclosing, and Sudden Pressure Relaying
Maintenance) R3
PRC-005-6 requires Transmission Owners (TO), Generator Owners (GO), and Distribution Providers
(DP) “to document and implement programs for the maintenance of all Protection Systems,
Automatic Reclosing, and Sudden Pressure Relaying affecting the reliability of the Bulk Electric
System (BES) so that they are kept in working order.” The language of R3 requires the entity to
utilize a time-based maintenance program to maintain these components. There are various types of
components that require maintenance with different intervals such as every 4-months, every 6months, every 12-months, every 18-months, every-6-years, every 12-years, etc. However, the
version of PRC-005 prior to 2015 did not include prescriptive maintenance requirements and relied
on the entity’s maintenance program to determine specific activities and intervals. As such, entities
have been transitioning their maintenance programs according to the phased-in implementation plan
for PRC-005 since 2015 – a process that will extend until 2027 for some component types. While
many entities have successfully implemented the new versions of the standard, others have lagged
in developing new processes, controls, and associated personnel training to track the transition and
ongoing maintenance work. These challenges with the transition to a more complex set of
maintenance requirements have likely increased the instances of PRC-005-6 R3 noncompliance.
PRC-019-2 (Coordination of Generating Unit or Plant Capabilities, Voltage Regulating
Controls, and Protection) R1
PRC-019-2 requires GOs and TOs that owns synchronous condenser(s) to “verify coordination of
generator unit Facility or synchronous condenser voltage regulating controls, limit functions,
equipment capabilities and Protection System Settings”. The language of R1 requires that entities
complete coordination at a maximum of every five calendar years. Since coordination of overall
generator Protection System and other components is highly technical in nature, many entities rely
on specialized consultants to perform this work. Furthermore, some of the coordination requirements
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within the standard are subjective and do not provide readily discernible criteria for compliance,
which poses challenges for entities in developing robust controls around this standard and also for
CMEP staff in consistent monitoring. MRO CMEP staff have observed, however, that many entities
are utilizing long-standing industry practices for generator relay coordination work, thus reducing the
risk posed to the BPS by some instances of noncompliance.
VAR-002-4.1 (Generator Operation for Maintaining Network Voltage Schedules )R2, R3
VAR-003-4.1 requires Generator Operators (GOP) and GOs “to ensure generators provide reactive
support and voltage control, within generating Facility capabilities, in order to protect equipment and
maintain reliable operation of the Interconnection.” The language of R2 and R3 requires the GOP to
maintain the generator voltage or Reactive Power Schedule provided by TOP, and notify its TOP
within 30 minutes of a status change of the AVR, power system stabilizer, or alternative voltage
controlling devices. A large majority of issues are associated with wind farms where for voltage
deviations there is improper alarming or a lack of monitoring. Compounding factors included a lack
of: 1. Internal controls; 2. Oversight; 3. Understanding of the standard, and; 4. Coordination and
communication among the responsible parties.
FAC-008-3 (Facility Ratings) R6
FAC-008-5 requires TOs and GOs “to ensure that Facility Ratings used in the reliable planning and

operation of the Bulk Electric System (BES) are determined based on technically sound principles. A
Facility Rating is essential for the determination of System Operating Limits.” The language of R6
requires that entities have Facility Ratings that are consistent with its Facility Ratings methodology.
There were multiple issues of inconsistent Facility Ratings for Facilities in existence before the
standard was enforceable. Contributing factors to those issues included inconsistency between field
data and the entity’s database (as-built are not updated in timely manner or not returned from the
field, or data entry error), a large population of equipment, and a lack of internal oversight and
process. The risk associated with incorrect Facility Ratings is proportional to the number of
inconsistencies.
The nature of a Facility Rating error may cause a disproportionate increase in risk. For example, a
Facility Rating over-rate where the rating is higher than the engineering design limit would have
higher risk than a similar case of an under-rate. There were several reported issues where Facility
Rating errors that exceeded the engineering design limits had a multiplicative effect on BES risk due
to their association with critically defined transmission Facilities such as Remedial Action Schemes
(RAS), cranking paths, Blackstart resources, and higher voltage level Facilities.
There are a few examples of immature Facility Ratings programs where a lack of internal controls
are contributing issues of moderate or serious risk to BPS reliability. The risk caused by incorrect
Facility Ratings can be addressed through mitigation plans and entities’ continued due diligence.
MOD-025-2 (Verification and Data Reporting of Generator Real and Reactive Power Capability
and Synchronous Condenser Reactive Power Capability) R1, R2
MOD-025-2 requires GOs and TOs that own synchronous condenser(s) “ensure that accurate
information on generator gross and net Real and Reactive Power capability and synchronous
condenser Reactive Power capability is available for planning models used to assess Bulk Electric
System (BES) reliability”. The language of R1 and R2 require an entity to provide its Transmission
Planner (TP) with the verification of Active and Reactive Power capability of its applicable Facilities.
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MOD-025 had phased-in implementation and residual issues are still occurring associated largely
with small windfarms. Contributing factors to the issues included confusion on applicability criteria,
and a lack of: 1. Understanding the standard; 2. Internal controls, and; 3. Oversight of the 90-day
reporting requirement. The risk associated with MOD-025-2 is possibly constrained to a local level
due to the isolated nature of the issues.
MOD-026-1 (Verification of Models and Data for Generator Excitation Control System or Plant
Volt / Var Control Functions) R2
The purpose of MOD-026-1 is “to verify that the generator excitation control system or plant volt/var
control function model and the model parameters used in dynamic simulations accurately represent
the generator excitation control system or plant volt/var control function behavior when assessing
Bulk Electric System (BES) reliability”. The language of R2 requires an entity to provide a verified
control function model, including documentation and data, to its TP on a periodic basis. Due to the
complex nature of testing and validation work, many entities rely on specialized consultants to
perform the work. A lack of clarity in the roles and responsibilities between the entity and the
consultant resulted in reporting delays to the TP. In addition, entities’ misinterpretation of the
Implementation Plan also contributed to the issues.
MOD-027-1 (Verification of Models and Data for Turbine / Governor and Load Control or
Active Power / Frequency Control Functions) R2
The purpose of MOD-027-1 is “to verify that the turbine/governor and load control or active
power/frequency control model and the model parameters, used in dynamic simulations that assess
Bulk Electric System (BES) reliability, accurately represent generator unit real power response to
system frequency variations”. Requirement R2 of this Standard is similar to MOD-026-2 R2. Causes
of the issues included: 1. Misinterpretation of the standard; 2. Failure to recognize the applicability of
the standard, and; 3. A lack of internal controls including oversight and procedures for
communication between departments.

CIP Standards Changes in 2021 – 2022
This section aggregates MRO’s observations on entity perceived compliance ambiguity that may be
present on standards that were recently enforceable, or will become enforceable in the near future.
The observations come from HEROs questions, outreach engagements, Standard Development
Team (SDT) observations, NERC Standards Review Forum (NSRF) observations, and other
interactions with industry. MRO maintains a HEROs (Highly Effective Reliability Organizations)
program to allow registered entities to ask risk and compliance questions in relationship to the NERC
Standards; have a question about a regulatory standard or requirement? Contact us at
HEROS@mro.net.
Recently Subject to Enforcement:
•

CIP-008-6, Incident Reporting and Response Planning

Subject to Future Enforcement:
•

07/01/2022, CIP-012-1, Communications Between Control Centers

•

10/01/2022, CIP-005-7, Electronic Security Perimeters (ESP)
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•

10/01/2022, CIP-010-4, Configuration Change Management and Vulnerability Assessments

•

10/01/2022, CIP-013-2, Supply Chain Risk Management

CIP-008-6 Cyber Security – Incident Reporting and Response Planning
This standard revision addresses directives from FERC Order No. 848 to augment the mandatory
reporting to include incidents related to ESP and Electronic Access Control and Monitoring Systems
(EACMS).
Requirement 1 Part 1.2 requires entities have criteria to evaluate cyber security incidents and
whether those incidents are reportable. There is likely to be variability in the reported information and
its utilization based on differing evaluation criteria per entity. This may alter the effectiveness of
controls based on the reported information.
Regarding Requirement 2, HEROs questions submitted to MRO indicate that the testing of recovery
plans may not capture an adequate sample of cyber assets to cover all impact classifications.
CIP-012-1 - Communications Between Control Centers
This standard addresses directives form FERC Order No. 822, “develop modifications to the CIP
Reliability Standards to require responsible entities to implement controls to protect, at a minimum,
communication links and sensitive BES data communicated between BES Control Centers in a
manner that is appropriately tailored to address the risks posed to the BES by the assets being
protected (i.e., high, medium, or low impact).”
The standard focuses on protecting the confidentiality and integrity of data transmitted between
control centers, which leads to end-to-end encryption. HEROs questions submitted to MRO have
included the topics of physical and logical controls for the entire data path. For example, private
networks consisting of elevated optical cable and private Time Division Multiplexing (TDM)
microwave paths. There may be residual risk as physical and logical controls are implemented along
parts of (or the entire) data path which aren’t encrypted such as the path from demarcation
equipment to the boundary of the ESP. Careful analysis of the data path and its controls will be
required.
CIP-005-7- Electronic Security Perimeter
CIP-005-7 addresses FERC Order No. 850 for the inclusion of EACMS and from the NERC Cyber
Security Supply Chain Risk report for Physical Access Control System (PACS) to mitigate the risk of
an outsider using an EACMS to enter the ESP or modify the access controls to allow others to
bypass authorization.
HEROs questions submitted to MRO indicate that ambiguity remains on the undefined terms of
authenticated, vendor, and connection. The Technical Rationale and Justification for CIP-005-7
provides clear guidance on the Standard Development Team’s intent.
Additionally, the compliance ambiguity identified in the 2021 RRA regarding R2.4 and R2.5 controls
on vendor remote access sessions remains in 2022. See the 2021 RRA for details.
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CIP-010-4 – Configuration Change Management and Vulnerability Assessment
Requirement R1.6 was modified to address FERC Order No. 850 for the gap in supply chain
standards for EACMS and from the NERC Cyber Security Supply Chain Risk report for PACS. This
requirement is a compliment and the operational requirement to CIP-013 R1.2.5, where software
integrity and authenticity is considered in the procurement process. HEROs questions submitted to
MRO indicate that ambiguity may remain on the following issues:
•

Applicability of R1.6 to custom software that includes open-source libraries that are patched
independently.

•

Methods to determine the integrity and authenticity of open source software. There is risk in
open-source software in that it is difficult to verify its integrity and authenticity. Typical
methods verify the transmission of the files. The risk is in vulnerabilities that may be included
in the development process of the software, and thus escape typical hashing methods.

CIP-013-2 - Supply Chain Risk Management
Requirement R1 was modified to address FERC Order 850 for the gap in supply chain standards for
EACMS and from the NERC Cyber Security Supply Chain Risk report for PACS. The text in the
2021 RRA still applies for this revision with the following additional observation:
•

The use of contracts as a control over the procurement, not the contract as the procurement.

2020 - 2021 Observed Compliance Trends
Figure 20 shows the 2020-2021 CSI for CIP noncompliances.
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Figure 10 - 2020 to 2021 CIP CSI
As MRO has worked with entities to resolve these noncompliances, the following causes of
noncompliance were observed:
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Manually Intensive and Transactional Processes
CIP-010-3 R1 / -2 R1, CIP-004-6 R4 / R5, and CIP-007-6 R1 / R2 identified as high CSI are
manually intensive processes that are transactional in nature, leading to many compliance issues.
This may translate to a weakening of the CIP controls that help reduce actual bulk power system
risk, but also presents an opportunity for process improvement. The CSI analysis does not purport
that the other CIP standards and requirements are immune to these issues, thus the following
paragraphs in this section may extend to any of the CIP standards where an entity uses manual
intensive and transactional processes.
Entities can look for opportunities to introduce automation in operational and compliance activities,
and MRO anticipates the number of issues will consequently decrease. However, applying
automation introduces a different risk due to complacency. Through our observations, design gaps in
automated tools (system complexity, technical malfunctions that go undetected, the assumption that
the tool’s output is correct) have caused noncompliances. Process adjustments in the form of
manual controls can verify the automation functionality; however, it is recommended that those
manual controls be balanced to limit compliance fatigue.
MRO has observed the tendency to apply additional procedural controls (another manual action) for
human errors. The risk that the issue presents could be a consideration in either: 1. Applying
additional manual controls as a method to mitigate reoccurrence, or; 2. Pursue more training. With a
compliance-only focus, the tendency is for manual process to become more complex over time with
additional layers of procedural controls in the attempt to capture edge cases. This may lead to
compliance fatigue (see the Security Section of this assessment, “Focus on CIP Compliance”) and
have a negative outcome.
CIP-010-3 R1 / -2 R1 – Configuration Change Management
Change control processes are essential in detecting unauthorized changes by threat actors, or
unauthorized changes due to authorized actions that can lead to open vulnerabilities that threat
actors can utilize. Although CIP-010-3 R1/ -2 R1 have a high CSI, the actual risk to the bulk power
system is more difficult to quantify as CIP-010 provides a mandated detective control against
adverse technical changes to CIP-applicable Cyber Assets. From a bulk power system risk
perspective, CIP-010 functions as a method to reduce the duration of actual vulnerabilities by giving
an entity the opportunity to act.
The issues highlighted in the 2021 RRA remain for 2022. MRO discovered new issues during its
analysis of noncompliances from 2020 to 2021 regarding the broad reliance on automated tools
without verification where the process ultimately is insufficient because functionality of the tool is not
verified (heading from 2021 RRA). Those items were related to automated tools not reporting all
installed software, with sub-issues of: 1. Correct classification of custom software, and; 2.
Implementation of baseline creation and verification procedures that do not have manual detective
controls to verify correct implementation of automated systems.
CIP-004-6 R4 – Access Management Program
The CIP-004-6 R4 access management requirements limit the impact of intentional Insider Threat or
unintentional activity that may affect the stability of the bulk power system. The implicit requirement
is that access is based on need and least privilege principles.
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Of the noncompliances reported in the analysis timeframe, 50 percent involved unauthorized access
to BES Cyber System Information (BCSI) that occurred because system administrator duties allowed
the access to occur without being segregated based on least privilege principles. Other aggravating
factors included system complexity, inadequate process, and human processing error. The issues
highlighted in the 2021 RRA remain for 2022. However, the following additional issues were
discovered during MRO’s analysis of PNCs from 2020 to 2021:
System complexity included such items as:
•

Password management methods – administrators of password management programs could
be granted unauthorized access due to their access to the credentials for a BCSI repository

Inadequate process including items such as:
•

Lack of segregation of administrator duties leading to inadvertent provisioning of access;
access is granted just because they are an administrator

CIP-007-6 R2 – Patch Management
Requirement R2 of CIP-007-6 exists to proactively monitor and address known software security
vulnerabilities. If an adversary were to gain network access, the potential risk is threat actors
leveraging an unmitigated vulnerability to gain control of or render systems inoperable.
During the evaluation timeframe, noncompliances in this category were primarily due to patches not
being applied in a timely manner. The issues highlighted in the 2021 RRA remain for 2022.
However, the following additional issues were discovered during MRO’s analysis of PNCs from 2020
to 2021 where entity programs utilize overtly manual or highly automated processes:
•

Risk in manual process


Human single point of failure
o




Workflow – failure to hand off to the next responsible individual

o

Failure to action

o

General procedures that do not cover Cyber Asset specifics

Unidentified fringe scenarios that procedures do not capture
Failure of third-party monitoring service

CIP-007-6 R1 / -3a R2 – Ports and Services
Requirement R1 of CIP-007-6 exists to reduce the attack surface of cyber assets by requiring
entities to disable known unnecessary ports. If an adversary were able to gain network access, the
potential risk of failing to disable an unnecessary port is that it may provide an additional attack
vector via a port that provides limited benefit to the reliability or security of the bulk power system.
MRO’s observations yield the following themes in the reported issues that can be improved upon:
1. Discovery tools cannot gather all open port information.
a. Some ports are transient in nature, and the discovery/research timeframe is not
adequate.
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b. Tool itself is not configured properly to gather details of the required granularity.
c. Target cyber assets are configured to block responses to queries.
2. Service host (SVCHOST - Microsoft Windows) discovery process is inadequate to provide a
link between open ports and the underlying services running on the SVCHOST instance.
3. Inconsistent discovery process after software changes (patches), which caused ports to
unintentionally open.
4. Human performance – failure to follow a process, loading wrong configuration files.
5. Cyber Assets– failure of a service causes configurations to load incorrectly.
CIP-005-5 R1 – Electronic Security Perimeter
Failure to implement adequately restricted inbound and outbound access permissions on an
Electronic Access Point (EAP) could allow malicious or inadvertent access, providing an avenue for
reconnaissance or manipulation of BCS, which could then adversely affect the bulk power system.
MRO’s observations yield the following themes in the reported issues that can be improved upon:
•

Overly broad ranges of IP addresses and ports, which are beyond a reasonable business
need, done more for administrative convenience

•

Ambiguous EAP identification leading to access permissions applied to incorrect interfaces.
This can lead to scenarios where the EACMS has escaped identification as a Protected
Cyber Asset (PCA)

CIP-004-6 R5 – Access Revocation
Failure to revoke access upon termination or reassignment could allow for individuals who no longer
have a business need, or provide a potential access point for adversaries, to access BCS for
nefarious purposes.
MRO’s observations discovered that greater than 70 percent of the issues were caused by human
performance, either: 1. Managerial responsibility to submit job-change-status-forms, or; 2. The
recipient failing to act upon the change notification within the required timeframe. Twelve percent of
the issues were caused by technical system failures and complexity.
Approximately 60 percent of the issues involved internal transfers or BCSI access. This is indicative
of process issues regarding job status changes, which may not be considered as urgent as a
termination.
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7. CONCLUSION
The 2022 MRO Regional Risk Assessment has assessed key risks that are brought forth from EROwide assessments and reports to identify how they might affect the MRO region. The ERO sources
used for this year’s RRA include:
•

2021 ERO Reliability Issues Steering Committee (RISC) Priorities Report (RISC report)

•

2021 NERC State of Reliability Report (SOR report)

•

2021 NERC Long-Term Reliability Assessment (LTRA report)

•

FERC/ERO February 2021 Cold Weather Inquiry Report (2021 Cold Weather Report)

•

2022 ERO Compliance Monitoring and Enforcement Program Implementation Plan (CMEP
IP)

In addition to assessing which ERO-wide risks may be more prevalent for the MRO region, MRO
staff leveraged the expertise of the three MRO advisory councils (CMEP, Reliability, and Security) to
identify any additional risks that the MRO region may be susceptible to experiencing.
The operational and planning risks and the physical and cyber security risks identified for the MRO
region were then ranked using the MRO risk matrix developed by the MRO Reliability Advisory
Council. Six members of the three MRO advisory councils along with MRO staff ranked the risks as
a team. This risk matrix served to identify which risks were highest in terms of their impact and
likelihood to occur. The impact to the bulk power system and probability of occurring was assessed
by evaluating each risk’s history and trending, as well as whether controls are in place to mitigate the
risk.
MRO then utilized CMEP information to add additional context to these risks, with a focus on
noncompliance history of higher risk requirements. Relationships between the risks and standards
were clarified, and any potential gaps highlighted. These efforts will further refine MRO’s compliance
monitoring and oversight activities to be effective as possible.
MRO staff will continue to conduct and publish a regional risk assessment each year to identify and
prioritize risks posed to the bulk power system within the MRO region. Efforts are then properly
focused in order to best monitor and mitigate those risks. MRO staff will communicate key findings
and recommendations to registered entities and NERC in order to promote effective mitigation
activities, future standards development, and other process improvements to improve the reliability
of the bulk power system.
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