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PREFACE 
Midwest Reliability Organization (MRO) is dedicated to its vision of a highly reliable and secure North 
American bulk power system. To ensure reliability of the bulk power system in the United States, 
Congress passed the Energy Policy Act of 2005, creating a new regulatory organization called the Electric 
Reliability Organization (ERO) to establish mandatory Reliability Standards and monitor and enforce 
compliance with those standards on those who own, operate or use the interconnected power grid.  

In 2006, the Federal Energy Regulatory Commission (FERC) approved the North 
American Electric Reliability Corporation (NERC) as the ERO under 
section 215(e)(4) of the Federal Power Act. NERC delegates its authority 
to monitor and enforce compliance to seven Regional Entities established 
across North America, of which MRO is one. Recognizing the 
international nature of the grid, NERC as the ERO, along with MRO, 
established similar arrangements with provincial authorities in Canada. 

The MRO region spans the provinces of Saskatchewan and 
Manitoba, and all or parts of the states of Arkansas, Illinois, 
Iowa, Kansas, Louisiana, Michigan, Minnesota, Missouri, 
Montana, Nebraska, New Mexico, North Dakota, Oklahoma, 
South Dakota, Texas, and Wisconsin. The region is comprised of 
more than 200 organizations that are involved in the production 
and delivery of electricity, including municipal utilities, 
cooperatives, investor-owned utilities, transmission system 
operators, federal power marketing agencies, Canadian Crown 
Corporations, and independent power producers. 

MRO's primary responsibilities are to: ensure compliance with 
mandatory Reliability Standards by entities who own, operate, or 
use the bulk power system; conduct assessments of the grid's 
ability to meet electricity demand in the region; and analyze regional 
system events. Additionally, MRO creates an open forum for 
stakeholder experts in the region to discuss important topics related to 
addressing risk and improving reliable operations of the bulk power system.  
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EXECUTIVE SUMMARY 
MRO’s Security Advisory Council (SAC) is an organizational group comprised of industry subject matter 
experts that provide advice and counsel to MRO's Board of Directors, staff, members, and registered 
entities regarding: (1) cybersecurity; (2) physical security; and (3) operational security. The SAC provides 
outreach and promotes awareness in these three key security areas. 

Each year, the SAC conducts a regional security risk assessment that engages physical, cyber, and 
operational security subject matter experts in identifying the greatest security risks in MRO’s footprint. 
These risks inform the SAC’s work plan and topics for future outreach, and are considered during the 
development of MRO’s Regional Risk Assessment, which is published annually.
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DISCLAIMER 
The SAC is committed to providing training and non-binding guidance to industry stakeholders regarding 
existing and emerging security topics. Subject Matter Experts (SMEs) developed any materials, including 
presentations, through the SAC from member organizations within the MRO region and other government 
and industry security experts. The views in this presentation are presented by these MRO SAC SMEs, 
government, and industry experts, and do not express the opinions and views of MRO. 
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INTRODUCTION 
The top security risks based on the SAC’s 2020 Regional Security Risk Assessment are provided in the 
following table in alphabetical order. Registered entities are best positioned to understand, assess, and 
mitigate the unique security risks facing each company, and determine the applicability of the risks 
identified in this report.   

 Cyber Operational Physical 
Total number of staff in organization: <1500 

Staff 
>1500 
Staff 

<1500 
Staff 

>1500 
Staff 

<1500 
Staff 

>1500 
Staff 

Accessing and Applying Threat Intelligence      X 
Active Shooter      X 
Adequate Security Staffing* X  X    
Adequate Security Funding X      
Boundary Defense    X   
Combined cyber and physical attack     X  
Communication (Backhaul)   X    
Copper Theft*      X 
Drones / Unmanned Aerial Systems (UAS)*     X X 
Focus on CIP Compliance (Compliance Fatigue) X  X    
Immature Vulnerability Management  X     
Insider Threat    X  X 
Ransomware  X     
Sabotage*     X X 
Security awareness      X  
Supply Chain* X X     
Transient Cyber Assets and Removable Media    X   
Unsupported / Legacy Devices   X    
 

*Identified as risk in 2020 MRO Regional Security Risk Assessment 

The Appendix of this report provides additional information that was collected through the 2020 Regional 
Security Risk Assessment, including top security control concerns, risk assessment approaches, and 
example risk events.    

2020 MRO Regional Risk Assessment Methodology 
The top security risks identified in this report were compiled by members of the SAC based on the 
following: 

Surveys on top security concerns:  
In September 2020, the SAC conducted two surveys. The first survey was sent to security subject matter 
experts in the MRO region. The aim was to identify their top security concerns along with additional 
information related to security controls and risk assessment methodologies. There were 83 total responses 
received. A second survey was sent to attendees registered for the October 8, 2020, MRO Regional 
Security Risk Assessment Meeting to gain additional information regarding the top security concerns 

https://www.mro.net/MRODocuments/2020%20Regional%20Risk%20Assessment%20Final.pdf


2020 REGIONAL SECURITY RISK ASSESSMENT  

 

(TPL: WHITE) PREPARED BY: MRO SECURITY ADVISORY COUNCIL      PAGE | 7 

identified through the first survey. There were 27 total responses received. The number of people who 
completed the surveys, along with the number of staff at the survey respondents’ organizations are as 
follows: 

 Cyber Operational Physical 
Total number of staff in 
organization 

<1500 
staff 

>1500 
staff 

<1500 
staff 

>1500 
staff 

<1500 
staff 

>1500 
staff 

# of responses – Survey 1 19 9 17 10 18 10 

# of responses – Survey 2 8 6 1 6 2 4 

# of staff – min 47 1,507 60 1,509 20 1,508 

# of staff – max 1,200 10,000 1,300 10,000 1,500 10,000 

# of staff – median 400 2,200 270 4,400 360 3,755 

# of staff – average 428 3,612 405 4,682 570 4,455 

# of security staff - min 0 10 0 1 0 5 

# of security staff - max 15 83 20 38 40 33 

# of security staff – median 2 20 4 14 5 16 

# of security staff – average 4 25 5 16 9 17 

 

2020 MRO Regional Security Risk Assessment Exercise:  
At the 2020 MRO Regional Security Risk Assessment Meeting, participants discussed the top security 
concerns identified through the surveys and provided additional information on the potential impacts, 
factors that increase the concern, and best practices to address the concern.  

There were 66 individuals representing ~29 registered entities in the MRO region that participated in the 
meeting. 
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TOP CYBER SECURITY RISKS 
The top cyber security risks based on the 2020 MRO Regional Security Risk Assessment are (in 
alphabetical order):  

Adequate Security Staffing 
Inadequate numbers of trained security staff may result in operational impacts due to delayed 
implementation of security measures, inadequate security hygiene, delayed threat detection and response, 
inaction on threat intelligence, a lack of active defense (e.g. threat hunting), and inability to gain a return on 
investment from security tools and processes. Inadequate security staffing can worsen the remaining risks 
identified in this assessment.  

Risk increases with high volumes of threat intelligence, vulnerabilities, and patches to address. In addition, 
trained staff may be focused on compliance overhead activities such as evidence gathering in place of 
other security work. Further aggravating the situation is the competitive job market for security 
professionals and a lack of training programs related to cyber security in Operational Technology (OT) 
environments. Attracting talent may be difficult due to the perceived amount of compliance work involved. 

To reduce this concern, consider the following:  

• Growing the security work force in house with training programs 
• Reducing current workload through standardization of existing processes 
• Effective risk identification/assessment/mitigation programs to prioritize security initiatives 
• Developing compliance tools, automation, and increasing staff retention through creative Human 

Resource strategies 

Adequate Security Funding  
Not providing adequate funding to capital and operating projects may impact the overall security posture of 
the organization.  

Risk increases as a result of other competing business factors such as addressing aging infrastructure and 
compliance overhead. Security funding may also be reduced due to limited visibility/awareness from upper 
management – leading a company to have a poor culture of security.   

To reduce this concern, consider the following:  

• Increasing leaders’ awareness of security issues 
• Cultivating a culture of security within the organization 
• Relating security projects and initiatives to organizational risk  

 

Organizations need to find a balance between cost, return on investment, and risk. 
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Focus on CIP Compliance (Compliance Fatigue) 
A singular focus on CIP compliance may introduce complacency. It may result in a false sense of security 
and the assumption that being compliant also means that you are secure which might not always be the 
case. In addition, a focus on compliance overhead like evidence gathering may reduce resources needed 
for other security work.  

CIP compliance fatigue is increased by constantly moving goalposts (shifting regulatory landscape) that 
change and increase the workload. The issue is made worse if there is not adequate staff available. There 
is also concern from entities who are part of multiple regions where expectations to satisfy compliance may 
be different based on the Regional Entity providing oversight. 

To reduce this concern, consider the following:  

• Standardization of existing processes 
• Developing functional compliance tools 
• Simplification and automation 
• Sharing best practices for compliance efficiency within your organization 

Immature Vulnerability Management  
Unaddressed vulnerabilities may lead to threat actors gaining initial access to critical systems and 
persistence in critical systems. Compromised systems may lead to adverse impact on the power system.  

The concern is aggravated by having unpatched and unmitigated devices exposed to the internet, having 
insufficiently trained security personnel to assess vulnerabilities and address on a risk driven basis, the 
rising volume of patches, and the lack of a comprehensive asset inventory. Unlike traditional IT systems, 
many OT systems do not have remote management and discovery features. This leads to more resources 
and time required to patch remote systems. The unique operational environment presents some additional 
challenges. These challenges may include the inability to validate patches in a test environment and 
vendor restrictions on third-party patches. These challenges may introduce reliability risks or delay patch 
deployment to critical systems.  

To reduce this concern, consider the following:  

• Implementing and resourcing robust vulnerability and inventory management programs to apply 
patches based on the risk and environment 

• Having additional layers of security controls that can mitigate the vulnerability if patching cannot be 
completed in a timely manner  

Insider Threat 
Insiders can pose a substantial threat to organizations with their knowledge and access to proprietary 
systems that allow them to bypass security measures through legitimate means. There is a potential for 
impact to both the bulk power system and company credibility. Insiders can pose both an 
accidental/unintentional and intentional threat to organizations.  

Risk is increased due to inadequate process and controls for insider threats and training. Economic 
changes, political changes, and other factors may create new motivations for insiders to engage in 
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malicious conduct. With more remote work, behavioral indicators of misconduct may be more easily 
missed. 

To reduce this concern, consider the following:  

• Developing an insider threat program including a process for reviewing and responding to potential 
insider threats 

• Training on recognizing and reporting the signs of an insider threat 
• Recurring background checks 
• Enhancing detection methods for unauthorized access and privilege escalation 
• Access management practices such as segregation of duties, least privilege, and the two-person 

rule for high risk system actions 

Ransomware 
Ransomware is constantly evolving and could impact critical systems resulting in adverse impacts to 
operations, reputation damage, and sale of sensitive data. Recovery time could be lengthy depending on 
how many systems are impacted and preparedness for response and recovery. Ransomware payment 
may have the downstream consequence of increasing the proliferation of ransomware.  

The concern is made worse with the increase in targeted spear phishing attacks, a lack of security 
awareness and culture of security across the organization, IT/OT convergence, and inadequately 
segmented networks.  

To reduce this concern, consider the following:  

• Effective strategies to reduce risk of initial compromise (e.g. spear phishing, water holing, 
removable media, insecure remote access, etc.) 

• Effective management of admin privileges to prevent execution of code 
• Increased network segmentation to limit spread 
• Increased segmentation around critical data 
• Multifactor authentication for users to help mitigate phishing/credential harvesting 
• Monitoring network to baseline and identify anomalous communications 
• Effective incident response (including testing) and backup and recovery programs 
• Working with a third-party to provide additional resources during an event can also mitigate some 

of the longer-term impact related to ransomware 

Supply Chain 
Technology (hardware and software) supply chain concerns include embedded software and intentional or 
unintentional vulnerabilities including hard-coded credentials, remote access backdoors, malicious code, 
surveillance, and data exfiltration capability that could enable an attacker to cause adverse impact within 
critical systems.  

Supply chain concerns are increased by the difficulty of completing a comprehensive assessment of all 
components and sub-components of a system. Reliance on one vendor within the organization or across 
the region may increase the impact of supply chain risks. The current pandemic may also increase risk, 
potentially making it more difficult to source certain equipment and increasing lead times. 
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To reduce this concern, consider the following:  

• Implementing CIP-013 
• Assessing vendor security maturity 
• Knowing where a vendor will be storing your data 
• Knowing your environment and monitoring for anomalies 
• Buying from vendors with a good cyber security reputation 
• Ensuring vendors have a vulnerability management program and third-party certification 
• Diversifying equipment vendors and usingsegregated networks for critical systems 
• Developing an understanding of risk tolerance as part of the supply chain process 
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TOP OPERATIONAL SECURITY RISKS 
The top operational security risks based on the 2020 MRO Regional Security Risk Assessment are (in 
alphabetical order):  

Adequate Security Staffing 
See Adequate Security Staffing in the Top Cyber Security Risks section of this report. 

Boundary Defense  
Boundary defense refers to the strength of controls at the boundary between two networks. Boundary 
defense is the primary way to prevent advisories from gaining initial access to critical systems that could 
impact the power system.  

Risk is increased with increasing remote access capabilities (including remote access for third parties for 
support) that may improve efficiency but also introduce additional security concerns if not properly secured. 
Failure to consider systems outside of compliance scope may lead to boundaries being less secure.  

To reduce this concern, consider the following:  

• Separating the OT network from the corporate network 
• Segregating the OT network based on classification to prevent the spread of malicious activity 
• Using one-way connections, such as read-only or data diodes, for remote connections where 

possible 
• Increasing logging of all third party connections 

Communication Network (Backhaul)   
Communication network (backhaul) refers to the communication network that supplies connectivity to 
remote systems. Communication networks and connectivity may be targeted by attackers to gain initial 
access to critical systems, to steal credentials, or to modify network traffic in real time.   

Risk is increased with a lack of path diversity and redundancy for critical communications, unknown or 
unacceptable third party communication backhaul provider availability and security, the use of shared 
infrastructure, and lack of security controls and incident response plans.  

To reduce this concern, consider the following:  

• Increasing monitoring and controls on communication backhauls 
• Performing a business impact analysis on the communication network and having a service level 

agreement in place with communication backhaul providers 
• Relying on an organization’s own private communication network providing interconnected data 

circuits where possible 
• Performing an inventory of all external connections to help prioritize work to address the risk   

Focus on CIP Compliance (Compliance Fatigue) 
See Focus on CIP Compliance (Compliance Fatigue) in the Top Cyber Security Risks section of this report. 
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Insider Threat 
See Insider Threat in the Top Cyber Security Risks section of this report. 

Transient Cyber Assets and Removable Media   
Removable Media and transient cyber assets (TCAs) that are connected to operational technology for 
operational or maintenance reasons can introduce malware into critical OT networks or systems causing 
adverse impacts to the power system.  

Risk is increased if removable media and TCAs are connected to multiple networks and are not secured to 
the same level as the operational assets they are being connected to. 

To reduce this concern, consider the following:  

• Extending a pre-existing TCA program to all OT networks and devices 
• Investigating tools that can manage removable media tasks such as encryption and data 

formatting/wiping 
• Improving existing protection on TCAs such as using application whitelisting, physical access 

controls and follow the principles of least functionality    

Unsupported / legacy devices 
Unsupported devices may have security vulnerabilities that will not be addressed by the vendor. In 
addition, some systems were installed during a time when designing for security may not have been as 
heavily considered. Failure to mitigate security vulnerabilities leaves openings that cyber attackers can 
exploit to cause disruption to operations, damage to assets, financial loss, and loss of sensitive information. 
Threat actors exploit known vulnerabilities on unpatched systems to gain initial access and escalate 
privileges.   

The concern is made worse with the long-life span of equipment found in the power system. This may lead 
to maintenance and security supporting a wide range of different equipment. In addition, the lack of 
tracking of vendor support in an asset inventory may lead to a false sense of security.   

To reduce this concern, consider the following:  

• Having additional layers of security controls and increased monitoring that can mitigate the 
vulnerabilities 

• Keeping a robust asset inventory that tracks the level of support for assets to help make risk-based 
decisions. 
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TOP PHYSICAL SECURITY RISKS 
The top physical security risks based on the 2020 MRO Regional Security Risk Assessment are (in 
alphabetical order):  

Accessing and Applying Threat Intelligence   
Being unaware and unprepared for an imminent threat could have a significant impact to the bulk power 
system. 

Risk is increased with the increasingly high volumes of threat intelligence to process, and with inadequate 
staffing and processes to effectively prioritize and take action on threat intelligence.   

To reduce risk, consider:  

• Establishing a threat intelligence program 
• Enhancing and leveraging external security partnerships to gain prioritized and actionable threat 

intelligence 

Active Shooter 
Physical accessibility to staff, customers, and the public in some facilities that do not have physical access 
controls and lack of active shooter training and exercises can increase risk.   

To reduce risk, consider:  

• Conducting table top exercises and role based drills 
• Establishing procedures for termination including threat assessment prior to termination and access 

removal 
• Hardening public access points 
• Enhancing physical access controls 
• Establishing safe rooms 
• Providing training on first aid 

Combined Cyber and Physical Attack   
Threat actors may carry out combined cyber and physical attacks that could overwhelm incident response 
plans, and cause widespread and extended power system outages. 

The concern is increased with a lack of coordinated and practiced combined cyber and physical incident 
response plans across the organization. Remote substations with limited physical security controls may be 
particularly vulnerable. 

To reduce risk, consider:  

• Enhancing physical security controls (eg., video analytics and alarms) 
• Enhancing and leveraging external security partnerships to gain threat intelligence 
• Combining physical/cyber departments/governance and incident handling 
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• Having focused internal drills to enhance coordination during an event 

Copper Theft and Vandalism 
Copper theft can result in safety hazards to utility personnel (e.g., if grounds are removed), financial loss, 
equipment outages, and project delays while waiting for replacement parts. Substations are the most 
common target for theft, placing critical assets at increased risk.   

Risk is increased with shared facilities, insider threats, limited security visibility, monitoring, and access 
controls, lack of inventory management, tracking, and storage, lack of support from law enforcement, and 
remote locations with longer law enforcement response times. Risk is also influenced by the price of 
copper, economic conditions, and the season.  

To reduce risk, consider:  

• Implementing substation design standards that deter theft (e.g., anti-cut/climb fences, buried 
copper, etc.) 

• Working with third parties (e.g., law enforcement, scrap yards) 
• Implementing physical access controls and monitoring (e.g., cameras, alarms, monitoring) 
• Using mobile cameras  
• Installing bait reels and marked copper 

Drones / Unmanned Aerial Systems (UAS) 
Threat actors may use drones to conduct surveillance, gain sensitive information to plan an attack, or use 
drones as weapons or to carry payloads with the potential intent to harm people, industry assets, and 
disrupt power system operations by attacking substations. Threat actors may specifically target power 
supplies for large customer or governmental facilities. 

The concern is increased with inadequate laws and no authority to regulate and control drone use near 
critical infrastructure, limited ability to detect UASs, and limited ability to respond to drones when detected 
(other than reporting to law enforcement). This concern is also increasing as drone physical size, payload 
capacity, and flight time increase.   

To reduce risk, consider:  

• Developing and implementing a drone policy that includes drone reporting and response, as well as 
appropriate steps for downed drones that are found 

• Discussing with government and exploring declaring areas around critical infrastructure as ‘no fly 
zones’  

Insider Threat 
See Insider Threat in the Top Cyber / Operational Security Risks section of this report. 

Sabotage 
Saboteurs may cause disruption to operations, damage to assets, safety risks, and adverse financial and 
reputational impacts. 
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Risk is increased with insufficient situational awareness of saboteur groups and corresponding response 
plans and training, inadequate physical access controls, remote locations with long incident response 
times, and when undertaking new facility construction or building new transmission lines.  

To reduce risk, consider:  

• Physical security monitoring and alerting 
• Intelligence gathering to identify threat groups and those advocating for sabotage 

Security Awareness Throughout the Organization 
Inadequate security awareness could lead to issues such as staff not recognizing or knowing how to report 
a security event, and staff not being aware of secure information handling practices that could make 
organizations more susceptible to security threats. 

Risk is increased with a lack of engaging corporate-wide security awareness campaigns, and staff 
complacency and overall lack of security culture (eg. if staff feel that ‘security is someone else’s role’ or that 
‘it won’t happen to me’). 

To reduce risk, consider:  

• Engaging staff in security awareness training (e.g., keeping content updated, relevant and 
engaging - not the same training content every year) 

• Including security as part of new employee orientation 
• Engaging staff in security incident response exercises 
• Encouraging leadership to support and champion security training and security initiatives 
• Hosting targeted meetings with security groups and various departments within the organization to 

discuss relevant security issues 
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APPENDIX A: SECURITY CONTROLS OF CONCERN 
Cyber and operational security risk assessment participants identified the following NIST security control 
categories and subcategories as being among the most important and potentially inadequate in protecting 
attack paths to their most important assets and systems. See page 24 in the “Framework for Improving 
Critical Infrastructure Cybersecurity” for further information on NIST security control categories and sub-
categories. 

NIST Security Control Categories: 

NIST Security Control Category Cyber Operational 
Small Large Small Large 

Asset Management X X X X 
Data Security  X   
Detection Processes    X 
Identity Mgmt, Authentication and 
Access Control X X   

Security Continuous Monitoring   X X 
Supply Chain Risk Mgmt X  X  

 
NIST Security Control Sub-Categories: 

NIST Security Control 
Category  

NIST Security Control Sub-Category Cyber Operational 
Small Large Small Large 

Asset Management ID.AM-1: Physical devices and systems within the organization 
are inventoried X X X  

Asset Management ID.AM-2: Software platforms and applications within the 
organization are inventoried X  X X 

Asset Management ID.AM-3: Organizational communication and data flows are 
mapped X   X 

Asset Management ID.AM-5: Resources (e.g., hardware, devices, data, time, 
personnel, and software) are prioritized based on their 
classification, criticality, and business value 

  X  

Asset Management ID.AM-6: Cybersecurity roles and responsibilities for the entire 
workforce and third-party stakeholders (e.g., suppliers, customers, 
partners) are established 

  X  

Identity Management, 
Authentication and Access 
Control 

PR.AC-4: Access permissions and authorizations are managed, 
incorporating the principles of least privilege and separation of 
duties 

 X   

Identity Management, 
Authentication and Access 
Control 

PR.AC-7: Users, devices, and other assets are authenticated 
(e.g., single-factor, multi-factor) commensurate with the risk of the 
transaction (e.g., individuals’ security and privacy risks and other 
organizational risks) 

 X   

Supply Chain Risk 
Management 

ID.SC-2: Suppliers and third party partners of information 
systems, components, and services are identified, prioritized, and 
assessed using a cyber supply chain risk assessment process 

  X  

Anomalies and Events DE.CM-7: Monitoring for unauthorized personnel, connections, 
devices, and software is performed    X 

Data Security PR.DS-2: Data-in-transit is protected  X   
Data Security PR.DS-7: The development and testing environment(s) are 

separate from the production environment  X   

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf#page=24
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APPENDIX B: RISK ASSESSMENT APPROACHES 
Risk assessment participants provided the following high level information on their organizations’ security 
risk assessment approaches: 

 Cyber Operational Physical 

Size Over 1500 Under 1500 Over 1500 Under 1500 Over 1500 Under 1500 
Complete risk 
assessments? 

8 of 9 16 of 19 9 of 10  14 of 17 9 of 10 14 of 18 

Top 3 most 
common 
frequencies? 

1 to 3 years: 
8 

As needed: 1 

1 to 3 years: 
12  

As needed: 2 

More than 
once/year: 1  

 

1 to 3 years: 
8 

As needed: 2 

1 to 3 years: 6 

As needed: 5 

More than 
once/year: 3  

 

1 to 3 years: 6 

As needed: 3 

3 to 5 years: 1  

1 to 3 years: 10 

Other: 3 

As needed: 2 
Never: 2 

 

Identify crown 
jewels? 

8 of 9 11 of 19  9 of 10 9 of 17 8 of 10  12 of 18  

Include threat 
assessment? 

8 of 9 9 of 19  7 of 10  8 of 17  10 of 10  14 of 18 

Reduce attack 
paths and assess 
security controls? 

6 of 9 13 of 19  8 of 10  13 of 17  10 of 10  13 of 18 

Top 3 Most 
common 
framework to 
assess controls 

NERC CIP 
NIST SP800-

53 
Other 

NERC CIP 
NIST SP800-

53 
ISO/IEC 
27001 

NERC CIP 
NIST SP800-

53 
ISO/IEC 
27001 

NERC CIP 
NIST SP800-53 

Other 

RAM-T and 
CARVER, 

FERC/ 
DOE/HTRA 

documentation 

CIP-014, DOE, 
third party 
provided 

 

Suggestions from risk assessment participants on conducting an effective risk assessment included:   

1. Start small and build on the experience.  

2. Leverage free assessment tools available through the DHS and other sources, leverage internal 
audit, leverage external third party audit, and other contracted tests such penetration testing, 
application control audits, and scans.  

3. Explore consequence driven cyber engineering methods and process hazard analysis. Leverage 
maturity models such as C2M2. 

4. Develop a way of ranking assets based on impact and then apply controls accordingly. 
Ranking/Classifying assets could include dollars lost per day or other metrics.  

5. Pay attention to both obvious attack vectors such as public internet but also on one off type 
connections and transient devices.  

6. Evaluate what information about your organization is available on public sources and how it could 
be used against you.   

7. Drive assessments by leadership (not delegating to a system admin).  
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8. Have a well-documented project plan and scope to execute the assessment. 

9. Complete frequent tests/assessments for weaknesses and gaps. 

10. Look for opportunities to do smaller scale risk assessment as part of existing processes, such as 
during commissioning.  

11. Have a full understating of the criticality of the site before completing assessment. 
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APPENDIX C: EXAMPLE SECURITY RISK EVENTS 
As a pilot, risk assessment participants brainstormed example risk events and then scored the events 
using the MRO’s Risk Matrix. This approach may be further developed and leveraged in future SAC 
security risk assessments. 

 
Consequence/Impact (C) 

Likelihood 
Very Unlikely 

(L1) 
Unlikely (L2) Possible (L3) Likely (L4) Almost Certain 

(L5) 
Severe (C5)      
Major (C4)   3. Insider – 

Physical 
  

Moderate (C3) 1. Insider – 
Control 
Center 

2. Criminal – 
Spear 

Phishing 

4. Saboteur - 
Drones 

  

Minor (C2)   5. Insider – 
Generating 

Station 
 

6. Opportunists - 
Misconfiguration 

  

Negligible (C1)      
 
Example Risk Events: 

1. Insider – Control Center: Insider threat, with access to the control center uses privileged access 
to cause a major disruption to the BES by opening 5 230 kV lines. (Risk Rating: C3 Moderate, L1 
Very unlikely) 

2. Criminal – Spear Phishing: Criminal or hacktivist causing negative impact to IT/OT networks or 
potential disruption to power system operation by spear phishing ransomware (Risk Rating: C3 
Moderate, L2 Unlikely) 

3. Insider – Physical: Insider threat causing damage and disruption to electric grid. Leveraging 
special insider knowledge to cause maximum damage. (Risk Rating: C4 Major, L3 Possible) 

4. Saboteur – Drones: Saboteurs disrupting construction activities to build a new transmission line or 
energy facility. (Risk Rating: C3 Moderate, L3 possible) 

5. Insider – Generating Station: Insider threat, stealing valuable equipment or taking other actions 
that impact the reliability of the generation station (Risk Rating: C2 Minor. Probability: L3 Possible) 

6. Opportunists - Misconfiguration: Opportunists taking advantage of misconfiguration, unpatched 
systems, etc. (Risk rating: C2 Minor, L3 Likely) 

Risk rating – consequence*: 

• C5 Severe: Impacts may have widespread effects to the bulk power system across North America 
and/or cyber systems used to control multiple of bulk power system components across North 
America are unavailable.  
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• C4 Major: Impacts may have widespread effects to the MRO footprint and/or cyber systems used 
to control bulk power system components across the MRO footprint are unavailable. 

• C3 Moderate: Impacts have the potential for widespread effects to portions of the MRO footprint 
and/or cyber systems used to control bulk power system components across portions of the MRO 
footprint are unavailable.  

• C2 Minor: Impacts to the bulk power syste, are minor. Could have effects on the local entity, but 
nothing widespread and/or cyber systems used to control bulk power system components for the 
local entity are unavailable. 

• C1 Negligible: Impacts to the bulk power system are small to non-existent in nature including 
impacts to cyber systems.  

 

Risk rating – probability*: 

• L5 Almost Certain:  
o Control – No NERC regulatory standards in place, or insufficient standards in place 
o Monitoring – Increasing trends have been identified,  
o History – Documented events have been recorded,  
o Ease of exploit/discovery – Widely publicized exploits or vulnerabilities. 

• L4 Likely: 
o Control – No NERC regulatory standards in place, or insufficient standards in place, 
o Monitoring – Some trends have been identified, 
o History – Documented events have been recorded,  
o Ease of exploit/discovery – Generally publicized exploits or vulnerabilities. 

• L3 Possible:  
o Control – No NERC regulatory standards in place, or insufficient standards in place,  
o Monitoring - Some trends have been identified,  
o History – No documented events have been recorded,  
o Ease of exploit/discovery – Moderately publicized exploits or vulnerabilities. 

• L2 Unlikely:  
o Control – NERC regulatory standards are in pace for mitigation,  
o Monitoring – Some trends have been identified,  
o History – No documented events have been recorded,  
o Ease of exploit/discovery – Minimally publicized exploits or vulnerabilities. 

• L1 Very unlikely:  
o Control –  NERC regulatory standards are in place for mitigation,  
o Monitoring – No known trends identified, 
o History – No documented events have been recorded,  
o Ease of exploit/discovery – No publicized exploits or vulnerabilities. 

 

*Note that these definitions have since been revised. 
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