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Disclaimer

The Midwest Reliability Organization (MRQO) Security Advisory Council (SAC) is committed to
providing training and non-binding guidance to industry stakeholders regarding existing and
emerqging security topics. Subject Matter Experts (SMEs) develop materials, including
presentations, through the MRO SAC from member organizations within the MRO Region and

other government and industry security experts. The views in this presentation do not express the
opinions and views of MRO.
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MRO SAC/SACTF Tentative 2021 Meetings and Events

« SACTF:

* Threat Call at 8:15 a.m. on Wednesday Mornings
« COVID-19 Call at 8:15 a.m. on Thursday Mornings

« SAC
« MRO SAC Quarter 2 Meeting on June 23, 2021 (Registration is Open)
» Security Technical Training on October 5, 2021
« Security Conference on October 6, 2021

* Regional Security Risk Assessment on October 7, 2021
« MRO SAC Quarter 4 Meeting on November 3, 2021 (Registration is Open)
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"SECURITY INFORMATION AND
EVENT MANAGEMENT (SIEM)”

JUSTIN HAAR
MINNKOTA POWER COOPERATIVE
INORY®



JUSTIN HAAR

JUSTIN HAAR IS THE CYBER SECURITY SPECIALIST FOR MINNKOTA POWER COOPERATIVE (MPC).
IN HIS CURRENT POSITION, JUSTIN IS TAKING A LEADING ROLE IN THE GROWN MPC's CYBER
SECURITY PROGRAM. ALONG WITH HIS POSITION AT MPC, JUSTIN IS ALSO SERVING AS A
MEMBER OF THE MRO SAC. JUSTIN HAS BEEN IN THE IT SECURITY INDUSTRY SINCE 2009. IN
THAT TIME HE WORKED AS AN INFORMATION SECURITY CONSULTANT FOR SMALL AND MEDIUM-
SIZED FINANCIAL INSTITUTIONS. HE ALSO SPENT SEVERAL YEARS MANAGING TO |T DEPARTMENT OF
A MINING COMPANY IN NORTHERN MINNESOTA. JUSTIN RECEIVED A B.S. IN COMPUTER AND
NETWORK SECURITY AND AN M.S. IN INFORMATION ASSURANCE FROM DAKOTA STATE
UNIVERSITY. JUSTIN ALSO HOLDS SEVERAL INDUSTRY CERTIFICATIONS INCLUDING THE CISSP.
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WHAT IS A SIEM

 SECURITY INFORMATION AND EVENT MANAGEMENT (SIEM) TECHNOLOGY SUPPORTS THREAT
DETECTION, COMPLIANCE AND SECURITY INCIDENT MANAGEMENT THROUGH THE COLLECTION
AND ANALYSIS (BOTH NEAR REAL TIME AND HISTORICAL) OF SECURITY EVENTS, AS WELL AS A
WIDE VARIETY OF OTHER EVENT AND CONTEXTUAL DATA SOURCES. THE CORE CAPABILITIES ARE
A BROAD SCOPE OF LOG EVENT COLLECTION AND MANAGEMENT, THE ABILITY TO ANALYZE
LOG EVENTS AND OTHER DATA ACROSS DISPARATE SOURCES, AND OPERATIONAL CAPABILITIES

(SUCH AS INCIDENT MANAGEMENT, DASHBOARDS AND REPORTING).
- GARTNER



WHY IS SIEM IMPORTANT

e BENEFITS OF SIEM INCLUDE:
o (CENTRAL POINT OF INFORMATION COLLECTION
* INCREASED EFFICIENCY
» DETECT AND IDENTIFY POTENTIAL SECURITY THREATS
* REDUCING THE IMPACT OF SECURITY BREACHES
* IMPROVED AND CENTRALIZED REPORTING, LOG ANALYSIS, AND RETENTION
* COMPLIANCE
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WHY DID MINNKOTA IMPLEMENT A SIEM

 ABOVE AND BEYOND COMPLIANCE
o (CORRELATION OF DATA ACROSS SILOS
e VIEW INTO THE ENTIRE ENTERPRISE, NOT JUST SMALL SUBSETS.



GETTING STARTED

* |[DENTIFICATION OF NEEDS \ REQUIREMENTS
* NEW SIEM / UPGRADE\REPLACE AN EXISTING SIEM
* |DENTIFY ENVIRONMENTS YOU WISH TO HAVE REPORTING TO THE SIEM
» |DENTIFY THE NUMBER AND TYPE OF DEVICES YOU WILL WANT SENDING LOGS TO THE SIEM
* |DENTIFY YOUR RETENTION REQUIREMENTS
 NETWORK FLOW TRAFFIC
» CLOUD VS ON PREMISES SYSTEMS.
» STAFFING NEEDS
* LICENSING

* FINANCIAL OBJECTIVES



IDENTIFY ENVIRONMENTS YOU WISH TO HAVE

REPORTING TO THE SIEM
- [T

« OT

e SUBSTATION
« DISTRIBUTION
e TRANSMISSION
» (GENERATION

o« GETTING DATA OUT OF SENSITIVE ENVIRONMENTS



RETENTION NEEDS

« HOW LONG DO YOU NEED DATA FOR?
« HOW LONG DOES THAT DATA NEED TO BE SEARCHABLE?
DO YOU HAVE A NEED TO STORE A SUBSET OF DATA FOR A LONGER PERIOD OF TIME?

e ON PREMISES SYSTEM
 HOT STORAGE
 WARM STORAGE
» COLD STORAGE

« CLOUD
* VARIABLE
* RETENTION MAY BE FIXED THE VENDOR.



CLOUD VS ON PREM.

« CLOUD ADVANTAGES
« OpPEx CosT
« NO NEED / LIMITED NEED TO ON SITE EQUIPMENT
e BACKEND MAINTENANCE HANDLED BY VENDOR
» SCALABLE
* Low STARTUP COSTS

« CLOUD DISADVANTAGES
« OpPEXCostT
e LIMITED RETENTION PERIOD
* REQUIRES LARGER INTERNET PIPE,
*  VARIABLE BILLING COSTS BASED ON UTILIZATION
e  CONFIDENTIALITY CHALLENGES



CLOUD VS ON PREM.

* ON PREMISES ADVANTAGES
« CAPEx CosT
* HARDWARE CAN BE SCALED TO MEET YOUR NEEDS
* ACCESSIBLE TO SENSITIVE INTERNAL NETWORKS
 ON PREMISES DISADVANTAGES
« CAPEX COST
 LARGER UP FRONT COSTS

e ONLY SCALABLE TO A POINT BEFORE MORE PURCHASES ARE NEEDED



LICENSING

~ [ Windows Logs

. PER DEV'CE & Application
G| Security
« PER LOG SOURCE Ehona
'—| F-n:n rwarded Events
® RATE OF DATA Y Applications and Services Logs
- C O M B | N ATl O N '.—| Hardware Events

& Internet Explorer

& Key Management Service
| Microsoft

'.—| Microsoft Office Alerts
| Open55

& TechSmith

Windows Powershell







RIGHT SIZE FOR YOUR ORGANIZATION

 LONG TERM INVESTMENT
e CAPABLE OF GROWING TO MEET YOUR LONG TERM NEEDS

* WHAT ARE YOUR STAFFING AVAILABILITY AND COMMITMENTS ¢






LOGGING CONFIGURATION

e SYSTEMS LOG A LOT OF THINGS AND MOST OF IT IS JUNK.

e DETERMINE WHAT YOU WANT TO LOG AND DON'T WANT TO LOG
» CIS STANDARDS FOR DIFFERENT OPERATING SYSTEMS (OS)
* OS HARDENING STANDARDS

* MANUFACTURER RECOMMENDATIONS






OBJECT LEVEL LOGGING IN WINDOWS

e HIGHLY DETAILED CHANGE LOGGING FOR TARGETED OBJECTS
 AVOID GLOBAL LEVEL OBJECT LEVEL AUDITING

» USE TARGETED SETTINGS WHERE NEEDED.



DATA NORMALIZATION / NOISE REDUCTION

* [DENTIFY A LOG THAT IS GENERATING A LOT OF ACTIVITY

FIGURE OUT WHY THAT LOG IS GENERATING THAT ACTIVITY

DETERMINE A RESPONSE
e STOP THE LOGGING
« DROP / DO NOT INDEX THE LOG
* IGNORE THE LOG
e RETAIN THE LOG

TRACK
REPEAT!



POWERSHELL

 TRANSCRIPT LOGS
e [N ALL VERSIONS OF POWERSHELL
e YOU GET ALL THE COMMANDS AND ALL THE OUTPUTS FOR EACH SESSION
e CANNOT ALWAYS SEE ENF-TO-END ACTIVITIES (SUBSCRIPTS

e (ONLY WORKS FOR CURRENT USER'S HOST SESSIONS

 SCRIPT BLOCK LOGGING

e RECORDS EVERYTHING POWERSHELL DOES

* STARTING IN WINDOWS 10 PROTECTED EVENT LOGGING FEATURES ADDED TO HIDE Pll AND SENSITIVE
DATA

« MODULE LOGGING

e TARGETED TO SPECIFIC MODULES, BUT IS MORE VERBOSE.



TERMINOLOGY

« LOG — RAW INFORMATION

e EVENT — INDEXED OBJECT, COULD CONTAIN A SINGLE LOG OR A COUNT OF LOGS

 ALARM — AN ALERT BASED ON CERTAIN EVENT CRITERIA

e RESPONSE PROCESS
* WHO

e PLAYBOOKS



COMMON WINDOWS EVENT ID’S

o 4624 — ACCOUNT LOGIN

o 4625 — FAILED LOGON

o 4720 — USER WAS CREATED

o 4722 — USER WAS ENABLED

o 4724 — PRIVILEGED USER CHANGED THIS USERS PASSWORD
o 4738 — ACCOUNT CHANGED

« 4740 — ACCOUNT LOCKED

o 4767 — ACCOUNT UNLOCKED

« 4728 — MEMBER ADDED TO A GLOBAL SECURITY GROUP

o 4732 — MEMBER ADDED TO A LOCAL SECURITY GROUP



COMMON WINDOWS EVENT ID’S

« 1102 — CLEAR EVENT LOG

o 7045 — NEW WINDOWS SERVICE

« 1022, 1033 — NEW MSI FILE INSTALLED

« 903, 904 — NEW APPLICATION INSTALLED
« 905, 906 — UPDATED APPLICATION

« 907, 908 — REMOVED APPLICATION

o 4688 — NEW PROCESS CREATED

o 4697 — NEW SERVICE INSTALLED

e 4698 — NEW SCHEDULED TASK

« 43 — NEW DEVICE INFORMATION

« 400, 410 — NEW MASS STORAGE INSTALLATION



USER LOGON / FAILED LOGON INDICATORS

Logon Types Logon Failure Codes

Network (i.e. mapped drive)
Batch (i.e. schedule task

0xC0000064 | User name does not exist
User name is correct but the password is wrong
User is currently locked out

0xCO00006A
0xC0000234

0xC0000072 | Accountis currently disabled

User tried to logon outside his day
of week or time of day restrictions

0xC0000070 | Workstation restriction
0xC00000193] Account expiration

0xC0000071 | Expired password

Service (service startup)

Unlock (i.e. unnattended workstation 0xC000006F
with password protected screen saver)
Network Cleartext (Most often indicates a

logon to IS with “basic authentication”)

Remote Desktop
11 Logon with cached credentials

Clocks between DC and other
computer too far out of sync

User is required to change password at next logon

Evidently a bug in Windows and not a risk

—

0xC0000133

0xC0000224
0xC0000225

The user has not been granted the requested
logon type (aka logon right) at this machine

0xC000015b

hitps.//www.ultimatewindowssecurity.com/securitylog/quickref/default.aspx



CLOSING TIPS

« KEEP AN EYE OUT FOR SYSTEMS THAT SHOULD BE REPORTING IN, BUT ARE NOT.
e A SHARED ACCURATE TIME SOURCE IS ESSENTIAL.

* REFINE YOUR ALERTS.

* |DENTIFY ROLES AND RESPONSIBILITIES, ESPECIALLY FOR RESPONSE ACTIONS.

* TIE YOUR RESPONSE TO YOUR INCIDENT RESPONSE PLAN

« GOOGLE IS YOUR MOST POWERFUL TOOL
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Your feedback is very important to us. Please provide your
feedback using the link or QR Code below or the link below:

https://www.surveymonkey.com/r/6JTSDHY

Thank You!
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https://www.surveymonkey.com/r/6JT5DHY
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