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Meeting Agenda — Security Advisory Council — July 28, 2022

MEETING AGENDA

Please note the schedule may be adjusted real-time should meetings conclude early and/or extend past
their scheduled end time.

1 8:30a.m.-8:45a.m. Call to Order and Introductions
Clayton Whitacre, MRO SAC Chair

a. Introductions
b. Standards of Conduct and Antitrust Guidelines
c. Traffic Light Protocol

2 845a.m.-9:15am. Risk Assessment Overview
Matt Syzda, MRO SAC Member

3 9:15am.-11:30am. Risk Assessment Collaboration Meetings (Review Survey Results &
Revise Draft Security Risk Assessment Reports)

Breakout rooms to a. Clayton Whitacre, MRO SAC Chair
determine a break b. Matt Szyda, MRO SAC Member
c. Daniel Graham, MRO SAC Member
d. Sam Ellis, MRO SAC Member

4 11:30 a.m. Adjourn
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STANDARDS OF CONDUCT AND ANTI-TRUST GUIDELINES

Standards of Conduct Reminder:

Standards of Conduct prohibit MRO staff, committee, subcommittee, and task force members from sharing
non-public transmission sensitive information with anyone who is either an affiliate merchant or could be a
conduit of information to an affiliate merchant.

Antitrust Reminder:

Participants in Midwest Reliability Organization meeting activities must refrain from the following when
acting in their capacity as participants in Midwest Reliability Organization activities (i.e. meetings,
conference calls, and informal discussions):

e Discussions involving pricing information; and

e Discussions of a participants marketing strategies; and

e Discussions regarding how customers and geographical areas are to be divided among
competitors; and

e Discussions concerning the exclusion of competitors from markets; and

e Discussions concerning boycotting or group refusals to deal with competitors, vendors, or suppliers.

TRAFFIC LIGHT PROTOCOL
Definition:

The Traffic Light Protocol (TLP) was created in order to facilitate greater sharing of information. TLP is a
set of designations used to ensure that sensitive information is shared with the appropriate audience. It
employs four colors to indicate expected sharing boundaries to be applied by the recipient(s). TLP only has
four colors; any designations not listed in this standard are not considered valid by FIRST.

TLP provides a simple and intuitive schema for indicating when and how sensitive information can be
shared, facilitating more frequent and effective collaboration. TLP is not a “control marking” or classification
scheme. TLP was not designed to handle licensing terms, handling and encryption rules, and restrictions
on action or instrumentation of information. TLP labels and their definitions are not intended to have any
effect on freedom of information or “sunshine” laws in any jurisdiction.

TLP is optimized for ease of adoption, human readability and person-to-person sharing; it may be used in
automated sharing exchanges, but is not optimized for that use.

TLP is distinct from the Chatham House Rule (when a meeting, or part thereof, is held under the Chatham
House Rule, participants are free to use the information received, but neither the identity nor the affiliation
of the speaker(s), nor that of any other participant, may be revealed.), but may be used in conjunction if it is
deemed appropriate by participants in an information exchange.

The source is responsible for ensuring that recipients of TLP information understand and can follow TLP
sharing guidance.

If a recipient needs to share the information more widely than indicated by the original TLP designation,
they must obtain explicit permission from the original source.
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Not for disclosure,
restricted to participants
only.

When should it be used?

Sources may use TLP:RED when information cannot
be effectively acted upon by additional parties, and
could lead to impacts on a party's privacy, reputation,
or operations if misused.

How may it be shared?

Recipients may not share TLP:RED information with
any parties outside of the specific exchange, meeting,
or conversation in which it was originally disclosed. In

the context of a meeting, for example, TLP:RED
information is limited to those present at the meeting.
In most circumstances, TLP:RED should be exchanged
verbally or in person.

Limited disclosure,
restricted to participants’
organizations.

Sources may use TLP:AMBER when information
requires support to be effectively acted upon, yet
carries risks to privacy, reputation, or operations if
shared outside of the organizations involved.

Recipients may only share TLP:AMBER information
with members of their own organization, and with
clients or customers who need to know the
information to protect themselves or prevent further
harm. Sources are at liberty to specify additional
intended limits of the sharing: these must be adhered
to.

Limited disclosure,
restricted to the
community.

Sources may use TLP:GREEN when information is
useful for the awareness of all participating
organizations as well as with peers within the broader
community or sector.

Recipients may share TLP:GREEN information with
peers and partner organizations within their sector or
community, but not via publicly accessible channels.
Information in this category can be circulated widely

within a particular community. TLP:GREEN
information may not be released outside of the
community.

Disclosure is not limited.

Sources may use TLP:WHITE when information carries
minimal or no foreseeable risk of misuse, in
accordance with applicable rules and procedures for
public release.

Subject to standard copyright rules, TLP:WHITE
information may be distributed without restriction.

BREAKOUT GROUPS

Breakout Groups:

a. Clayton Whitacre, MRO SAC Chair
b. Matt Szyda, MRO SAC Member

c. Daniel Graham, MRO SAC Member
d. Sam Ellis, MRO SAC Member
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