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April 2013:  MRO Standards Committee (MRO SC) approved a request for a Standard 
Application Guide (SAG) for NERC Reliability Standard CIP-002-5.1

September 2013-December 2014: The CIP Subject Matter Expert Team (SMET) 
developed the CIP-002-5.1 SAG
 Underwent a cycle of technical reviews by NERC, MRO Risk Assessment and Mitigation, 

and MRO SC

December 2014: The CIP-002-5.1 SAG approved by the MRO SC, presented to the 
MRO Board of Directors and published 

Background
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This presentation is intended to provide guidance to Registered Entities on 
how to use the SAG and companion documents

In this presentation you will learn about the process to:
 Apply the Attachment 1 Criteria to categorize BES Assets and BES Facilities
 Evaluate Cyber Assets to determine impact rating of BES Cyber Systems
 Examples, important considerations, and varied approaches/interpretations that may 

affect the approach a given entity chooses
 How the companion documents can help  

Purpose:
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CIP-002-5.1 Cyber Security – BES Cyber System Categorization Standards
 Bulk Electric System (BES) Assets and Facilities

 BES Cyber Assets and Systems

Focus: Preparing the industry for change 
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Two approaches (flexibility)
1. Facility centric (recommended)
2. Cyber Asset/System centric

Filters and buckets (simplicity)

GOAL:
Take the mystery out of a complex subject
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Provide Step-by-Step Instruction
 Methodology (doing it)
 Evidence (proving it)

Break it down visually:  Usability
A. Applicability
B. Requirements
C. Attachment 1
D. Additional Considerations

Support with narratives, tips, and
examples

Approach 1:

8



9

STANDARDS COMMITTEE
M I D W E S T  R E L I A B I L I T Y  O R G A N I Z A T I O N

The MRO Standards Committee  is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas.  Any materials, guidance, and views 
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.    

Explain use of defined terms vs. SMET terms or interpretations
Requirements / Attachment 1 Analysis and Interpretation
 Interpretations on “associated”

Narrative to guide through details of steps A, B and C
Visual aids to support the narrative

SMET Goal = Comprehensive content
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Tips, Notes, and Evidence considerations throughout
 Guidance on the gray areas
 Concept of BES Reliability Operating Services (BROS)
 Consideration of the 15-minute impact parameter 
 High-watermarking concept
 Joint-owner scenarios, communications, and other considerations
 Impact of operating agreements / contracts
 Real-world examples to support the guidance

Companion documents

SMET Goal = Comprehensive content (continued)
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Two interpretations
 Requirement R1.2 says “at”
 Attachment 1 Section 2, Medium impact says “Associated with”

Interpretation 1
 Cyber Assets/Systems must be both at and associated with the BES Facilities 

Interpretation 2
 Cyber Assets/Systems must be at and/or associated with the BES Facilities 
 Cyber Assets/Systems at in addition to those associated with the BES Facilities 
 Cyber Assets/Systems at plus those associated with the BES Facilities 

Both are viable; however, interpretation 2 is more conservative and covers 
some unique situations

“Associated”
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Considerations for determining Adverse Impact
 Cyber Asset being unavailable, degraded, or misused
 BES Facility experiencing loss, compromise, or misoperation as a result

1. Choose not to use it, and apply protections independent of the 15-minute parameter
2. Consider those functions that are automated that could avoid Adverse Impact
3. “…Redundancy of affected Facilities, systems, and equipment shall not be considered 

when determining adverse impact.” 
4. GOs must consider 15 minute impact in Attachment 1 Criterion 2.1 (1500 MW) 

regardless

It is a scoping factor, if Registered Entities use it, be prepared 

15-minute impact parameter

12



13

STANDARDS COMMITTEE
M I D W E S T  R E L I A B I L I T Y  O R G A N I Z A T I O N

The MRO Standards Committee  is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas.  Any materials, guidance, and views 
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.    

Requirements and Impact Rating Analysis
Unpacked the Standard, Requirement by 
Requirement
Provided detail for each of the Individual 
Impact Rating Criterion

Efficiencies:
Leveraging existing data as process inputs
Identifying dependencies between 
criterion and how the order of application 
can save time. Start with Medium Impact!

Its All Connected
Input from other Reliability Standards
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Companion Worksheets to apply the methodology for:
 High Impact Rating Criteria
 Medium Impact Rating Criteria
 Low Impact Rating Criteria

Eight (8) Examples
 Generation at a single plant location
 Generation Facility
 Reactive Resources at a single Transmission location
 Transmission Facilities at a single substation or station
 Transmission Facilities
 SPS, RAS, or automated switching systems
 Automatic Load Shedding
 Control Center

Tools to Apply the Attachment 1 Criteria
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Sample Methodologies
 High-Level Methodology Diagrams

High and Medium Impact
Low Impact

 Supporting Narratives and Rationale per 
step

 Registered Entity definitions
 Considerations for Inventorying Cyber 

Asset Candidates
Attribute data
Physical Inspections
Cyber Connectivity Reviews

Tools to Identify BES Cyber Assets/Systems

d
d
d
d
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Examples of Inventorying Approaches

Tools to Identify BES Cyber Assets/Systems

• Sample Criterion • Physical Discovery Mechanisms
• Electronic Discovery Mechanisms

• Attribute Tables
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Tools to Identifying BES Cyber Assets/Systems

Sample Standard Operating Procedure
 Step-by-Step Instruction to:

 Identify Cyber Asset Candidates
Evaluate Cyber Asset Candidates
Classify BES Cyber Assets
Determine BES Cyber Systems

 Detailed process flow diagrams
Objective criteria
 Includes other protected Cyber Assets
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Sample Connectivity Scenarios
 Various topologies, cyber configurations or redesign options
 Other types of Protected Cyber Assets
 Impact of connectivity on:

Applicability of Requirements
BES Cyber System determination

 Electronic Security requirements
 Physical Security requirements

How its all related…

Tools for CIP-005-5 & CIP-006-5 Considerations

High Impact

Medium Impact
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Companion Guide:
 V5 effective dates
 Entity specific considerations
What each entity needs to ask themselves
Next steps depending on the answer

 Audit cycles
 Evidence retention
 Periodic or time-bound activities
V3 Requirement by Requirement

Tools for V3 to V5 Implementation
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Why we tested our recommended approach:
Confidence in the product
Measure the usability
Reasonable assurance it will work for others

How we tested our recommended approach:
Applied the Step-by-Step Instruction
 Transmission Substation
 Generating Station
 Control Center 

Does it work?  SMET tested it, three ways.

20
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The methodology is
 Usable
 Flexible
 Straight forward
 Repeatable
 Adaptive
 Comprehensive
 Reaps results and evidence

Bonus – Companion Diagrams
 We have these various scenarios and examples to provide to the industry to accompany 

the CIP-002-5.1 SAG

What we learned from testing/proving it out: 
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Approach 1.a
Cyber Asset-based
Electrical Focus
 1-line diagrams

Five similar, yet different 
scenarios

Transmission Substation – Proof of Concept
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Mixed Trust  vs.  Segregated Trust Zones
• High Watermarking
 Virtualization

Hypervisors
VLANs
Chassis/Shared Backplanes

 Medium inside High ESP → High
 Low inside High ESP → High
 Low inside Medium ESP → Medium

Other Considerations
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Mixed Trust  vs.  Segregated Trust Zones

Other Considerations (continued)

• Co-existing Impact-rated BCS
 High, Medium, and Low
 High and Medium
 High and Low
 Medium and Low 
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First Example: 

Transmission Substation
 Reference Companion Document: Substation_diagram.pdf

Let’s dive in to the details
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Cfvcvcxvxcv

Medium Criteria for Generation
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Approach 1.a
Cyber Asset-based
Mechanical Focus
 Units
 Water
 Chemicals
 Fuel
 Air
 Cooling, etc.

Generating Station – Proof of Concept

Other 
Considerations

Other 
ConsiderationsC.4.C.3.C.2.B.2.B.1.A.2.A.1. C.1. C.2. 

(continued)
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Other Considerations - Segregated Trust Zones
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Second Example: 

Generating Station
 Reference Companion Document: Generation_diagram.pdf

Let’s dive in to the details

29



30

STANDARDS COMMITTEE
M I D W E S T  R E L I A B I L I T Y  O R G A N I Z A T I O N

The MRO Standards Committee  is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas.  Any materials, guidance, and views 
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.    

Approach 1.b
Cyber System-based
 Business Systems
Corporate Apps
Building, etc.

 BES Systems
EMS
ICCP, etc.

BROS

Control Center – Proof of Concept

Other 
ConsiderationsC.3. C.4.C.2.B.2.B.1.A.2.A.1. C.1.
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Third Example: 

Control Center
 Reference Companion Document: ControlCenter_diagram.pdf

Let’s dive in to the details
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Assemble a cross functional assessment team
Assessment team needs to:
• Have representation from of each system identified
• Understand system functionality and interconnectivity
• Be able to answer questions about the BROS

Start at the System level

Control Center Summary
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Eliminate systems that do not meet the criteria for applicable systems
Assess Cyber Assets in applicable BES Cyber Systems
DOCUMENT ALL ASSESSMENTS!!!
Get ready to apply the rest of the CIP Standards to the applicable Cyber 
Assets
To assist with classifications of Cyber Asset refer to the NERC Glossary of 
Terms

Control Center Summary (continued)
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Three different Registered Entities
Three different BES asset types
Three different ways to apply
 Electrical
 Mechanical
 Cyber System
One Methodology
Three successful outcomes

Testing Results
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SAG is over a year in the making
CIP SMET is proud to present this to the region and the industry

Thank you for your time,
and this opportunity!

Summary
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Questions?
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