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Background

e April 2013: MRO Standards Committee (MRO SC) approved a request for a Standard
Application Guide (SAG) for NERC Reliability Standard CIP-002-5.1

e September 2013-December 2014: The CIP Subject Matter Expert Team (SMET)
developed the CIP-002-5.1 SAG

= Underwent a cycle of technical reviews by NERC, MRO Risk Assessment and Mitigation,
and MRO SC

e December 2014: The CIP-002-5.1 SAG approved by the MRO SC, presented to the
MRO Board of Directors and published

_— —— —
= — — ————— —

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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Purpose:

¢ This presentation is intended to provide guidance to Registered Entities on
how to use the SAG and companion documents

¢ |n this presentation you will learn about the process to:
= Apply the Attachment 1 Criteria to categorize BES Assets and BES Facilities
= Evaluate Cyber Assets to determine impact rating of BES Cyber Systems

= Examples, important considerations, and varied approaches/interpretations that may
affect the approach a given entity chooses

= How the companion documents can help

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.




v STANDARDS COMMITTEE

Focus: Preparing the industry for change

e CIP-002-5.1 Cyber Security — BES Cyber System Categorization Standards

= Bulk Electric System (BES) Assets and Facilities

CIP Version 3 CIP Version 5

Risk-based Assessment Methodology = Application of Impact Rating Criteria
Critical Assets - High, Medium, or Low BES Facilities & Assets

= BES Cyber Assets and Systems

CIP Version 3 CIP Version 5
Critical Cyber Assets - Impact-Rating BES Cyber Systems

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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GOAL:

Take the mystery out of a complex subject

e Two approaches (flexibility)
1. Facility centric (recommended)
2. Cyber Asset/System centric

e Filters and buckets (simplicity)

Applicable BES Assets
Qualifying BES Facilities
+ _BES Cyber Assets & Systems

CIP-002-5.1 Scope

Approach 1 - Top-Down Methodology
(facilities centric)

A.1. Identify Registered Functions
A.2. Identify applicable Facilities
B.1. Identify asset candidates

Cyber Asset and Cyber System evaluation (C.2. - C.4)

Approach 2 = Bottom-Up Methodology
(Cyber Asset/System centric)

Cyber Asset and Cyber System evaluation (C.2,- C4)

asset & Facility evaluation (A.1.- C.1.)

C.2. Candidate inventory
C.3. BROS identification
C.4. BES determination

B.2. Identify BES assets £
C.1. Identify BES L
Facilities E%
35
$8
j@?’

gsset & Facility evaluation (A.1. - C.1.)

List of Qualifying

BES Fadlities

A.1. Identify Registered Functions
A.2. Identify applicable Facilities

C.2. Candidate inventory

B.1. Identify asset candidates
B.2. Identify BES assets
C.1. Identify BES
Facilities

C.3. BROS identification
C.4. BES determination

st of Qualifying BES Eadlities
nd BES Cyber Systems

List of Qualifying

BES Fadlities

d Combined eutputs 1

CIP-002-5.1 scope for
implementing applicabje

— i,
[ ]
Combined outputs

CIP-002-5.1 scope for
implementing applicabje
protective measure

CIP-003-5 - CIP-009-5 &
CIP-010-1~ CIP-011-1

CIP-003-5~ CIP-009-5 &
CIP-010-1-CIP-011-1
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Approach 1:

¢ Provide Step-by-Step Instruction
= Methodology (doing it)
= Evidence (proving it)

e Break it down visually: Usability
A. Applicability
B. Requirements
C. Attachment1
D. Additional Considerations

e Support with narratives, tips, and
examples

CIP-002-5.1 Standards Application Guide — Approach 1

Methodology Steps Evidence Considerations
List applicable Functional Entity registration(s):
Al « Balancing Autharity (BA) « Interchange Coordinator or
. = = « Distribution Provider and owner of applicable interchange Authority
= Determine applicable Functional Entity Eacilities, systems, and equipment listed in « Reliability Coordinator (RC)
= registration(s) per Applicability 4.1 Applicability 4.1.2 (DP) « Transmission Operator (TOP}
= ~ Generation Operator (GOP) « Transmission Owner (TO)
H - Generation Owner (GO) e e
s l -_— ¥
é‘ List{s) for each of two (2) defined Facility types:
= A2, « Distribution Provider Facilities as specified in Applicability 4.2.1
T - Favis - « All other BES Facilities related to applicable Functional Entity registration(s)
Determine RegIStAepref E::;F:viwrzned Eac”itles per (This is @ Yes/No list by Registered Entity, ond not the full blown list of Focilities)
plica . ¥  ——— —_—
¥ Y
List(s) for each of six (6) high level asset [ facility categories:
B.1. « Control Centers B Backup Control Centers « Special Protection Systems
Prepare a list of BES candidates : ';ransml.ssicln stations and substations b Ptcme.clic!n Systems for
eneration resources Distribution Providers
based on facility type  [S]systems and facilities used for system —
3 __restoration e
= kel I 3 e .
@ ¥ ¥
E B.2. List(s) for each of six (6) refined categories:
2 ¥ Control Centers or Backup Control Centers that meet the NERC Glossary
= Refine list(s) of BES candidates definition of Control Center.
o to list(s) of BES Facilities by a in| ualifiers per « Transmission stations and substations that meet the BES definition
o ( } = Y ppiv Eq P « Generation resources that meet the BES definition
o CIP-002-5 R.1. « [Slsystem restoration systems or facilities that meet the NERC Glossary definition
o of Blackstart Resources or Cranking Paths
~ Special Protection Systems that act upon BES Facilities or Elements
v Distribution Provider Protection Systems that meet the criteria of Applicability
421 = —_—
Y
C.1. %}rg’mﬁmﬂmmmmmwmwumx
= . g hiat ATt
Categorize identified BES Facilities - Mue:luum BES Facilities
into High, Medium, and Low impact ratings < Low BES Facilities —
1 = = 1
L 2 ¥ L 4
C2. C.2. BES Cyber Asset List(s) for High and Medium category BES Facilities:
Inventory O r Asset Inventory Cyber System ~ Inwventory of candidate Cyber Assets at High Medium category BES Facilities.
2| candidates & evaluate 2| candidates & evaluate ol rﬂcuiz_d in_vent?rv of vaeﬁ r Assets associated to Meldium :!teﬂc_r\j BEi{Fa:ilitnes.
i §| to identify BES Cyber i to identify BES Cyber cd:bnt: ;;:‘;:n of Cyber Assets that meet the NERC Glossary definition of BES
P g Assets for High & &|  Systems for Higl € e e
um acilities b edium Facilities . — ———
& Medium BES Faciliti Medium BES Faciliti = = =
E {if using BROS as part of determination perform with Step C.3.) = o o
= I | |
o w h
E C.3. identification for each of nine (9) reliability operating services per BES Cyber Asset
" o + " 1 = Dynamic Response to BES conditions ~ Restoration
"‘_ Identify BES Reliability Operating Services for High « Balancing and Load Generation ~ Situational Awareness
(%] and Medium category BES Cyber Assets [ Systems « Controlling Frequency (Real Power) « Inter-Entity Real-Time Coordination
(Use of NERC Functional Model & BROS concept is an option listed : :::::;!i::zcz:l:;fnﬂ“m“ Power) nd Commaunication
in the CIP-002-5.1 Guidelines and Technical Basis) « Monitoring and Control e S ey
c.4a. Initial identification of BES Cyber System(s)* for High and Medium category BES
5 Facilities:
- yber Asset group(s) and associate: eliability Operating Services (i
Identify BES Cyber Systems / Assets el =) and RS RN O - -
for High and Medium using optional BROS concept) per BES Facility
category BES Facilities Zlistof Low Impact BESassels T
= s i
- .
» Engineering rewsier:,s that redu:e the ris\:}c:l potential adverse Final list(s) of High and Medium impact BES Cyber System(s):
impact _“‘fh BES Cyber 5\'?‘*"" s cae BES Facility « Final BES Cyber Systems, impact rating, associated BES Cyber Asset inventory and
- L".’;::::::;;::on?z:: ?q::sscg‘;:;f::‘:;:’;;:;:::;::xj connectivity, and azsociated BES Reliability Operating Services (if using optional
i i iwh %
= g » Connectivity characteristic evaluation for cyber security risk ] E::?ﬁj::;rr;a:;;;‘:u::d Rbschm categony BES Eeciiey
=1 and reliability impact to identified BES Cyber Systems - PR— - nn——
[=] 2 » Topological redesign options that reduce BES Cyber System = R - T
= 0 risk or potential adverse impact of cyber connectivity factors — — =
=T © or virtualized systems
T w > Finalizing inventory of BES Cyber Assets and final placement
=T g of Electronic Access Points
i

*System design, device architecture, network topology, and connectivity factors have a direct impact on the applicability of protective measures prescribed in CIP-003-5
= CIP-009-5 and CIP-010-1 - CIP-011-1. Entities may want to build methadologies to include additional considerations and evaluations outside of CIP-002-5.1 when

finalizing BES Cyber Systems.




SMET Goal = Comprehensive content

e Explain use of defined terms vs. SMET terms or interpretations

® Requirements / Attachment 1 Analysis and Interpretation
" |nterpretations on “associated”

e Narrative to guide through details of steps A, B and C
e Visual aids to support the narrative

The MRO Standards Committee is an industry eholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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SMET Goal = Comprehensive content (continued)

e Tips, Notes, and Evidence considerations throughout
= Guidance on the gray areas
= Concept of BES Reliability Operating Services (BROS)
= Consideration of the 15-minute impact parameter
= High-watermarking concept
= Joint-owner scenarios, communications, and other considerations
* Impact of operating agreements / contracts
= Real-world examples to support the guidance

e Companion documents

The MRO Standards Committee is an industry Ider committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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“Associated”

* Two interpretations
= Requirement R1.2 says “at”
= Attachment 1 Section 2, Medium impact says “Associated with”

¢ Interpretation 1
= Cyber Assets/Systems must be both at and associated with the BES Facilities

¢ Interpretation 2

= Cyber Assets/Systems must be at and/or associated with the BES Facilities
= Cyber Assets/Systems at in addition to those associated with the BES Facilities
= Cyber Assets/Systems at plus those associated with the BES Facilities

e Both are viable; however, interpretation 2 is more conservative and covers
some unique situations

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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15-minute impact parameter

e Considerations for determining Adverse Impact
= Cyber Asset being unavailable, degraded, or misused
= BES Facility experiencing loss, compromise, or misoperation as a result

1. Choose not to use it, and apply protections independent of the 15-minute parameter
2. Consider those functions that are automated that could avoid Adverse Impact
3. “..Redundancy of affected Facilities, systems, and equipment shall not be considered

when determining adverse impact.”
4. GOs must consider 15 minute impact in Attachment 1 Criterion 2.1 (1500 MW)

regardless

It is a scoping factor, if Registered Entities use it, be prepared

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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Its All Connected

Requirements and Impact Rating Analysis

¢ Unpacked the Standard, Requirement by
Requirement

¢ Provided detail for each of the Individual
Impact Rating Criterion

Efficiencies:

e Leveraging existing data as process inputs

¢ |dentifying dependencies between
criterion and how the order of application
can save time. Start with Medium Impact!

Input from other Reliability Standards

Functional Registration
* Documentation or attestation of NERC Functional Registrations for the Registered
Entity

BES Assets and other assets in scope for evaluation
e List of BES Assets in accordance with the NERC BES definition. All Blackstart assets
are included in the BES definition.
¢ If a Distribution Provider, the following assets are required to be evaluated (see
Applicability Section 4.2.1).
o Automatic UFLS or UVLS Programs.
o Assets with Special Protection Systems/Remedial Action Schemes
o Transmission Assets subject to one or more NERC standards
o Cranking Paths and Elements from a Blackstart Resource.

One-line diagrams
* One-line diagrams depicting all BES Assets and other assets in scope
o Include generation interconnection diagrams.
« FAC-008-3 R8.1.1 Facility Ratings provided to RC or TOPs associated with the one-
line diagrams

Real Power Capability and Reactive Power Capability
+ MOD-025-2 Attachment 2 for BES generation Facilities or similar evidence or;
s Attestation of no generation and/or no Reactive Power in scope of standard

Special Protection Systems/Remedial Action Systems (SPS/RAS)
* PRC-015-0 R1 List of SPS’s or;
+ Attestation of no SPS’s

BES Adverse Reliability Impact — Generation
e TPL-003-2a — Assessment with finding that a generation Facility is designated as must-
run to prevent a category C or higher contingency or;
* Attestation of Facilities with no identified BES Adverse Reliability Impact

Interconnection Reliability Operating Limits (IROL)
¢ FAC-014-2 R4 —IROLS (List of Facilities associated with IROLs) or;
*» FAC-014-2 RS — Received IROL notifications (List of Facilities associated with IROLs)
or:
* Attestation of Facilities with no IROLs & no notification of IROLs received

Under-Voltage and Under-Frequency Load Shed (UVLS & UFLS)
+ PRC-006-1 R6 UFLS data (document Facilities with UFLS) and:
+ PRC-010-0 R1 UVLS Assessment data (document Facilities with UVLS)

Nuclear Plant Interface Requirements (NPIR)
« NUC-001-2 R1 NPIR notifications or NUC-001-2 R2 NPIR agreements or;
+ Attestation for sites not subject to NPIRs
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Tools to Apply the Attachment 1 Criteria

e Companion Worksheets to apply the methodology for:
= High Impact Rating Criteria
= Medium Impact Rating Criteria
= Low Impact Rating Criteria

2 Elght (8) Examples
Generation at a single plant location =
= Generation Facility AT
= Reactive Resources at a single Transmission location
= Transmission Facilities at a single substation or station
= Transmission Facilities
= SPS, RAS, or automated switching systems
= Automatic Load Shedding
= Control Center

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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Tools to Identify BES Cyber Assets/Systems

e Sample Methodologies

= High-Level Methodology Diagrams
v High and Medium Impact
v’ Low Impact

= Supporting Narratives and Rationale per
step

= Registered Entity definitions

= Considerations for Inventorying Cyber

Asset Candidates
v Attribute data
v’ Physical Inspections
v’ Cyber Connectivity Reviews

START

High & Medium

BES Asset and
BES Facility List

Draw logical
diagram of
BES Cyber
Assets and

Systems

Inventory Evaluate R

Classify Identify
Cyber Asset Cyber » | BES Cyber | |—»{ | BES Cyber

candidates Asset A Systems

& attributes candidates (BCAs)
J

Identify & Identify & Add OCAs Redesign
Classify Classify Ll | to logical F""_a] noy| |tO improve
Other Cyber xempt Cyber dia gam Design Security &
Assets (OCAs) Assets (ECAs) er ? Reliability

Yes

h 4

Identify, implement,
and document
applicable CIPV5
protective measures

applicable CIPV5

protective measures

START
Low o lnvent.cl:' EV:;TE& Identify cyber Dr:vif
BES Asset andi mmunu:: on| | ,f [ rouabe > |Communication| > | ¥ ‘a €| e,
ES Facility List Path candidates non-routable boundaries logical
& attributes candidates diagram
J
Identtfy Wdentify physlcal Identify access Redesign
access boundaries for Final .
) points for ina to improve
points for | ¥ | communication | Desi No—p -
phyiscal esign Security &
S e boundaries ? Reliabili
boundaries Assets at BES Asset ty
Yes
Y
Identify, implement,
and document END
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Tools to Identify BES Cyber Assets/Systems

Examples of Inventorying Approaches

e Physical Discovery Mechanisms

o Attribute Tables e Sample Criterion . )
e Electronic Discovery Mechanisms

Table 1 — High and Medium Impact — Cyber Asset Inventory Attributes Wl* | = Electronlc Access Control and Hork System C Al dentification Appendix A — High Impact Cyber Asset Candidate Identification Process
B
It Is important to note that not all BE! d of CIP-002-5.1
ibject b fou: forceakl dons of the NERC CIP Standards. Ag i, existing BES Asser:
1t it Important o note that not sll BE$ Arsets mesting She functionsl oblgations seed applicabiity of £19.003-5.1 e ety Hentied u5 containing cuahfiog High mp Fucilties. Where & BE5 Asset qualfies for Version
Astribuie Desslpsion/Coanpest = wers SUCE 10 previous enforcaabde versions of the NERC OFF Standards. As.a resul. xisting BES Assets may A A T 1. oo s e sorag e o s e o e st otcsor e
BES Asset One of the six [6) BES Asset types as defined in CIP-002-5.1 Requirement ot ey bl e s table lsts the sacured rooms that ool 120G LR L 0 e red for the flest time at that BES Asset, some steps also do net apply. For this.
Category R1 the WERT CIP 5t Appendix K = Physical Access Control System Candidate Identification Dr:‘-MT:"::“ P:‘ﬂ:"'::ﬂ:“‘““" reason, Appendis A has been divided Ima sections to address sach scenario.
BES Aes Elesctrisnie Acvess e ot the e Y voteege] A Initial Application - Newly Identified Facilities
et Mame | The . _ i is 5 that of
003 Attribute Description/Compasition mwﬂu:w st ol itk important to note that not all BES Aszets mesting the functional obligaticrs and applcabilieg of CIP-002-5.1 find any nan-8ES Cyber Asset that requires 1. Externsl Routable Connectivity [ERC): Identify Cyber Asset candidates with ERC
. pracess, they are 38 8 ware subject 1o prévicus enforokable versions of the NERC OF Standards. As & redolt, saisting BES Aswets sy Appendix D = Table 1: d L a.  Configured in the firewall for system to system access
Imng
Dial-up One of flm.dr ) chulces. based on the C'-'betﬁsset. s cunﬂgur?d A inghimpeet be eHied! a3 cornaining qud impact-rated Facillies, Where a BES Asset qualifies or Vrsion § of 'This tabie Bt the systims that do il 1) dentify the subnets containing Cyber Assets capabie of and purposed for the reliable
BES Assat The connectivity and associated dial-up communications capability: ¥ . on-BES Functions reedn't be irvent operations of the BES Asset's registered function(s).
Abbreviation il . N BES, Assotn smcd Bl the HERC CIP Standards and had not been subject to peindous enforceabile weriiond of the CIF Standacds, may be physically co-located with Cyf oom TYpe c: 21 identify firewalls protecting those subnets
At e Fheyskcall Acoeas Control Systeas [PACE) may need to be identified. To achieve 3 comprebansive vet of identification af Protected Cyber &38R ackup-Generator Control |H ¥ al I firewalls are in place,
e *  Inbound-dial only cardidates, thers se mvdtipls inpits to the PACS Cybsr Asset candidats svaluation process, they are as follows: BES Cybar Azsat that requiras evalullp ;o (5} ] = review the firewall rule set for those subnets .
*  Qutbound-dial anly Steps within Appendix 0. and athel = ldentify the external Cyber Assets/networks that are permitted to talk to
BES Facility O o Two-way dialing " M. High Impact PACS candidutes: The Cyber Asset candidate inventonying processes for High impact-rated BES (\‘W‘:*“"""*“C"'Mwb"m
A inth " " . 2 - Proceed to step 2
Adiath and Fialitind SHrrs 5 0 Inpul 19 thel prosidd wheare Eharke Cyler AR casdidaten:
Ass Serial One of two (2) choiees the based on the Cyber Asset’s configured 1. el walify a5 BES Cybe Mﬁ“ P Houses Cyl b) W firewalts are not in place, proceed ta step 3
ity and iated serial ica interf nd ) hey i normalopd 2 IRAJ: for users of Cyber
connectivity associated serial communications interfaces 2. DHd met ealify i Protiected Cyber Asseti, Bullding Systema: outages, g Asset candidates with IR
oty 3. Did ot becomecassfe 2 g Gy st and . e e i e et s
BES Facility Nome | The * Yes e 4, Db reot crualify o5 an EACMS. * HVAC Systamis): (‘*"" f‘:"“’ unctionsg 2) Review the firewall keation groupis} onthe firewall
e * HNo ) . P ) contra Roomls) |Houses i 3} Identify what users are parmitted to talk to the identified netwaorks or Cyber Assets on
Rl - B mmrmmmtmhm(mﬂumwlgm or Medium mpact: lassets with the identified networks
ol Rwtable Protocol | One of twa |2) cholces based on the Orber Asset's conflgured netwark Fazid BES Aty e Ficithes sarvis 35 o Input 19 this prasciris whvrie thirke Cybete Assel easedidatis: ¢ UPSBatcary (Crber Ass 3. Logical Proximity; Identify Cyber Asset candidates with logical prosimity
connectivity and assoclated routable communications Interfaces and that mary qualify 1. D they qualtly s BES Cyber Assets, Charging Systemis) Rnnu?ljcenm Computer  |[Houses Cyl o, List of subnets identified a5 containing Cyber Assets capable of and purposed for the
Cyber Asset Mame | The ility: “fReom(s Reliabillity of the BES Asset’s registered function{s).
Wi cam.bd.:- T iedunnitity B 2. Did mt gualify i Protected Cybsr Assets, . ::r;u]!u’r Backup (\hrrldtliﬂ [ — — 1) Ping sweep of identified subnets
Tl = 3. Dhd rot becoma classified as Exempd Cyber Assets, and yitem|s m‘:’:"hd""’ asks for o 2} 1P to DNS name
* Mo " 3} Add the Cyber Asset to the candidate fist
o 1. Parform iy 4, Did met apealify o an EACMS. response fudconteol Center Support  |Houses Gyl 4} Perform physical walkthrough to verify
m’ oy whl Routable Protocel | The name of the routable protocol(s) in use on the Cyber Asset, 2. Peformal { Additional PACS candidates: Becsue Cyber Susets that comprise 5 PACS are not regeined to ke baide of an s b, Expanded 1o include programmable Cyber Assets with non-routable protacol
Assat v i Examples include, but are not limited to, IP, IPX, ete. Hystems, ESP or P4 and may be centralined systems that are not located at BES Assets ror physically co-locabed with Business Systems proforcag 3 I::""’"”"r:":.x’(‘;"::’::ﬂ didates with physical proximity
Cybar A - Physical Proximity: Identi ca s with pl proximi
. " " 3 - fto view
o ption 1 P:::: BES Cybr Assets and Systems, this peocess has been drugﬂn.ilosnl webdiriomal eriteria 1o ideetify other » Corporste email  |Cyber Assets \-‘mlled:: [Refer to Appendix A — Table 1 for alist of s where an inventory is required)
Functional Group | Thi Routable Protocol | The logical address(es) configured on the Cyber Asset that are in use for Symamall Cyftetr Assets thart mary qualify s & PACS whan put theough this methadalogy. corporate bis unction 4. Inside the rooms that house Cyber Assets capable of and purpased for the reliable
A, i s regi rventar inehudis
Nama Host Address the routable protocolfs) ind d by the bl | Type: 3.  Serveassf  Toidentify these addiional PACS candidates, iverfory those Cyber Assets thak: « Corporate file Cyber Assets fCorporate Computer Houses Cyl ﬁ,mion,.:,,:: e firwentony Teamincuding of
Nal Routable Protocol | The logical subnet for which the Cyber Asset communicates one through Syslams. v T servers far carporatefRoam(s) lbusiness fu 1 Inspect ?(hme
s z " & Provids m - a] tdentify Ethernet connections and compare to ping sweep recults.
o ——— Metwark Address | the use of the identified routable pratocel(s) indicated by the Reutable t' i 1 Use at beast one physical sccess control to permit autboriced users unescoried  CIP-006-5 B1.2 + Corporstewsb [Cyber Assats D::;i’:’u:‘“l: ith Huses Cff + Compare labels and login and verify the 1P configuration, Check off what has
Attribute . 7, Logeventy physical access into F5Ps peotecting Maedium impact BES Cyber Systerns or ESPs servers for applicatiof oL ol Conter 4 already been identified.
= - A o - + Identify additional Cyber Asset candidates that were not identified by the ping
Programmable Aeeaizibility Attrib: % Pedforms 2 Use cne or more physical acoess controls to permit suthorized wers unescorted  CIP-D06-5 R1.3 » Corporate Cyber As arporate Cyber Assets swweep and login and verify the 1P configuration. Add the Cyber Asset t the
Characteristics Ang o ribute Description LD Pevfoem i phyiical scidii nta PSPS pratecting High impast BES Cylar Syitidnd of ESPR, | waorkstations functions, HVAC Roomis): Houses Cyk candidate list.
e 10, Are used % Perborm monhoring for unauthorioed sccess through e CIP-006-5 R1.4 — for the bul b Identify serialinterfaces that have cabled connection, and
[External Routable | One of two (2] cholces based on the NERC Glossary definition of ERC: L, : « Corporate phone | Crber As =+ Forthose already identified as a candidate through the ping sweep, add the
Connect {ERE) ¥ or Eby, PSP containing applicable BES Cyber Systems or E5Ps. systems corparate bigg VIF Room(s): Hauses Cyl connectivity attribute to the Cyber Asset on the candidate st,
nnectivity ' 1. Previde in & issue alsrms or sberts for detected unauthorized socess through physkcal sccets CIP.D0G.S RLS b to privately « For those not already identified as a candidate through the ping sweep, add
* Heo I paint b a PSP comtuining for spplicatle BES Cyber Systems or ESPs. * Isclated non-BES | Logically isollfuPs Room(s) Houses Cy ) mﬂ;ﬁb‘-"‘mi?‘ Jis om0 Tha kMt it
. . Provt - : ¢ . at have cabled. a
Inberactive Oner of two |2) chabces based on the NERC Glossary definition of IRA: 12 I:‘;’:s'; 5. Logevenss for unescorted phyical sceens miry to PSPy protesting BE5 Cyber CIP-D06-5 R1.8 Systems ent normal apg o For thoss akesdy identified 63 8 candidses drough the ping sweep, sithe
Remote Aceess *  Yes 18 Conaratl Systems or E4Py, e SecuwedmonBES |Logicslly ol f““:ﬂi“: connectivity attribute to the Cyber Asset on the candidate list.
(IRA) . No ! = 6 Retaing logs of events for unescorted phytical scoess entry to PPy protecting BES  CIP-DD6-5 B1.O Systems - ‘["' " +  For those not already identified as a candidate through the ping swees, add
mq Cyber Systems or £5Ps o the Cyber Asset and its connectivity attribute to the candidate list.




= Step-by-Step Instruction to:
v’ Identify Cyber Asset Candidates
v’ Evaluate Cyber Asset Candidates
v’ Classify BES Cyber Assets
v’ Determine BES Cyber Systems

= Detailed process flow diagrams
v’ Objective criteria
v'Includes other protected Cyber Assets



=
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Tools for CIP-005-5 & CIP-006-5 Considerations

e Sample Connectivity Scenarios
= Various topologies, cyber configurations or redesign options
= Other types of Protected Cyber Assets

IExteriDr Building Perimeter:
* |mpact of connectivity on: Medium Impact
v’ Applicability of Requirements ECA
v BES Cyber System determination == e —/
. . . High I : | BCA |
= Electronic Security requirements | i

= Physical Security requirements |/~ T |5 i
h BCA —’—iluﬁlﬁtr: T T 1 B/CA
w/IRA BCA

EACMS = Electronic Access Control & Monitori
ECA = Exempt Cyber Asset

Key:
BCA = BES Cyber Asset

ERC = External Routable Connectivity

[ ]
ESP = Electronic Security Perimeter
w I r IRA = Interactive REmote ACCess
[ X N ] PACS = ehysical Accass control systam

PCA = Protacted Cyber Asset E
Wkey: PSP =Physical Security Perimater 2274 =
e

—_— =

=Pratected Cyber Aset

PSP = Physical Security Perimeter
=Rautable

-+ = Nan-Rautable




e Companion Guide:
= V5 effective dates

= Entity specific considerations
v"What each entity needs to ask themselves
v'Next steps depending on the answer

= Audit cycles
= Evidence retention

= Periodic or time-bound activities
v'V3 Requirement by Requirement

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.




Does it work? SMET tested it, three ways.

Why we tested our recommended approach:
e Confidence in the product

e Measure the usability

e Reasonable assurance it will work for others

How we tested our recommended approach:
e Applied the Step-by-Step Instruction

®" Transmission Substation

= Generating Station

= Control Center

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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What we learned from testing/proving it out:

e The methodology is
= Usable
= Flexible
= Straight forward
= Repeatable
= Adaptive
= Comprehensive
= Reaps results and evidence

¢ Bonus — Companion Diagrams
= We have these various scenarios and examples to provide to the industry to accompany
the CIP-002-5.1 SAG

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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Transmission Substation — Proof of Concept

R Substation A meets CIP-002-5 R1.ii
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Other Considerations

Mixed Trust vs. Segregated Trust Zones

* High Watermarking

= Virtualization

v Hypervisors
v'VLANS
v’ Chassis/Shared Backplanes

= Medium inside High ESP = High
= Low inside High ESP - High 5 |
= Low inside Medium ESP > Medium |= = = T

05D 1 MR S i St it g, 8

%
oL | N AL g Dt ettt e Fage 11 951
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ther Considerations (continued)

Mixed Trust vs. Segregated Trust Zones

* Co-existing Impact-rated BCS T
= High, Medium, and Low | ? -
= High and Medium

= High and Low

TS E UL TR

[N etwark e
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ECA |

= Medium and Low
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Let’s dive in to the details

First Example:

Transmission Substation

= Reference Companion Document: Substation_diagram.pdf

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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Medium Criteria for Generation

Commissioned generation, by each group of generating units at a single plant
location, with an aggregate highest rated net Real Power capability of the
preceding 12 calendar months equal to or exceeding 1500 MW in a single
Interconnection. For each group of generating units, the only BES Cyber
Systems that meet this criterion are those shared BES Cyber Systems that
could, within 15 minutes, adversely impact the reliable operation of any
combination of units that in aggregate equal or exceed 1500 MW in a single

2.1 Interconnection.
Each generation Facility that its Planning Coordinator or Transmission Planner | Also criteria:
designates, and informs the Generator Owner or Generator Operator, as 2.9 SPS

necessary to avoid an Adverse Reliability Impact in the planning horizon of more | , 11 ontrol Center for >1500MW
2.3 than one year.

Generation at a single plant location or Transmission Facilities at a single station
or substation location that are identified by its Reliability Coordinator, Planning
Coordinator, or Transmission Planner as critical to the derivation of
Interconnection Reliability Operating Limits (IROLs) and their associated

2.6 contingencies.




Generating S
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e Approach 1.a

e Cyber Asset-base
e Mechanical Focus

Units

Water
Chemicals
Fuel

Air

Cooling, etc.
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[WIOWEST RELIABILITY ORGANIZATION
tation — Proof of Concept
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Other Considerations - Segregated Trust Zones

Layers LO-L4 are laid out in an 154A-99
Security Zone Model.

Common Control Area

BES Cyber Systems that can impact
multiple units (>=1500) are typically
logically located at zone layers 3 and
higher.

This is a representative model, and
conclusions may vary based on the
design and implementation specifics
of the plant.
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Let’s dive in to the details

Second Example:

Generating Station

= Reference Companion Document: Generation_diagram.pdf

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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ontrol Center — Proof of Concept

Control Center Example.

I Coee <1 c2 3 Control Center A meets CIP-002-5.1 Requirement R1.1
i repare 2 lis| efine I ategorize ify BE] b "
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Thisis ah
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utility x| utility X o
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Let’s dive in to the details

Third Example:

Control Center

= Reference Companion Document: ControlCenter_diagram.pdf

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.




Control Center Summary

® Assemble a cross functional assessment team
® Assessment team needs to:

 Have representation from of each system identified
e Understand system functionality and interconnectivity
e Be able to answer questions about the BROS

e Start at the System level

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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Control Center Summary (continued)

e Eliminate systems that do not meet the criteria for applicable systems
e Assess Cyber Assets in applicable BES Cyber Systems

® DOCUMENT ALL ASSESSMENTS!!!

e Get ready to apply the rest of the CIP Standards to the applicable Cyber
Assets

e To assist with classifications of Cyber Asset refer to the NERC Glossary of
Terms

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.




The MRO Standards Committee is an industry

Testing Results

Three different Registered Entities
Three different BES asset types

e Three different ways to apply
= Electrical
= Mechanical
=  Cyber System

One Methodology
® Three successful outcomes

Ider committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.




e SAG is over a year in the making
e CIP SMET is proud to present this to the region and the industry

Thank you for your time,
and this opportunity!

The MRO Standards Committee is anindu Ider committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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Questions?

The MRO Standards Committee is an industry stakeholder committee which includes subject matter experts from MRO member organizations in various technical areas. Any materials, guidance, and views
from stakeholder committees are meant to be helpful to industry participants; but should not be considered approved or endorsed by MRO staff or its board of directors unless specified.
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