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MRO Logistics, Safety & E-Plan

> Safety — First Aid, CPR and AED

> Food and beverages

> Restrooms

> Emergency plan — severe weather/evacuation
> Monitoring the Chat for questions

> Wi-FI — Connect to: Sheraton-MeetingRoom
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2023 Security Conference Survey

https://www.surveymonkey.com/r/GTGH759

CLARITY RESULTS
Classification: Public



Disclaimer for organizational group
hosted events or materials:

Midwest Reliability Organization (MRO) is committed to providing
outreach, training, and non-binding guidance to industry
stakeholders on important industry topics. Subject Matter Experts
(SMEs) from MRO’s organizational groups and the industry may
develop materials, including presentations, provided as a part of the
event. The views expressed in the materials are those of the SMEs
and do not necessarily express the opinions and views of MRO.
Vendors presenting at, or attending, MRO events are not affiliated,
associated, endorsed by MRO.
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CISA / INL Training

Overview
Kelly Johnson




CISA & INL are in the training business?!

Mission: Lead the national effort to understand and manage
cyber and physical risk to our critical infrastructure.

Vision: Secure and resilient critical infrastructure for the American
people.

CISA Services Catalog

Training Available Through CISA



Web-based Trainings

15 web-based courses accessed through the CISA Virtual Learning Portal

OPSEC Incident Response

Defense-In-Depth for ICS

ICS architecture
Networks

| .
CS cybersecurity Cybersecurity for Managers

IT cybersecurity 301v (pre-req to 301L) (Labs)
Cybersecurity Risk 401v (Labs)

Attack Methodologies in IT & ICS

https://ics-training.inl.gov/




401L Instructor-led Training

401L - ICS Evaluation

Held at INL facilities in Idaho
3 days of hands-on instruction

Topics include:
Cybersecurity Evaluation Tool
(CSET)
Network segmentation
Network monitoring
Identifying ICS vulnerabilities
Assessing risk
ICS dependencies
Supply chain risk
Creating a findings report
Presenting to management




301L Instructor-led Training

301L - ICS Cybersecurity

Held at INL facilities in Idaho

At least once a month

4 days of hands-on instruction
Small group break-out sessions
with instructors

Topics include:
ICS architecture
Strategies for IT & OT
Wireless
Network discovery
Defense-in-depth
Offensive attacker perspective 9




301L Red vs. Blue

7-hour exercise w/ 1.5 hour debrief
Acme Chemical Co. scenario
Student-led Blue & Red teams
Instructors aid teams in exercise
Real IT & OT systems — Cl focused
Balance cybersecurity and
operations

Real-time Incident Response
Test your skills attacking or defending
control systems!
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301L Escape Rooms

Escape room challenges based on learning objectives in the class

Designed for people of all skill-levels =
Traditional escape room brain teasers '
Cyber challenges
ICS systems

8 scenarios

Fun and engaging
Free to attend!

See us for more info
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Solar, Wind, and Fire

Acme energy is under cyber attack affecting critical
infrastructure systems

Help restore power and ONG operations
Cyber challenges
ICS systems
Network discovery
Wireless

Lock picking
Augmented Reality

12






Network Discovery

& Wireless
Chris Johnson

14




Network Discovery

Passive Discovery Active Discovery

Similar to your senses Similar to active SONAR
Observations are evaluated Pulses are sent out,
for mapping the and the returns are

surroundings evaluated for mapping

15



Passive Discovery

What is passive network discovery?

« Using information stored locally on a compromised host to identify
new host and network targets

«  Attempt to identify new targets without sending any network
packets

Why perform passive network discovery?
*  More difficult to detect than active discovery
«  May provide valuable information that active discovery cannot

When active discovery is not possible (i.e., ICS)

16



Passive Discovery (Continued)

Tcpdump, Wireshark .bash_history
Ipconfig (windows) RDP

Ifconfig (linux) Log Files
Netstat

Net Arp

Route Nbtstat
Iptables DNS
EtherApe (GUI) Browser

Configuration Files

Custom Scripts (cron, startup)
Apache (mysq|l, etc.)
Resolv.conf, hosts
17




Example — Arp-Scan

root@kali: ~/Desktop

File Edit View Search Terminal Help

:~/Desktop# arp-scan -g 192.168.10.0/24
Interface: eth®, datalink type: EN1OGMB (Ethernet)
Starting arp-scan 1.9.2 with 256 hosts (http://www.nta-monitor.com/tools/arp-scan/)
.168.10. :50:56:a0:48: VMware, Inc.
.168.10. :10:18:4e:2a: BROADCOM CORPORATION
.168.10. :50:56:a0:2d: VMware, Inc.
.168.10. :50:56:a0:56: VMware, Inc.
168,105 +50:56: a0 2% VMware, Inc.
.168.10. :50:56:a0:1b: VMware, Inc.
.168.10. :50:56:a0:1c¢: VMware, Inc.
.168.10. :a0:1d:30:b2: STXNET
.168.10. :50:56:a0:22: VMware, Inc.
.168.10. :50:56:a0:1d: VMware, Inc.
.168.10. :50:56:a0:39: VMware, Inc.

.168.10. :50:56:a0:4c¢: VMware, Inc.
.168.10. “50:56:a0=5T:; VMware, Inc.
.168.10. :50:56:a0:2d: VMware, Inc.
.168.10. :42:49:7b:2¢: Sony Corporation
.168.10. :19:e2:ab:32: Juniper Networks

packets received by filter, 0 packets dropped by kernel
nding arp-scan 1.9.2: 256 hosts scanned in 1.856 seconds (137.93 hosts/sec). 18 responded
:~/Desktop#

:~/Desktop#




Example — Netstat

Tools Windows Command:; netstat —-nob

e e = e S e

C:uUsers vmuser>
C:\Userssvmuserinetstat —ano

Ipconfig (windows)

Active Connections

Ifconfig (Linux) Local Address
Netstat

ddress State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

.206 :443 ESTABLISHED

.195:88 ESTABLISHED
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

Arp

172.31.8.264:49195
Net 172.31.9.204:49198
135

N IR

Route
Iptables
EtherApe (GUI)

L
L
L
L
L
[
L
a
a
a
a
1

172.31.8.284:138
172.31.8.284:19808

IR EEREEEREEEEE alnlnlnbelelnleisd -lolob-pol kol R ]

EERRKEK KA KKK K

9913 *I%
d532:7c76:e91c:3cBex111:1988  =:
4000
19
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Active Discovery

What is active network discovery?

«  Send network packets and wait for a response
to identify host and network targets

Extremely noisy and easily detectable

Why use active network discovery methods?

« ldentify targets that cannot be otherwise identified
using passive discovery techniques

*  Provides specific service, port, and version information
for a given target

« Identify vulnerabilities of accessible services

20




« Designed to allow system administrators and curious individuals
to scan large networks to determine which hosts are up and what

services they are offering

« Can be DANGEROUS to IT, SCADA, and PCS systems

A fast and informative network scanner that
can be safely used on isolated nonproduction SCADA/Control System Networks

21



Nmap (Continued)

What is Nmap?
«  Open-source tool for network mapping and security auditing
*  Much faster than manual discovery

« Can scan an entire network quickly and offers several options to
customize a scan and its results

22



How does Nmap work?

Uses raw packets to determine
Hosts on the network
Services (ports)

Operating systems
etc.

Two-stage process
Host discovery
Port scanning

23



Host Discovery

What is Host Discovery (HD)?

*  Process of identifying active and interesting hosts on a network

Why does Nmap do HD?

«  To significantly reduce the amount of time to complete network
scans

« Narrows a set of IP ranges into a list of active or interesting hosts
to be port scanned

How does HD work?

« Uses combination of ARP, ICMP, TCP SYN, and TCP ACK packets
to identify active hosts

24



Nmap Common HD Options

Option | User Level Speed | Packet Type Notes
-sn User Fast ICMP echo | Ping only, no port scan
WAN default, Port 80,
-PA Root Fast TCP Ack
stateless
WAN default, Port 80,
-PS User Fast TCP Syn
stateful
-PE Root Fast ICMP echo
-PR User Fastest ARP LAN default
-PU Root Slowest UDP Slow, unreliable, firewall
-PN User - - No ping, no HD

25



Port Scanning

What is port scanning (PS)?

*  Process of identifying the status of interesting ports
on hosts that are discovered on a network

Why does Nmap do PS?

 To identify ports open on a host
How does PS work?

«  Attempts to communicate with each port within
a specified set of ports

 Port scans are performed on hosts identified
as active or interesting during HD

26



Open

Application
on target
machine is
listening for
connections
or packets
on that port.

application
listening at
the moment.

Nmap Port States

Filtered

Firewall,
filter, or
other
network
obstacle is
blocking the
port so that
Nmap
cannot tell if
the port is
open or
closed.
Nmap
received no
response.

Port is
accessible,
but Nmap
not able to
determine if
the port is
open or
closed.

Open |

Filtered

Unable to
determine if
the port is
open or
filtered.

Unable to
determine if
the port is
closed or
filtered.

27



Nmap Common Port Scanning Options

Option tjes_ve(; Packet Type Notes
-sS Root TCP Syn Privileged default
-sT User TCP connect Uses connect system call
-SA Root TCP Ack Firewall rule sets, stateful?
-sF Root TCP Fin Filter evasion
-sX Root TCP FIN, PSH, URG Filter evasion
-sN Root TCP NULL Filter evasion
-sU Root UDP Find UDP services
-p - - Specify ports to scan

28




Timing and Performance Options

What are timing and performance options?

«  Settings used to control scanning delays, timeouts,
« retries, and parallelism

Help speed up scanning process
«  Slow down scan to avoid IDS detection

 Manual options are available, but templates are usually sufficient

Template timing options offer throttling abilities
not available using manual options

29



Nmap Timing and Performance Templates

Option | Nickname Speed Notes
-TO Paranoid Slowest IDS avoidance, 5-min packet delay
-T1 Sneaky Slower IDS avoidance, 5-sec packet delay
-T2 Polite Slow Conserve bandwidth target resources
-T3 Normal Moderate | Default timing options used by Nmap
-T4 | Aggressive Fast Maximum dynamic scan delay 10 ms
-T5 Insane Fastest Maximum dynamic scan delay 5 ms

30




ICS Challenges

Scans can cause computer systems to restart

Scans can cause embedded devices to freeze or lose configuration,
and in some severe cases, requires vendor involvement

Nmap considerations:
Use connect scan (-sT) to prevent dangling connections
Don’t use OS (-O) and Version Detection (-sV)

Slow the scan down by reducing the rate at which packets
are being generated and sent by Nmap

Consider using exclusion lists (--exclude or --excludefile)

31




WiI-FI Assessment

Concepts, Tools, Analysis:
o000

High-level Wireless
Communications Discussion

IEEE 802.11 Protocols, a.k.a.
Wi-Fi, and Threats

Packet Capture Tools
Aircrack-ng and other tools

32



Radio Spectrum
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Wireless Devices by Spectrum

Frequency Devices

108 to 330 MHz Aviation frequencies, Instrument Landing System (ILS), Very High
Frequency Omni-Directional Range (VOR), glideslope, Air Training
Command (ATC)

900 MHz Cordless phones, wireless industrial control systems (ICS) valves,
switches, controllers, HVAC controls, etc.

2.4 GHz Wi-Fi routers, Bluetooth, Bluetooth Low Energy (BLE), ZigBee, printers,
microwave ovens, remote controlled (RC) toys, baby monitors, cordless
landline phones, key fobs, cell phones, WirelessHART, MiWi, Internet of
Things (loT), ICS, etc.

5.8 GHz Wi-Fi routers, printers, RC devices, cell phones, cordless phones

34




Industrial, Scientific, Medical (ISM) Bands

ISM Bands - Industrial, Scientific and Medical

QOOMH=Zz

vs.
2L.4GH=z
vs.
S5GHz
2.4GH=z
Advantages:

- Higher bandwidth allows large data
transfer, speed
- Components are smaller, cheaper

Disadvantages:

» Congested band due to abundance of Wi-
Fi, Bluetooth, microwaves, cordless phones
- Attenuates much more quickly, will not
pass through metal

S00MH=z

Advantages:

= More robust, less prone to interference

- Lower attenuation, travels further through more
obstacles

Disadvantages:

- Low bandwidth prevents large data transfer,
speed

- Components are larger at lower frequencies

5GH=z=z

Advantages:

- Higher bandwidth allows large data transfer,
speed

- Less congested, few RF devices in this band

Disadvantages:

= Low transmit power limitations

= High attenuation in cables, requires very high
gain antennas

T ® RSSO

INSPIRING INNOVATIONS

Source: Phoenix Contact, image: https://image.slidesharecdn.com/industrialwirelesscommunication-100616093544-

phpapp01/95/industrial-wireless-communication-17-728.jpg?cb=1276697969
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Wi-FI Spectrum

« 11 Channels

« 20 to 40 MHz width
- |EEE 802.11b,g,n

* 54 to 300 Mbps

* 41to 24 Channels

+ 20 to 160 MHz width

* |EEE 802.11a,n,ac, etc.
* 54 Mbps to 1Gbps

4 § 9 10 44 12 13
2412 2437 2462 2484

mm

2400 2410 2420 2430 2440 2450 2460 2470 2480 2490 2500
GHz

GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz
| 22 MHz 4

Source: https://i.stack.imgur.com/ymo5p.png

5470 5725 5825
GHz GHz GHz

NON-DFS CHANNELS

149
153

157
161

UNII-2e DFS UNII-3

m = 24 non-overlapping 20 MHz channels
m = 11 non-overlapping 40 MHz channels
= Only 4 non-DFS channels for bonding
m = Creates channel planning problems similar to 2.4 GHz
m =5 GHz isn’t a panacea, RF management is still king

Source: Network World http://images.techhive.com/images/idge/imported/article/nww/2010/08/080210-infog-1-

100272864-orig.jpg



IEEE 802.15.4 Spectrum
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Residential Control , \\ \ \
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i Channel* Center
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Technology

Runs at 2.400 to 2.4835 GHz or 2.4 GHz ISM band
Frequency hopping spread spectrum

79 different channels at 1 MHz width, each with guard bands
on each end

Bluetooth low energy (BLE) channels are 2 MHz each
1 to 3 Mbps data streaming speed
Personal area networks with a 10 meter range

Most personal devices use Bluetooth. Roughly 4 billion devices were shipped in 2018. ~10 billion
devices in the world

Bluetooth 5 increases range and uses less energy

Many devices are in ‘discoverable’ mode by default
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Omni-Directional Antennas

ELEVATION PATTERN
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Source: http://www.mpantenna.com/omnidirectional-antenna-radiation-patterns/

Most devices use some form of Omni
directional antenna

Difficult to identify location of signals

Source: Christmaslightsetc.com Source: Amazon.com

Transmit and receive signals from any direction
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Directional Antenna

Directional signal transmission and reception
Reduces propagation pattern significantly
Aids in signal hunting

Increases reception gain when pointed at a source

180

270° e
Top VleW Source: Amazon.com Source: superbrightleds.com

40
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Wi-Fi Access Point (AP

Wi-Fi
Router



Wi-Fi Encryption Types

0000

WEP Wired Equivalent Privacy
1997 (obsolete)
D

WP = Wi-Fi Protected Access
A s 2003

WPA2 @ Wi-Fi Protected Access Version 2

2004

wrroezn — \N-Fi Protected Setup
WPS @
SETUP 15006

WPA3 @ \2/\(/)|1I;| Protected Access Version 3

Certified fv@)  Wi-Fi CERTIFIED Enhanced Open

2 2018

Enhanced
Open

N B~



Wi-FiI AP Packet Data — Beacon

Beacon
Wi-Fi AP Wi-Fi Client

AP Wi-Fi beacon typically transmitted every 50 to 100ms, depending on configuration

Usually contains source MAC BSSID, destination MAC, power, channel, encryption type,
cipher type, auth type, name ESSID

Wi-Fi clients do not transmit a beacon, only a probe request




Wi-Fi Client Packet Data — Probe Request

Wi-Fi
Client

Probe Request contains a request for capabilities by SSID from the client or a broadcast to all APs
Occurs when Wi-Fi Client is not connected to an AP

Saved SSIDs are used in Probe Requests

AP broadcasts a Probe Response — similar to a beacon

Prior AP SSIDs can be unintentionally revealed

Good for reconnaissance by attackers and eavesdroppers

Can be an aid to AP spoofing or Evil Twin attack




airodump-ng capture

CH & ][ Elapsed: 48 s ][ 2018-81-18 81:83 ][ WPA handshake: BB:1D:7E:64:9A:7C
BS5ID PWR RXx0Q Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

54e. WPAZ CCMP PSK infected
54 WEP WEP CookNet
11 0PN linksys
11 0PN linksys
54 . OFPN CBC

54 . WPA  TKIP shalom3
54 WPAZ CCMP r network
54e WEP - WEP mccay

54 OPM linksys
54 WEF WEFP WEST7359
5de. WPA TKIP PSK teddybear

Ge:1D: : : : -47 96 459 179
ge:21: : : : -70 460 15
Q:06: : : : -r2 T2 358
Ge:8C: : : : -73 93 384
BE:14: : : : -74 26 275
BE:25: : : : -73 59 272
BE:24: : : : -76 48 158
BE:12: : : : -75 16 94
AE:18: : : : -76 51
Ae:12: : : : -76 2
Be:1F: i : i -76 r

@

oo+
1R e e e e R 1 e e e e Iy ]

1
e
e
=]
=]
c)
c)
1G]

BSSID STATION Lost Packets Probes

(not associated) EE:13:02: . : a -1
QO:1D:7E:64:9A:7C 90:4C:E5: z 5 A -54e
QO:1D:7E:64:9A:7C B00:25:D3: : : 54e-54e
QO:1D:7E:64:9A:7C 0©0:1D:FE: : : B -36
BE:21:29:84:11:FD @0:1D:EOQ: : : 1 -8
BE:14:6C:F6:36:78 00:1D:7VE: : : B - 2

infected

e I e I R o o IR

Source: question-defense.com




WEP Attack

(( ) ) ‘ Dea"""*"ticat,-o,, & ARP pac A
\» o il H&
\ — —

Receive Iv Packets

* e 0 0000000000000 000 ¢ - i . !
©* e 000000000000000 5 _ Victim Wi-FI AP

00(\“300

o\?& XX

° Do o
00(\ XX
De o
>0 0
>0 0

Attack has been around fo

Corporate
Network /

Complete decryption of the
In minutes e
Most Wi-Fi routers still sup

| Really old routers only sup

Obsolete and no defense ¢ 6




WPS Attack

B g
- m Wi-Fi AP
- ) With WPS
° Corporate
G et Network
o000 /
Brute Force Attack under

8-digit pin, two halves of 4
8th digit is check sum

Lock it down N
Can obtain the WPA pre-
Rare N
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WiIi-FI De-authentication DOS Attack

—

‘ Deauthentication Packets

0,
€3 U hen
i

e o 0 @ ....‘.\ tlohpa‘...
Che
s

)
A

Deauthentication

o000/ ) 00O
0000 ¢ N

Spoofed deauthentication
for each user is broadcast,
forcing each user to drop and

_ re-authenticate

Denial-of-Service from AP- :

(0

P ©007 0000 (

-\
ack



Evil Twin (Machine-in-the-Middle) Attack

Company Wi-Fi
00:11:22:33:44:55

. L
Intended Connection
X
|

Corporate
Network

Unintended
Connection

Masqueraded
Connection

Steal Passwords

Access Corporate Network
Capture Documents

Rouge AP
Launch Other Attacks (Evil Twin)

) “ ” . . “Airport-Corp”
Easier on “Open” Wi-Fi 00:11:22:33:44:55

cc 0000000000000 001

s e 0o 0o 00000000OCGBOCGOGOOS
c« o 0o 00 /00000000000




WPA/WPA2 Handshake Attack

e 0000000000000 OC®O0 Victim Wi-Ei AP
©00000000000000 0

aeyspueH zvdm
uoljednuayinesd

> ©
Collect WPA Handshake
Deauthenticate a user to capt
handshake . . N
Brute force WPA key off-line

Use password dictionary




WPA2 Key Reinstallation AttaCK (KRACK)

Attack against the 4-way encryption key exchange handshake
Replaces key used to encrypt subsequent data stream

Keys should only be used once, but WPA2 does not enforce

Z
5)
s
i
=3
o
<
T
)
>
o
7
=
o
D
o

4-way Handshake



RF Capture Tools

b TEXAS @ACK'NG
INSTRUMENTS ==
ALFA TP-LINK'
KISMET

@&

open source
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Wi-Fi Monitoring Hardware

A few chipsets that are compatible: p
Atheros \%&/
Ralink
Realtek

Some example Wi-Fi hardware:
TP'L|nk WN722N Vl Only Source: https://www.wirelesshack.org/best-kali-linux-compatible-usb-
adapter-dongles-2016.html

Alfa AWUSO36NH
Panda Wireless PAUO9
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Aircrack-ng Suite of Tools

airbase-ng

aircrack-ng

airdecap-ng

airdecloak-ng

airdriver-ng - REMOVED in 1.2rc 1
airdrop-ng

aireplay-ng

airgraph-ng

airmon-ng

airodump-ng
airolib-ng
airserv-ng
airtun-ng
besside-ng
dcrack
easside-ng
packetforge-ng
tkiptun-ng

wesside-ng
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Monitor Mode

Sets the mode of the Wi-Fi interface into monitor mode, where every packet can be seen by
the interface on every network - but not connected. ‘Promiscuous mode’ allows capturing
packets after a connection is made to a network.

Aircrack-ng, Kismet, and Wireshark can use the mode to perform
their actions.

Monitor mode allows not only monitoring but packet injection.

Monitor mode must be stopped in order to return the Wi-Fi hardware
to ‘normal’ use.

Source: https://www.wirelesshack.org/best-kali-linux-
compatible-usbh-adapter-dongles-2016.html
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airodump-ng capture

CH & ][ Elapsed: 48 s ][ 2018-81-18 81:83 ][ WPA handshake: BB:1D:7E:64:9A:7C
BS5ID PWR RXx0Q Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

54e. WPAZ CCMP PSK infected
54 WEP WEP CookNet
11 0PN linksys
11 0PN linksys
54 . OFPN CBC

54 . WPA  TKIP shalom3
54 WPAZ CCMP r network
54e WEP - WEP mccay

54 OPM linksys
54 WEF WEFP WEST7359
5de. WPA TKIP PSK teddybear

Ge:1D: : : : -47 96 459 179
ge:21: : : : -70 460 15
Q:06: : : : -r2 T2 358
Ge:8C: : : : -73 93 384
BE:14: : : : -74 26 275
BE:25: : : : -73 59 272
BE:24: : : : -76 48 158
BE:12: : : : -75 16 94
AE:18: : : : -76 51
Ae:12: : : : -76 2
Be:1F: i : i -76 r
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BSSID STATION Lost Packets Probes

(not associated) EE:13:02: . : a -1
QO:1D:7E:64:9A:7C 90:4C:E5: z 5 A -54e
QO:1D:7E:64:9A:7C B00:25:D3: : : 54e-54e
QO:1D:7E:64:9A:7C 0©0:1D:FE: : : B -36
BE:21:29:84:11:FD @0:1D:EOQ: : : 1 -8
BE:14:6C:F6:36:78 00:1D:7VE: : : B - 2

infected

e I e I R o o IR

Source: question-defense.com




Airodump-ng syntax

-R uses Regular Expressions to filter on ESSID (nhame)
-W write output to a file
-C capture on specific channels

By default , airodump-ng hops on 2.4GHz channels 1-14.
To capture on both 2.4GHz and 5GHz channels use: -c 1-165

Usage: airodump-ng <options> <interface>
Examples: airodump-ng -R acme wlanOmon
-filters on ESSID names with acme and hops 2.4GHz channels 1-14

airodump-ng -R acme -c 1-165 wlanOmon
-hops through 2.4GHz and 5GHz channels

airodump-ng -R acme -w mycapture wlanOmon
-writes output to a file named mycapture
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Wireless AP Hunting

RSSI Received Signal Strength Indicator
Filter in on the exact ESSID name using -R <name>
Filter in on the exact channel using -¢c <channel number>
Directional antennas work the best
Remember the power levels are measured in negative dB
For reference -30 is a strong signal, -90 is weak
Take it slow
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Questions

What questions do you have?







Network Intrusion Detection
What We’ve Learned

Scot Donecker

Enterprise Architect

Generation Systems
Sunflower Electric Power Corporation

September 26, 2023 N

'€ SUNFLOWER ELECTRIC POWER CORPORATION

A Touchstone Energy” Cooperative




Who am 1?

Scot Donecker

Enterprise Architect
Generation Systems
Sunflower Electric Power Corporation




Where are you currently?

Security Information and Event Management (SIEM):

- Do you have a SIEM or similar centralized log management
system? (e.g. Splunk, Arctic Wolf, LogRhythm, NitroSecurity,
etc.)

Network Intrusion Detection (NID) or Network Monitoring
Solution (NMS):

- Do you have a NID or NMS in place?

Security Operation Center (SOC):

- Do you have a dedicated cyber security analyst or SOC?
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1] 16m * Saved Querles = Add Filter

0 843,203 Events

COUNT ~ AL Group by

30 seconds per column

SEVERITY
NFO

UNKNOWN

UNKNOWN
UNENOWN
UNENTWN
UNENTWN
UNENTWN
UNENGWN
UNENGWN
UNKNGWN

UNKNGWN

1005 P 12506 PM

10:13 Pt

ima™: 1631251147, "pie:

SBECOT fcdd

n-thread-8] INFO c.5.9.5.

ge - Go to

time”: 1631251146, "pia™: 1, "hastna

"eurrencyservice-588cotfodd

11631251148, "pia™: 1, "hastname" : "curre

ce-688cHf fodd-

ce-6B8COf fodd

1145, SBBCOT T cdd
11631251146, 5BBCH f cdd
116312511486, ") 588cHTfcdd

11631251146, "pia:

Fp—

SHECT

n-thread-1] INFO c.s.g.s.workers Sinulationkorker - Action el

tCarthsync called with userId=c1318a%a-sadd-4418-91b3-Tc2adlJeatas

INFO c.5.q.5.a.products. ViewProducts - View any

/pkg/mod/github. con/prometheus,

ome theusgvl. 8. 2-0. 20281

v1.8.2-8 50-4
scrapedndiepcrt
eusgl.B.2-0. 20281105135750-¢

a + f

Mo active search time rules

Search-time rules *

Activate search-time rules to apply them across historical data.
Active search-time rules 0 Index-time rules 10

Select an existing index-time rule t

search time.

QT

e to filter results

1 [[] ww-operaticn extraction demo w

O sas -
Regec ~\w e

[ Ad Context Words

Extracts all the

Regex ~[*=\n]

art Service Operation Extraction

F<useriD=.+)

[ Extract browser string
Description not set

Security Information and Event
Management:

Pros:
- Irrefutable source of information

- Ability to correlate events from a
diverse set of log sources

- Incredibly useful for investigations
occurring post-mortem

Cons:

- Need to know exactly what you’re
looking for

- Not great at instantaneous alerting,
due to the large number of resources
required
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Our Experience
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Automated detections and notifications.
Custom detection capabilities.

Asset identification.

Network flow mapping.

Third-party threat intelligence.

Setup and implementation.

Cloud hosting options.

SIEM integration.

Vulnerability Assessment.



Dragos

DRAGCS

Detection

Automated Detections and

NOLUITICations

Show Only Unread 1 5 (Highest)

Transient Device

DNP3 Stop Application Flood

DNP3 Stop Application

NTLM Anonymous Authentication

New IP Address as Source

2,395
J

HTTP Tunnel Seen for First Time

ROP Sweep

File Download Then New Comms

Authentication Brute Force Success

EKANS Ransomware Binary

M$17-010 Signatures

Dragos Worldview 10C Catalog

Zerologon Exploit

PowerShell Empire HTTP Requests Signatures

HTTP Request for File Extension




Cisco Cyber Vision

Automated Detections and

Noftifications
Dashboard Calendar

Today « 2023 > Day Week Month Year

Events severities

Critical High Medium Low
@ Last on Monday, September 4, 2023 3:05 PM @ Last on Monday, September 4, 2023 3:48 PM

event event

[l Cisco Cyber Vision Operations: 100% [l Cisco Cyber Vision Operations: 100%

]
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® Search

+ Add fitter

pipeline_

QU Search field names

Filter by type 0

]
o index

o score

1 type

0 @umestamp
t| @uersion

' sssets

t collectorid

¢ count

t customend

' oo

unation_assets
t dstassetia

o atp

t dstmac

' ethant

o eth.astUa

t et sre

eth_seid
t et src_network i
0 tistseen

+ entifier

® ingest Delay

£ ingest_tmestamp
o st

t ip.dstd

' lp.sre

' lpsreid

£ lest_soen

= 994,420 hits

Time

Aug 25, 2023 @ 1:54:39.592

Aug 25, 2023 @ 01:54:39.592

Aug 25, 2023 @ 1:54:39.586

Aug 25, 2023 @ 01:54:39.586

Aug 25, 2023 @ 01:54:39.580

Aug 25, 2023 @ 01:54:39.506

Custom Detection

Options New Open Share Inspect | [3) Save

¥oL [~ Aug 23,2023 @ 04:541014 - Aug 25,2023 @ 13:21:10.01 m

Chart options

Aug 23,2023 @ 04:54110147 - Aug 26, 2023 @ 132110016

Document

Otimestamp: Aug 25, 2023 @ 01:50:02.546 Gversion: | sction: Notice::ACTION_LOG actions: Notice::ACTION_LOG o

te: 244, 244 collectorld: sneppcep count: ! customerld: defoult eth.src: §9:09:9F:09:00:03 eth_src.id: 39
eth.src.network_id: 64adad9f6abe096canb?7368d first seen: Aug 25, 2023 @ 01:54:37.67) Adentifier: 193.47.71.150 Ingest Delay: 263 ingest_timestamp: Aug 25, 2023 @ 01:59:02,650 1

tseen: Aug 25, 2023 ® 91:54:39.592 log.type: Notice midpointld: ess1sfa
5518-471c-9795-8e6329f¢7fc] midpointName: mansger meg: 193.47.71.150 scanned st lesst 32 unique 1p protocols in ) seconds note: Dragosdro::Ip_Protocol Scanning notification_class: Network Analytic notification_source: Network Traffic notification sussary: 1P
244 srcasset id: 244 arc.ip: 193.47.71.150 sre.p.id: 40 src.dp: 193.47.71.150 src.mec: 00:69:0F:09:00:03 subi resote suppress.for: 3600 tags: elasticsearch

tinestanp: Aug 25, 2023 ® 01:54:39.592 type: Notice, Bro Uuid: 00BTf17b-52e4-4400-8c08-104e540c060d _1d: (74e6b7c-5f7c-4b1{-b6ed-1c27c7049000 _index: pipeline-000001 _ucore

Protoc

st

Scan Detected notification.type: Threat Behavior severity: @ source.

-type: _doc

Otimestamp: Aug 25, 2023 @ 02:00:92.490 @version: | sction: Notice::ACTION.LOG actions: Notice::ACTION.LOG ui

ts: 244, 244 collectord: snwppcap count; | customerId: default first..
n: Aug 25, 2023 @ 01:54:39.592 log_type: Notice Widpointld: eS815faa-5518-47fc-9795

n: Aug 25, 2023 @ 01:54:37.671 identifier: 193.47.71.158

Ingest Delay: 323 ingest.timestamp: Aug 25, 2023 # 02:00:62.595 lest..

06329167c1 midpointhane: manager meg: 193.47.71.158 scanned ot least 32 unique ip protocals in 1
econds note: Dragossro: :Ip_Protocol_Sca

ning notification_clase: Network Analytic notification_source: Network Traffic notification_summary: 1P Protocol Scan Detected notification.type
Wrc.1p: 193.47.71.150 src.ip.1d: 40 src.ip: 193.47.71,150 sub: remote suppr:

erity: O source_sssets: 244 sre_asset_id: 244

for: 3680 tags: elasticsearch timestamp: Aug 25, 2023 © 01:54:39.592 type: Notice, Bro Luid: dBefsee2-S5f56-4545-9814-012443002d27 _1d: 2306d2c7-316b-4668-0055-bBa6024cdf42
index: pipeline-900801 _score type: _doc

Otimestamp: Aug 25, 2023 @ 01:58:82.583 Gversion: 1

sets: 261, 288 collectorld: sneppcap count: 32 customerld: defeult destination sssets: 261 dst

ot_1d: 261 dat.ip

215.143.12 det.mac: 00:09:01:09:00:03 eth.dst: 00:09:91:09:00:03 eth.dst 1d: 39
23 @ 01:58:02,721 ip.dst: 10.215.143.12 ip.det.id: 89 ip.src: 10.227.63.243 ip.src.id: 118 last.
01:54:30.567 midpointld: eS815faa-5518-47fc-0705-0e6329fe7fc] midpointhese: manager snmp.community: 230Volt snmp.name: 1.3.6,1.4.1.9.9.900.1.2.1.1.90.1001,1.3.6,1.4.1.9.9.600.1.2.1.1.3.1001,1.3.6.1.4.1.9.9.500,1.2.1.1.6.1001,1

eth_src: 54:8a:bacen:8fic eth.sre.id; 116 first_seen: Aug 25, 2023 @ 01:54:37.694 Ingest Delay: 203 ingest timestasp: Aug 25

n: Aug 25, 2023 @

3.6.1.4.1.9.9.500.1.2,1.1.9.100)
Sp_request_ type: GET RESPONSE srmp_verisble bindings: 4 snep_version: 2c source: sum_generic SNNP source.

288 wre.
0-4a74-b9cd-#63a2c180923 _1d: B3957087-Jaea-4a3f-b967-Bca771f1dcds _index: pipeline- 0000

set.id: 280 sre.ip: 10.227.63.243 src.mac: 54:8a:ba‘ea:8f:cl tags: elasticsesrch timestasp: Aug 25, 2023 @ 01:54:39 586
type: SNNP uuid: 344331b0-1

score. -type: _doc

Otimestamp: Aug 25, 2023 @ 01:58:02.580 @version: | sssets: 272, 261 collectorld: snmppcap Count: 32 customerld: defsult destination.sssets: 272 dst

set_id: 272 dst.1p: 10.227.63.242 dst.mac: 50:1c:bO:ca:9a:78 eth.dst: 50:1c:bd:ca:9a:78 eth.dst.id: 104
eth.src: 09:09:01:09:00:03 eth.src.id: 39 first.seen: Aug 25, 2023 @ 01:54:37.704 Ingest Delay: 203 ingest.timestesp: Aug 25, 2023 @ ©1:50:02.719 ip.dst: 10.227.63.242 ip.det.id: 106 ip.src: 10.215.143.12 ip.src.id: #9 1
01:64:39. 565 widpointld: eS8151aa-5518-47fc-9795-206220fe7fc1 midpointhame: manager snmp.community: 230Volt

t.seen: Aug 25, 2023 ¢

SOmp_name: 1.3.6.1.4.1.9.9.162.1,2.1.1.0,1.5.6,1.4.1.9,0.152.1.2.1.10.0,1,3.6.1,4.1.0.9.182.1.2.1.2.0,1.3.6.1.4.1.9,9.152,1,2.1.3,0,1.3.6.1.4.1,9,9,162,1.2.1.4,0,1.9.6.1.4.1.9.0.152.1.2,1.5.0,1.3,6.1.4.1,9.9.182.1.2.1.6.0,1
1.9.9.162,1.2.1.8.0,1.3.6.1.4,1.9.9.152.1.2.1.9.0 smp,

3.6.1.4.1.9.9.152.1,2,1,7.0,1.3.6.1.4

quest_type: GET REQUEST snmp_variable bindings: 10 snep_version: 2c source: sus_generic SNMP source.sssets: 261 src

t.1d: 261 sre.dp: 10.215,143.12 erc.mac: 00:09:01:09:00:01 tags: elasticsearch

Otinestamp: Aug 25, 2023 @ 01:58:02.581 W

ston 1

sets: 208, 261 collectorld: sneppcsp count: 32 customerld: default destination.assets: 208 dst

et 1d: 208 dat.ip: 10.227.63.243 det.mec; 54:8a:baes:Bficl eth.dst: 54:8a:baes:Bficl eth.dst.id: 116
_tinestasp: Aug 25, 2023 @ €1:58:02.721 ip_dst: 10.227.63.243 1p.dst.id: 118 dpsrc: 10.215.143.12 ip_src.id: 89 last
1:54:30.507 midpointId: eS815faa-S518-471c-9795-0e63200e7fc] midpointName: manager snmp_commnity: 238Volt snmp.name: 1.3.6.1.4.1.9.9.500.1.2,1.1,10.1001,1.3.6,1.4.1.9,9.600.1.2.1.1.3,1001,1.3,6.1.4.1,9.9.500.1.2.1.1.6.1001,1

eth.sro: 89:09:01:09:00:03 eth.src.1d: 39 first_seen: Aug 25, 2023 @ 01:54:37.694 Ingest Delay: 203 ingy

en: Aug 25, 2021 @

3.6.1.4.1.9.9.500.1.2,1.1.9,100
#09p_request_type: GET REQUEST snmp.varisble bindings: 4 snmp_verslon: 2c Bource: sum_generic_SNMP source

ets: 261 08,40 261 sre.ip: 10.215.142.12 src.mac: 00:09:01:99:00:03 tage: elasticsearch timestamp: Aug 25, 2023 @ 01:54:39.506 type: SWP

doc

Wid: 63468984-c242-4B49-538-119be7c501Ib _Ld: 05121 -dae-4a07-097b- 764

716de549 _index: pipeline-000001 _score

Otinestanp: Aug 25, 2023 © 01:50:02.584 Oversion: 1 sssets: 209, 261 collectorld: snappcap Count: 48 customerld: defsult destination.s
eth_src: 90:09:01:09:00:03 eth.src.id: 39 first.

te: 269 det.

ot 1d: 209 det.ip: 10.227.63.254 det.mec: ac:7a:56:b7:d1:41 eth.det: ac:7a:56:b7:01:41 eth.det.id: 98
n: Aug 25, 2023 @ 01:54:37.679 Ingest Delsy: 203 ingest.timestasp: Aug 25, 2623 @ 01:58:02.722 ip.dst: 10.227.63.254 ip.dst.id: 100 ip_src: 10.215.143.12 ip_sre.id: 89 L
01:54:39.588 midpointld: eS8)5fan-5518-47fc-9795-0e6329fe7fc) midpointhame: manager snmp.cosmunity: 238Volt

tseen: Aug 28, 2023 &

somp_name: 1.3.6.1.2.1.1.3.0,1,3.6.1.2,1.2.2,1,13,10261,1,3,6.1.2,1.2.2.1,14,10261,1,3.6.1,2.1.2.2.1.19.10281,1.3.6.1.2.1.,2,2.1.20.10281,1.3.6.1,2.1.2,2.1.7.10261,1.9.6.1,2,1.2.2.1.8.10261,1.3.6,1.2.1,2.2.1.9.10281,1.3.6.1.2.1.31.1.1.1.10.10281,1.3.6,1.2.1.31.1

11.10.10280,1,2.6.1,2.1.30,1,1.7.12,10281,1,3.,6.1.2.0,31.1,7.7,13.10267,1.3.6.1.2,7,37.,1,7.1.6.10281,71,9.6.1.2.1,31.1,7.1,7.10281,1,3.6,1.2.1.31.7.1.1.8.10281,1.3.6.1.2,1.31.1.1,1,9.10281 snep_request.type: OET REQUEST snmp_varisble_bindings: 16




Cisco Cyber Vision

Custom Detection

ELALAY

licensing.

Use subscriber rules: )

Categories
Category
Browser
Deleted
Experimental-DoS
Experimental-Scada
Exploit-Kit
File
Malware-Backdoor
MAalisinen PN
Import custom rules

I IMPORT CUSTOM RULES FILE

Download rules

S

From this page, you can configure which Snort rules are deployed on the Cisco Cyber Vision sensors. You can also load your own custom Snort
rules and manage the state of specific Snort rules. By default, Cisco Cyber Vision uses public Snort rules coming from the Cisco Talos ruleset.
The subscriber rule set requires advantage licensing and a platform specific IDS license per enabled sensor which may require additional

Status

8

'8 806088




Dragos

Asset

O Asset Inventory > o

T ¥ O Lsstseenwithin A
Aaiss
L] AssetID: 117 PIU2-TIMEL RT430 08A04 Reason RT43X Clock: Controller Controller Grid Solutions 172180139 d8:28:c9-12:d1:bb Plant 1 Unit 2
D P1U2-TCTRLY PIU2-TCTRLY SNH7800-4BA00O 3218 §7-300 Controller Controller SIMATIC Siemens 172180143 dc:05:75:91:37:6b Plant 1 Unit 2 08/24/23,08:06 PM COT
&
(m) P1U2TCTRL2 PI1U2TCTRL2 6NH7800-4BA00O 3218 $7-300 Controller Controller SIMATIC Siemens 172.180.144 dc05:75b7:7ced Plant 1 Unit 2 08/24/23,08:06 PM COT
'
D P1U2TCTRLI P1U2TCTRLI 6NH7800-4BA00 3218 $7-300 Controller Controller SIMATIC Siemens 172180145 dc:05:75:1299:89 Plant 1 Unit 2 08/24/23,08:06 PM COT
Fl O P1U2-TCTRLA PIU2-TCTRLA 6NH7800-4BA00 3218 $7-300 Controller Controller SIMATIC Siemens. 172180146 dc:05:75:c8:1d:7a Plant 1 Unit 2 08/24/23,08:06 PM COT
[_'[ P1U2-TCTRLS P1U2-TCTRLS 6NH7800-4BA00 3218 §7-300 Controller Controller SIMATIC Siemens. 172180147 dc05:75:7¢:19:0b Plant 1 Unit 2 08/24/23,08:06 PM COT
o
O Pw2TCTRLE P1U2-TCTRLE 6NH7800-4BA00  32.18 §7-300 Controller Controller SIMATIC Siemens 172.180.148 dc05:75:07:24:dd  Plant 1Unit 2 08/24/23,08:06 PM CDT : ‘
[J PIU2TCTRL? PIU2TCTRL? 6NH7800-4BA0O 3218 $7-300 Controller Controller SIMATIC Siemens. 172180149 dc05:75:1 1bd Ad Plant 1 Unit 2 08/24/23,08:06 PM COT
O PlU2TCTS  PIUZTCTRIS  NWZOOABAOO 3218 $7:%00 Controle Controter SMATIC V2180150  GOS75250056 PaotiUnk2  OM24/23,0806PMCOT ; ‘
i
(m} P1U2-VIBMON1 P1U2-VIBMON1 6NH7800-4BA00 3216 §7-300 Controller Controller SIMATIC Siemens. 172180151 0c:05:7546:73.77 Plant 1 Unit 2 08/24/23,08:06 PM COT
|
m) Asset 1D: 149 PCC-CLOCKNFREQ] RT430 08A0S Reason RT43X Clock: Controller Grid Solutions General Electric 17219013 08:28:¢9-01:84:0a Primary Control Cent
u Asset 1D: 150 PCC-CLOCKNFREQ: RT430 08A05 Reason RT43X Clock: Controller Grid Solutions General Electric 17219014 d8:28:c91d:5744 Primary Control Cent 08/24/23,08:06 PM COT
Asset ID: 173 BCCCLOCKNFREQ! RT430 08A05 Reason RT43X Clocks Controller Gridsolutions  GeneralElectric 172190141 8269007469 Backup Control Cents 08/24/23,08:06PM COT
O AssetiD:174 BCC-CLOCKNFREQ: RT430 08A05 Reason RT43X Clocks Controfler Grid Solutions General Electric 172190142 48:28:9.58:04:97  Backup Control Cents 08/24/23, 08:06 PM COT H
0O mcoor PLC-001 175673 2011 5570 PLC Controller ControlLogix Rockwell Automatior 172.18.0.93 00:008C:D1:09:57  Plant 1Unit 1 3,08:06 PM COT

Rowsperpage: 25 + 15




Cisco Cyber Vision

Asset

131 Devices and 117 other components © Newdata

Export to CSV

<[1]2 3 4 5 «+ 13 > 20/page v

Device First activity Last activity v IP MAC Risk score
. 00:0e:8c:84:5b:aé

Siemens 192.168.0.1 Oct 11,2019 2:24:08 AM  May 23,20227:28:50 AM  192.168.0.1 m
(+ 6 others)

Xerox 172.16.0.50 May 23,2022 7:28:45AM  May 23,2022 7:28:50 AM  172.16.0.50 00:00:00:03:00:01 m

Xerox 172.16.0.200 May 23,2022 7:28:45 AM  May 23,2022 7:28:49 AM  172.16.0.200 00:00:00:01:00:01 m

255.255.255.255 Feb 5,2016 3:09:37 AM May 23,2022 7:28:46 AM  255.255.255.255  ff:ff:ff:ff:ff:ff -

@ 1111 Jan 15,2021 10:32:06 AM  May 23,2022 7:24:24 AM 1111 00:04:23:d8:42:f7 Unknown

1112 Jan 15,2021 10:32:06 AM  May 23,2022 7:24:24 AM 1112 00:04:23:d8:3:63 Unknown
08:00:06:6b:f6:16

() 1M151-3PN Oct 11,2019 2:24:08 AM  May 23,2022 7:24:03AM  192.168.0.2

(= siemens 1b:e8:8f

Siemens
= 192.168.105.75

Oct 11,2019 2:12:06 AM

Oct 11,2019 2:12:06 AM

May 12, 2022 $:30:40 AM

May 12, 2022 9:30:40 AM

192.168.105.75

(+ 1 other)

28:63:36:1b:e8:8f

e0:dc:a0:00:7e:1a

[ Ipcas fa:b7:1a Oct 11,2019 2:12:06 AM  May 12, 2022 9:30:40 AM i 00:09:8e:fa:b7:1a
<[1]2 3 4 5 =+ 13 > 20/page v
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Network Flow

& Interactive Map

&
' i o5

n Zones:Corp+ 14more Links:Physical Assets:Only Active, IP/MAC Required Asset Limit:1.500 Protocols: Al

o
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Timebar A
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Network Flow

& Interactive Map

@

o

it

|3

B 2 C UPDATE MAP

wore  Links:Physical  Assets:Only Active, IPMAC Required  Asset Limit:1.500 Protocols: Al
Substation North
Substation South

Low Impact (Transmission)

assets

CDMZ IDMZ

Primary Control Center Backup Control Center

High Impact (Transmission)

Conirol Center

Medium Impact (Generation)

Timebar A
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Network Flow

Last 2 years (Sep 4, 2021 4:05:28 PM — Sep 4, 2023 3:05:28 PM)

2

Refresh

New d
er v Newd

Traffic content

w= |mportant
Control system behavior
IT Behavior

w— Security analysis

= Network analysis

B
Traffic type

1 11 Conduit

— Point to point
Node type

Device

O Component

| Show network activities

Gas Compression

1=]

xport to PDF




Third-party Threat Intelligence

Dragos
- WorldView

Cisco Cyber Vision

- Talos Intelligence Group




Setup and Implementation

Dragos:

- Rackmount the sensor appliance(s) and run associated
cabling.

- Configure some basic addressing information.

- SPAN traffic from an Ethernet switch to start monitoring.

Cisco Cyber Vision:

- Set up the Cyber Vision Center virtual appliance or
rackmount the physical appliance and run associated cabling.
This only needs to happen once though.

- Configure a compatible Ethernet switch with 10X; may also
need to upgrade firmware.

- Load the I0X Cyber Vision virtual application onto the
Ethernet switch.

- Configure the VLAN, virtual application interface, ERSPAN,
etc.

- Enable any necessary routing between the Ethernet switch
and the Cyber Vision Center appliance.



Cloud Hosting Options

Dragos:
- Fully hosted solution utilizing Amazon Web Service (AWS).

- Includes licenses, automatic updates, and assistance with
third-party integrations.

Cisco Cyber Vision:

- Can work with AWS, but you are responsible for management,
licensing, etc.



SIEM Integration

Splunk InfoSec

Security Posture Continuous Monitoring ¥ Advanced Threats ¥ Investigation»  Executive Dashboard InfoSec Stats Searchw Help~

Intrusion Detection (IDS/IPS)

Critical Severity Alerts High Severity Alerts Medium Severity Alerts Low Severity Alerts

646

Intrusion Signatures Intrusion Attacks from External Sources
signature ¢ severity ¢
critical g

critical ® > A
critical ‘

critical

critical

critical

critical

critical

critical

critical
6 7 8 9 10 next»

Scanning Activity (Many Attacks from Same Source) Scanning Activity (Many Attacks from Same Source) by Counts

Country $ attack_count &
66113

66112

§es11a

66115

66118
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Vulnerability

A \/ulnerabilities o u

P\
170 Vulnerability Detections 18 1 34 \ 18% \
* (o}
50 Unique CVEs
o
= tote Oven Confidence Medum
onfider y First Detected Last Detected
|-}
T — Pz J—— T ] [ I e ——— ; H
|
[]  Siemens PROFINET Denial of Service PLU2TCTRL CVE-2017-2681 (+ 1 more) 65 — g m 08/19/23,06:50 PM COT 08/28/23,08:10 AM COT $ ‘
I
PW2TCTRZ 2 ;
a O Semers SMATICS?.300CPY PunTcTR cve 018 10501 TE ] 3 ow2/23,08:10Av T ; l
. Pru2T <
emens nial o Service o CVE-2017-2681 (+ 1more) 65 08/19/23,06:50 PM COT 08/28/23,08:10AM COT H
s PROFINET Denial of Se o
el i
L TS — ez — s o R — ; H
i
[ Siemens PROFINET Denial of Service FAORRARY CVE-2017-2681 (+ 1 more) 65 - Y3 m 08/19/23,06:50 PM COT 08/268/23,08:10 AM COT H ‘
O Senerssmiancs?acacey PatcTa cveo1m 16561 ] o [ BT oazas casoAMcET ; |
: P12 High s
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Cisco Cyber Vision

Vulnerability

734 Vulnerabilities

10 most matched vulnerabilities

ATy

A 4

B CVE-2017-0144 ¢ Windows SMB Remote
Code Execution Vulnerability

15 affected devices(+ 1 other component)
B CVE-2017-0143 ¢ Windows SMB Remote

Code Execution Vulnerability

15 affected devices(+ 1 other component)
B CVE-2017-0146 » Windows SMB Remote

Code Execution Vulnerability

15 affected devices(+ 1 other component)
B CVE-2017-0145 » Windows SMB Remote

Code Execution Vulnerability

15 affected devices(+ 1 other component)
B CVE-2017-11780  Windows SMB Remote

Code Execution Vulnerability

15 affected devices(+ 1 other component)

. CVE-2017-0279 » Windows SMB Remote
Code Execution Vulnerability
15 affected devices(+ 1 other component)
B CVE-2017-0275 « Windows SMB
Information Disclosure Vulnerability
15 affected devices(+ 1 other component)
M CVE-2017-0280 « Windows SMB Denial of
Service Vulnerability
15 affected devices(+ 1 other component)
B CVE-2017-0147 « Windows SMB
Information Disclosure Vulnerability
15 affected devices(+ 1 other component)
B CVE-2017-0273 » Windows SMB Denial of
Service Vulnerability

15 affected devices(+ 1 other component)

32

vulnerable devices
+ 1 other vulnerable components
on Campus Production preset




Asset

@ Asset Inventory

A
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P1U2-TCTRL1

31

2-TCTRLY

Summary E

Hardware

Network Addresses

vamey

Zone

KID RFC1918

Operating System

Custom Attributes

Tags




Tips for getting the most out of a potential solution

3
/

Network segmentation and zoning:

- This will help organize the network flow map and allow you
to more quickly ascertain what’s taking place in your
network.

Implement a centralized firewall:

- This will help save on the number of sensors needing to be
deployed in your environment.

Standardize addressing schemes:

- This will help you identify your assets, since the asset
identification capabilities of these systems are currently
limited in terms of scope.



Questions?

Scot Donecker

Enterprise Architect

scot.donecker@sunflower.net
620-277-4779
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Introduction
To Purple
Teaming 101




B6 020 s s Al s s Follow me @brysonbort for cooking, unicorns and infosec




The Fish Tank




What Is Purple Teaming?

Collaborative + Milestone-Driven
Exercise Bl



Testing Maturity

ﬁ
https://scythe.io/library/building-an-internal-red-team-go-purple-first .



https://scythe.io/library/building-an-internal-red-team-go-purple-first

Poll:
Who's done a Purple Team?



Purple Team

It starts with Leadership
e Organizational Change
e Cross-Functional Engagement

SQYTHE !



Why:-Purple Team?
Train
‘r\n Defenders i %

Improve
Process
Between Teams

-

=] Security is Show
2 9| Defined by ”.% " Immediate
the Threat n N £ value

((YTUE [ Foster a collaborative culture and mentality J ﬁ




Where Do We Go: Cyber Defense Matrix

Structural
Awareness

Operational
Awareness

Devices

Applications

Networks

Data

Users

ELEEL Technology

Dependency
/ g;vz
https.//cyberdefensematrix.com/ - Sounil Yu J



https://cyberdefensematrix.com/

Purple Team Exercise Flow

Exercise

. Detection
Coordinator Red Team Blue Team Engineering
(EC)

Present adversary, Table-top discussion of Emulate the TTP while Follow process to Can any adjustments or Repeat procedure and
TTPs, and technical security controls and sharing the screen so detect and respondto tuning to security controls record new results,
details expectations for TTP everyone sees and TTPs,sharescreento and/or logging be made to move tonext TTP
execution learns what an attack confirm identification increase visibility
looks like of artifacts

7
94






What's in Scope?

Devices

Applications

Networks

Data

Users

Degree of
Dependency

Identify Protect Detect Respond Recover

Technology People

https://cyberdefensematrix.com/ - Sounil Yu



https://cyberdefensematrix.com/

Scope: Bryson's Attack Model (BAM)

Actions/Effects

Organizational Impact

Initial Access
“Breach”



Security Risk Ranking

Security Risks

2 3 4 5 -] 7 8 g 10 11 12

Insider Threat

Large equipment damage

Supply chain compromise

Coordinated attack over a large geographic area

Initial access - Phishing

Physical Access controls
(unauthorized access via compromised systems)

Malware / Ransomware Attack on OT
Vulnerability/patch management

Data dump exposing sensitive information
Internet accessible devices

Attack that corrupts backups

Attack that Inhibits response functions
Attack that Impairs process control
Exploitation of remote services

Malware / Ransomware Attack on IT

Industry Average

CLARITY 2 RESULTS




Scope: Efficiency in Testing

Why Assume Breach?

Cost = Be the APT (on the cheap)
Insider Threat

Zero Day

Phishing emails land

Already breached

Additional Resources

e https://www.scythe.io/library/why-assume-breach
e https://posts.specterops.io/revisiting-phishing-simulations-94d9cd460934 )

{(YTHE



https://www.scythe.io/library/why-assume-breach
https://posts.specterops.io/revisiting-phishing-simulations-94d9cd460934

Types of Cyber Threat Intelligence

Our

@
David Bianco: http.//detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html d



http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

Intelligence Requirements

e Objectives the CTl Team should seek to fulfill.

e Examples:
o Who is potentially targeting us?
o Who should we prioritize to defend against?
o What would it look like if they got in?
o Would we detect them?




What is a Threat?

The tools, exploits, training,
Who or Wha_t they are Sl B o d tradecraft the actor has
targeting. I I
access to.

OPPORTUNITY

The one area the organization has influence over: Limit fa
opportunity through surface reduction, detection, and response. '



Definitions

cie® &
7 @caseyjohnellis

threat actor = someone who wants to punch you in the
face

threat = the punch being thrown

vulnerability = your inability to defend against the
punch

risk = the likelihood of getting punched in the face

6:47 PM - Apr 19, 2021 - Twitter Web App

518 Retweets 79 Quote Tweets 1,701 Likes



ATT&CK Groups

Matrices Tactics ~ Techniques ~ Data Sources Mitigations ~ Groups Software Resources ~ Blog &'

MITRE | ATT&CK'

Contribute ‘ Search Q

instead of tracking clusters or subgroups.

GROUPS

Bvarviow G0099 APT-C-36 Blind Eagle APT-C-36 is a suspected South America espionage group that
has been active since at least 2018. The group mainly targets

admin@338 Colombian government institutions as well as important

corporations in the financial sector, petroleum industry, and

Ajax Security Team ) ;
professional manufacturing.

ALLANITE

Andariel G0006 APT1 Comment Crew, Comment  APT1 is a Chinese threat group that has been attributed to the
Group, Comment Panda 2nd Bureau of the People’s Liberation Army (PLA) General Staff

APT-C-36 Department’s (GSD) 3rd Department, commonly known by its

APT1 Military Unit Cover Designator (MUCD) as Unit 61398.

APT12 G0005 APT12 IXESHE, DynCalc, APT12 is a threat group that has been attributed to China. The

APT16 Numbered Panda, group has targeted a variety of victims including but not limited
DNSCALC to media outlets, high-tech companies, and multiple

APT17 governments.

https://attack.mitre.org/groups/ ’ﬁ


https://attack.mitre.org/groups/

Threat Modeling 101

@ attack.mitre.org

defense industry

Groups
pai geting Jap and Tai izati G0025 APT17 Deputy Dog APT17 is a China-based threat group that has conducted network intrusions against
U.S. government entities, the defense industry, law firms, information gy cor ies, mining ies, and non-government organizations. G0026 APT18 TG-0416,
Dynamite Panda, Threat Group-0416 APT18 is a threat group that has operated sinc...

APT17, Deputy Dog, Group G0025
APT17 APT17 is a China-based threat group that has conducted network intrusions against U.S. government entities, the defense industry, law firms, information technology
mining ies, and non-g izati [1] 1D: G0025 (D Associated Groups: Deputy Dog Version: 1.1 Created: 31 May 2017 Last Modifie...




MITRE ATT&CK®

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Commandand  Exfiltration Impact
Development Escalation Access Movement Control
10 techniques 6 techniques 9 techniques 10 techniques 18 techniques 12 techniques 37 techniques 14 techniques 25 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniques
lAc(we Scanning ¢ Acquire Drive-by Command and Account Abuse Elevation Abuse Elevation Control Brute Force 4 Account Discovery (4 Exploitation of Archive Collected Automated Account Access
' Infrastructure ¢ Compromise Scripting Manipulati Control Mechanism (g t Data i3 Exfiltration Removal
Gather Victim Host Interpreter (g Mechanism (4 Credentials from il Application Window
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https://attack.mitre.org/

Tactics, Techniques, and Procedures (TTPs)

Procedures

How the technique was
carried out. For example, the @)
attacker used procdump -ma

Isass.exe Isass_dump

Techniques

Techniques represent the tactical
goal of the procedure. For example,
T1003.001 - OS Credential Dumping:
LSASS Memory.

e Tactics
Tactics represent the
strategic goal of the
adversary. For example,
TAOO6 - Credential Access

g
https://www.scythe.io/library/summiting-the-pyramid-of-pain-the-ttp-pyramid d



https://www.scythe.io/library/summiting-the-pyramid-of-pain-the-ttp-pyramid

Simulation

cmd /c SCHTASKS /CREATE /SC DAILY /TN \"MyTasks\Task1\" /TR \"C:\\different.exe\" /ST 11:00 /F

Simulation: Challenges:

e Exact commands e Signature based security testing
e Good for controls validation

-~

r_/\A_
o N




cmd /c SCHTASKS /CREATE||SC DAILY /TN \"MyTasks\Task1\" /TR \"C:\\update.exe\" /ST 11:00 /F

~

Emulation:
e Look at behaviors (ATT&CK)

e Better for emulating adaptive
behavior and adversaries
e Good for controls validation

Scheduled Task T1053.005

Challenges:

More time and effort




Plan: Tactics & Techniques

Tactic Description

Description Orangeworm is a group that has targeted organizations in the healthcare sector in the United States, Europe, and Asia since at
least 2015 for corporate espionage.

Cc2 T1071 - Application Layer Protocol; T1071.001 - Web Protocols; T1008 - Fallback Channel

Execution T1218 - Signed Binary Proxy Execution; T1218.011 - Rundll32; T1059 - Command and Scripting Interpreter; T1059.003 - Windows
Command Shell; T1569 - System Services; T1569.002 - Service Execution

Defense Evasion | T1036 - Masquerading; T1036.004 - Masquerade Task or Service; T1027 - Obfuscated Files or Information; T1027.001 - Binary
Padding; T1070 - Indicator Removal on Host; T1070.004 - File Deletion; T1070.005 - Network Share Connection Removal; T1140
- Deobfuscate/Decode Files or Information

Discovery T1087 - Account Discovery; T1087.001 - Local Account; T1087.002 - Domain Account; T1201 - Password Policy Discovery; T1069
- Permission Groups Discovery; T1069.002 - Domain Groups; T1069.001 - Local Groups; T1057 - Process Discovery; T1018 -
Remote System Discovery; T1082 - System Information Discovery; T1016 - System Network Configuration Discovery

T1049 - System Network Connections Discovery; T1033 - System Owner/User Discovery; T1007 - System Service Discovery
T1083 - File and Directory Discovery;T1124 - System Time Discovery; T1135 - Network Share Discovery

Persistence T1136.001 - Local Account; T1136.002 - Domain Account; T1543.003 - Windows Service

Lateral Movement | T1021 - Remote Services; T1021.002 - SMB/Windows Admin Shares; T1105 - Ingress Tool Transfer; T1570 - Lateral Tool

Transfer ﬁ
https://www.scythe.io/library/threatthursday-orangeworm Y



https://www.scythe.io/library/threatthursday-orangeworm
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https://mitre-attack.github.io/attack-navigator/

Challenges in Building Emulation Plans

e Beware of unsafe or potentially attack surface introducing tests (web shells)

e There may not be CTI for all parts of the emulation plan
o This is where you may have to get creative!

e (Tl data is historic
o It may not represent current threat actor capabilities!

Old TTPs may not work in a modern environment
e CTlreports are still mostly ingested manually




Testing

Your choice of testing tools matters:

Realism

Flexibility

Replayability
Collaboration/Communication
Reliability

Trustworthiness

Library




New CTIl or TTPs

Detection Engineering

Operationalized Purple Team

CTI, Red, or Blue
discover/share/notify
Assign CTl, Red, and Blue
Team member

Analyze & Organize TTPs
e Map to MITRE ATT&CK
e Correlate with previous
tests

Tabletop Discussion
e Expected Detection and

Detection Understanding Response

Deployment, Integration,
Creation
Repeat attack for training

and validation
Emulate Attack

® e Threat Understanding

e Deployment, Integragey,
Creation =

h14



Measuring Outcomes: Metrics

Visibility - What Can | See?

Overall Score Overall Score

Lower Above Average

Campaigns Aggregated 5 Campaigns Aggregated

Imgggvgments .

Test Cases Completed: 65

Test Cases Passed:

45
. O St 1 Detected:
H 4
1 Bocked
1
Test Cases Failed: 61
es 24
e Networ
1 Mot Datectad 2
Test Cases Not Completed: 0

e Central Logging (SIEM) : oo

: : Continuous Insight i
Time - How Long Until | See It?

30%)

9/23/2020

e Time to log
e Time to detect
e Time to alert

All

Field Cumulative Aggregated
TestCase Count 133 4

Blocked 2 0
Detected 46 10
Not Detected J:3 4

0%, Datection Rate 36.09%  71.43%

8/24/2020  &/28/2020  9/3/2020 9/4/2020 9/7/2020  9/10/2020  9/14/2020  9/17/2020  9/21/2020  9/23/2020
Date

X
Leadership teams like metrics @




THE DEFINITIVE GUIDE TO PURPLE TEAMING (maintained)

SOYTHE

Purple Team
Exercise Framework

Created and Provided to the Community by:
SCYTHE & Jorge Orchilles, CTO

PURPLE TEAM
EXERCISE
FRAMEWORK

g;v
https://qgithub.com/scythe-io/purple-team-exercise-framework a



https://github.com/scythe-io/purple-team-exercise-framework

Start simple: Purple Teaming is its own process maturity
It's OK to deviate from plan to accomplish objective
MITRE ATT&CK is NOT a Bingo Card

o It takes time to go from Wild to Matrix
Security tools/processes make some TTPs difficult

Document the good and the bad
o Highlight wins: Red AND Blue

Power to the Purple
Workshop
June 2 2

t12pm ET

Detection Engineering
Workshop

SCYTHE offers free training and workshops every month! ﬁ
https://scythe.io/workshops 4



https://scythe.io/workshops

X X X X X
X X X X X
X X X X X
X X X X X

Resources

@scythe_io



Purple Team Exercise Cheat Sheet

Key Questions

Best Case

Minimum

Notes

Who’s involved?

Red Team, Blue Team, CTI
Team, Leadership Team

Someone that can
execute a test and
document a result

Get buy-in or sign off from
the highest level possible

What systems are
tested?

Production Systems, multiple
systems to validate results
(servers & endpoints)

Test System

Data generation, data
collection, and
environment for testing

Logistics?

Remote: Screen share
In Person: Shared space

Note keeping tool to
record actions

Document/record as
much as possible

Security tools?

Everything in SOC & DFIR,
tuned for production

A tool that’s results
can be applied to
production

If a tool/control blocks

progress, document and
shift to audit mode to 3}
move through depth @ﬂ,




Resource: Simplified Process

Katie Nickels Shmoocon 2020 A Simple Process to Start

Know your organization
Know your threats

Prioritize and match them up
Make it actionable

HwhE


https://youtu.be/b0ShMaKDidU

Resources

e MITRE ATT&CK Training by Katie Nickels and Adam Pennington

o https://attack.mitre.org/resources/training/cti/

e MITRE ATT&CK Defender Series by MITRE hosted on Cybrary

o https://www.cybrary.it/course/mitre-attack-defender-mad-attack-fundamentals/

e SCYTHE Blog on Simplifying ATT&CK

o https://www.scythe.io/library/simplifying-the-mitre-att-ck-framework

e SCYTHE blog on ATT&CK Navigator

o https://www.scythe.io/library/scythe-att-ck-navigator

e TRAM

o https://github.com/center-for-threat-informed-defense/tram

e Chrome Extension
o https://chrome.google.com/webstore/detail/attck-powered-suit



https://attack.mitre.org/resources/training/cti/
https://www.cybrary.it/course/mitre-attack-defender-mad-attack-fundamentals/
https://www.scythe.io/library/simplifying-the-mitre-att-ck-framework
https://www.scythe.io/library/scythe-att-ck-navigator
https://github.com/center-for-threat-informed-defense/tram
https://chrome.google.com/webstore/detail/attck-powered-suit/gfhomppaadldngjnmbefmmiokgefjddd

Resources: Adversary Emulation Plans

PAPERCUT

SOTHE

Threat Emulation: PaperCut

by Kristen Cotten posted at 6/22/23 9:06 AM
Welcome to the June 2023
#ThreatThursday! This month's plan is
based on the PaperCut MF/NG
vulnerability which allowed for
unauthenticated remote code execution.
Security researchers at Huntress
were...Read more

NGROK

SCTHE.

Ngrok

by Kristen Cotten posted at 3/30/23 9:00 AM
This month’s #ThreatThursday features a
new tool | diseovered - narok  Initiallv

AGENT TESLA

SCTHE

Threat Emulation: Agent Tesla

by Kristen Cotten posted at 5/18/23 10:00 AM
Intro Welcome to the May 2023 SCYTHE
#ThreatThursday! This edition features an

emulation based on Agent Tesla malware.

Executive Summary Agent Tesla is a
remote access trojan (RAT) written for
the...Read more

COMMAND-LINE

OBFUSCATION

SCTHE

Command-Line Obfuscation

by Kristen Cotten posted at 2/23/23 10:46 AM
Earlier this fall we released a clever shell
GLOBbing technique being leveraged by

Threat Emulation: APT27

by Kristen Cotten posted at 4/20/23 10:00 AM
Intro Welcome to the April 2023 SCYTHE
#ThreatThursday! This edition features an
emulation based on APT27. Executive
Summary APT27, also known as
EmissaryPanda, is a state-sponsored
group believed to...Read more

AWS CLI &

S3 BUCKETS

SCTHE

AWS CLI & S3 Buckets

by Kristen Cotten posted at 1/26/23 10:07 AM
The cloud and organizations’ migration to
clond infrastrictiire have fast-tracked

Monthly Emulation Plan Release
o Procedure Level
o CTI Source Cited
o Detections Included

https://www.scythe.io/threatthursday



https://www.scythe.io/threatthursday

Atomic.Red Team: Walkthrough

Visit the GitHub: https://github.com/redcanaryco/atomic-red-team

Getting Started Guide: https://github.com/redcanaryco/atomic-red-
team/wiki/Getting-started

T1057 - Process Discovery



https://github.com/redcanaryco/atomic-red-team
https://github.com/redcanaryco/atomic-red-team/wiki/Getting-started
https://github.com/redcanaryco/atomic-red-team/wiki/Getting-started

Atomic Red Team

Bringing atomic testing to the security space!

e https://atomicredteam.io/atomicredteam
e https://github.com/redcanaryco/atomic-red-team
e https://github.com/redcanaryco/AtomicTestHarnesses

Inspired Additional tooling and tests!

e https://github.com/swimlane/atomic-operator
e https://github.com/DataDoqg/stratus-red-team



https://atomicredteam.io/atomicredteam
https://github.com/redcanaryco/atomic-red-team
https://github.com/redcanaryco/AtomicTestHarnesses
https://github.com/swimlane/atomic-operator
https://github.com/DataDog/stratus-red-team

DETT&CT

Blue Team

e Data Sources
e Visibility
e Detection

hitps:dwww.mbescure.nbblog204 &Sidefiact-mapping-your-bluse-feam-fo-mitra-atfack

>
https://github.com/rabobank-cdc/DeTTECT /@



https://github.com/rabobank-cdc/DeTTECT

Collection: DeTT&CT

Leverage DeTT&CT to visualize coverage and map your log sources

Data sources endpoints-example x +

selection controls

ﬂ' Q' E+'

. . . Privilege . Credential .
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery
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APlay in 3 Acts
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Act 1

We had several attacks over the preceding
year:

* Physical breach of the electric fence
 Nigerian actors successfully tricked a
major customer into a BEC

« Network penetration to print server*

R
*https://www.rsaconference.com/Library/presentation/USA/2018/no-ious-with-iot-2 a
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Conducts rigorous endeavor to
physically and logically separate IT
and OT networks across 11 major
sites across North America. Each site
averaged in excess of $100M of
equipment that could easily result in
loss of life.

Design, deploy and validate!




Vendor drives on site and deep underground.



Physically isolated OT network:

« Holds up miles of earth to prevent collapse

 Air quality



Vendor plugs in his laptop without
e Security/control of the laptop,
e Software update or
e Other to-be-deployed configuration

changes.






What is ICS?

Any computer
that Is at least
20 years old




What is OT: Purdue Model o

systems and
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https.//www.garlandtechnology.com/blog/ot-segmentation-best-practices-for-a-more-secure-industrial-network
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Building Trust

Security

OT Testers
Circle >

of Trust




Trust Through Testinc

Production decides
OT scope

®

e Validate in a lab
e Purple Team for

transparency @Y decidel*
% ou decide!



Trust Through Testinc




Adversary Emulation in OT

Planning
o Access vs Impact

Execution
o Emulate emerging threat

Measure protection, detection,
and response between
beachhead* and OT (access

operations)

Opportunities
e Discovery
e [ateral Movement

* - we'll get to this shortly!
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What were the initial attack vectors involved in your OT/
control systems incidents? Select all that apply

external remote services | ::
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spearprisning atacnmen: I -
e T, I -
removable media '
e ——————
compromise '
pata historian compromise || G I
supply chain compromise |G
prive-by compromise ||| EGNGNGD =
UNKNOWN (SOLTCOS R 1 o
were unidentified) '
wireless compromise || ;.
other [ s

0% 10% 20% 30% 40%

SANS Institute )"i
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SCOPE: Testing

Stages of Testing Production

v/

Passive

OT Vendor Tools
with Industrial
Protocols

Active




Actions.on Objective

WPabj;

This file is used as a binary blob Ity
Created file c:\perflogs\pa.pay that is decrypted and loaded into

memory in the Industroyer2
campaign.

This executable is used to decrypt
the pa.pay payload into process

Download an executable payload to :
C:\perflogs\vatt.exe memory..The. BNty u§ed_for \
vatt.exe in this campaign is a
benign executable. J}
\a’(_'\O“ Some components of Industroyer2 é>/)9 A
E(’(\u were deployed via GPO. It is G
% believed the PowerShell &é )/
Perform PowerShell Active Directory GPO enumeration was used to locate o
enumeration GPOs to use for deployment and

optionally to confirm that new
GPOs created were visible to a =
sample target. a

https://www.scythe.io/library/threat-emulation-industroyer2-operation



https://www.scythe.io/library/threat-emulation-industroyer2-operation

ICS Threats Library

#THREATTHURSDAY

Industroyer: 4 distinct modules targeting specific ICS lNggEs’;'}.,o."é%Z

communication protocols (IEC 60870-5-101, IEC
60870-5-104, IEC 61850, and OLE for Process Acion
Control Data Access (OPC DA)) Attempt connection to 91.245.255.243

Attempt connection to 195.230.23.19

Industroyer2: standalone executable targeting IEC- orser e

104 controllers. Crested e cporogepa py

IEC-104 is used for power system monitoring and
control over TCP and is mainly implemented in
Europe and the Middle East. Crete  schedulc sk named Vaito execule vatexe

Perform PowerShell Active Directory GPO enumeration

https://www.scythe.io/library/threat-emulation-industroyer2-operation

Intended Result

NDR or firewall may detect attempted connection to known C2 server
observed in Industroyer2 campaign.

NDR or firewall may detect attempted connection to known C2 server
observed in Industroyer2 campaign.

Primarily for SCYTHE user convenience to log whether non-standard
directories ¢:\tmp and c:\dell existed before the campaign began.

This file is used as a binary blob that is decrypted and loaded into
memory in the Industroyer2 campaign.

This executable is used to decrypt the pa.pay payload into process
memory. The binary used for vatt.exe in this campaign is a benign
executable.

Some components of Industroyer2 were deployed via GPO. Itis
believed the PowerShell enumeration was used to locate GPOs to
use for deployment and optionally to confirm that new GPOs created
were visible to a sample target.

Per CERT-UA, scheduled tasks were used to launch the malware.
The scheduled task created closely mimics that reported by CERT-
UA.

This is the same executable used for vatt.exe. We do not know from
reporting how many executable locations were used on a single

%


https://www.scythe.io/library/threat-emulation-industroyer2-operation

Living off the Land (LOLBAS)

A LOLBIn/Lib/Script must:
o Be a Microsoft-signed file, either native to the OS or downloaded
from Microsoft.
o Have extra "unexpected" functionality. It is not interesting to
document intended use cases.
o Exceptions are application allow-listing bypasses
o Have functionality that would be useful to a threat or red team



Living off the Land: ICS Edition!

A LOLBIn/Lib/Script must:
o Be an OT Vendor application, either native to the device
ecosystem and/or downloaded from the vendor.

o Have device-specific functionality. itis-hetinteresting-to
doeumentintended-use-cases-

. ioation allowlisting |

o Have functionality that would be useful to a threat or red team



SCOPE: Exercise
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e OT starts with TRUST
e Safety, Availability, and Revenue
e |T protects OT

o Great place to start!
o lIterate toward OT

e Access vs Impact

Intro to Purple Team
Process Webinar

Fri. June 23 at 1pm ET

poulifly
e @
‘f'” IPLE v

Power to the Purple
Workshop

Detection Engineering
Workshop

i, July 21 at 1pm ET

SCYTHE offers free training and workshops every month!
https://scythe.io/workshops
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X X X X X
X X X X X
X X X X X
X X X X X

Resources

@scythe_io



Resources

Multiverse of Convergence with Bryson Bort and Tim Schulz, SANS ICS Summit
https://www.youtube.com/watch?v=kTTRFicw200

A Collection of Resources for Getting Started in ICS/SCADA Cybersecurity by Rob Lee, Dragos
https://www.robertmlee.org/tag/resource-list/

ICS Village
https://www.icsvillage.com
https://hack-the-plant.simplecast.com/



https://www.youtube.com/watch?v=kTTRFicw20o
https://www.robertmlee.org/tag/resource-list/
https://www.icsvillage.com/
https://hack-the-plant.simplecast.com/
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Thank You!

2023 Security Training Survey:

CLARITY ASSURANCE RESULTS


https://www.surveymonkey.com/r/GTGH759
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