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VIDEO AND AUDIO RECORDING 
 

Please note that Midwest Reliability Organization (MRO) may make a video and/or an audio recording of 
this organizational group meeting for the purposes of making this information available to board members, 
members, stakeholders and the general public who are unable to attend the meeting in person.   

By attending this meeting, I grant MRO: 

1. Permission to video and/or audio record the meeting including me; and  
2. The right to edit, use, and publish the video and/or audio recording.   
3. I understand that neither I nor my employer has any right to be compensated in connection with the 

video and/or audio recording or the granting of this consent. 
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MRO ORGANIZATIONAL GROUP GUIDING PRINCIPLES 
 

These MRO Organizational Group Guiding Principles complement charters. When the Principles are 
employed by members, they will support the overall purpose of the organizational groups. 

Organizational Group Members should: 

1.  Make every attempt to attend all meetings in person or via webinar. 

2.  Be responsive to requests, action items, and deadlines. 

3.  Be active and involved in all organizational group meetings by reviewing all pre-meeting materials and 
being focused and engaged during the meeting. 

4.  Be self-motivating, focusing on outcomes during meetings and implementing work plans to benefit MRO 
and MRO’s registered entities. 

5.  Ensure that the organizational group supports MRO strategic initiatives in current and planned tasks. 

6.  Be supportive of Highly Effective Reliability Organization (HEROTM) principles. 

7.  Be supportive of proactive initiatives that improve effectiveness and efficiency for MRO and MRO’s 
registered entities. 
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MEETING AGENDA 

Agenda Item Time 
1  Call to Order and Determination of Quorum 

Jason Nations, MRO SAC Chair 
a. Determination of Quorum and Introductions 
b. Standards of Conduct and Anti-Trust Guidelines 
c. Robert’s Rules of Order 

9:45 a.m.  

2 Annual Charter Review 
John Breckenridge, MRO SAC Vice Chair 

9:50 a.m. 

3 2021 Regional Security Risk Assessment Update 
Jason Nations, MRO SAC Chair 

10:05 a.m. 

Break  10:15 a.m. 
4 NERC Reliability and Security Technical Committee (RSTC) 

Marc Child, NERC RSTC Representative 
10:30 a.m. 

5 Security Advisory Council Threat Forum (SACTF) Update 
Brett Lawler, MRO SACTF Chair 

a. Threat Call Statistics 
b. COVID- 19 Call 
c. Workplan 
d. Threat Forum Open Source Information Sharing 

11:00 a.m. 

6 2021 SAC Work Plan 
Jason Nations, MRO SAC Chair and John Breckenridge, MRO SAC Vice Chair 

11:30 a.m. 

Lunch  12:30 p.m. 
  
Joint Meeting with the Organizational Group Oversight Committee (OGOC)  1:00 p.m.  
7 Joint Meeting with the OGOC 

Jason Nations, MRO SAC Chair 
a. MRO SACTF Calls and  SAC Threat Forum Open Source Information 

Sharing 
b. Security Conference and Technical Training 
c. Regional Security Risk Assessment 
d. NERC RSTC 

1:00 p.m. – 2:00 p.m. 

  
Closed Meeting After 2:30 p.m.  

Closed Meeting is for Industry Only. This meeting will include Threat Briefings.  
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AGENDA 1 
Call to Order and Determination of Quorum 

a. Determination of Quorum and Introductions - Roster 
Jason Nations, MRO SAC Chair 

 
Name Role Company Term 

Jason Nations Chair Oklahoma Gas and Electric 12/31/21 

John Breckenridge Vice Chair Evergy 12/31/21 

Brett Lawler Member Xcel Energy 12/31/23 

Chad Wasinger Member Sunflower Electric Power Cooperative 12/31/23 

Clayton Whitacre Member Great River Energy 12/31/22 

Jamey Sample Member Xcel Energy 12/31/22 

Jodi Jensen  Member Western Area Power Administration 12/31/21 

Justin Haar Member Minnkota Power Cooperative 12/31/23 

Matthew Szyda Member Manitoba Hydro 12/31/23 

Michael Meason Member Western Farmers Electric Cooperative 12/31/23 

Sam Ellis Member Southwest Power Pool, Inc. 12/31/22 

Tim Anderson  Member Dairyland Power Cooperative 12/31/22 

Tony Eddleman Member Nebraska Public Power District 12/31/22 

Warren LaPlante Member Allete/Minnesota Power 12/31/21 

OPEN SEAT OPEN SEAT OPEN SEAT 12/31/22 
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AGENDA 1 
Call to Order and Determination of Quorum 

b. Standards of Conduct and Anti-Trust Guidelines 
Jason Nations, MRO SAC CHair 

 
Standards of Conduct Reminder: 
Standards of Conduct prohibit MRO staff, committee, subcommittee, and task force members from sharing 
non-public transmission sensitive information with anyone who is either an affiliate merchant or could be a 
conduit of information to an affiliate merchant. 

Anti-trust Reminder: 
Participants in Midwest Reliability Organization meeting activities must refrain from the following when 
acting in their capacity as participants in Midwest Reliability Organization activities (i.e. meetings, 
conference calls, and informal discussions): 

• Discussions involving pricing information; and  
• Discussions of a participants marketing strategies; and 
• Discussions regarding how customers and geographical areas are to be divided among 

competitors; and 
• Discussions concerning the exclusion of competitors from markets; and 
• Discussions concerning boycotting or group refusals to deal with competitors, vendors, or suppliers. 
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AGENDA 1 
Call to Order and Determination of Quorum 

c. Robert’s Rules of Order 
Jason Nations, MRO SAC Chair 

Parliamentary Procedures. Based on Robert’s Rules of Order, Newly Revised, Tenth Edition 

Establishing a Quorum. In order to make efficient use of time at MRO organizational group meetings, once 
a quorum is established, the meeting will continue, however, no votes will be taken unless a quorum is present 
at the time any vote is taken. 

Motions. Unless noted otherwise, all procedures require a “second” to enable discussion. 

When you want to… Procedure Debatable Comments 
Raise an issue for 
discussion 

Move Yes The main action that begins a debate. 

Revise a Motion 
currently under 
discussion 

Amend Yes Takes precedence over discussion of 
main motion. Motions to amend an 
amendment are allowed, but not any 
further. The amendment must be 
germane to the main motion, and 
cannot reverse the intent of the main 
motion. 

Reconsider a Motion 
already resolved 

Reconsider Yes Allowed only by member who voted 
on the prevailing side of the original 
motion. Second by anyone. 

End debate Call for the Question 
or 
End Debate 

No If the Chair senses that the committee 
is ready to vote, he may say “if there 
are no objections, we will now vote 
on the Motion.” Otherwise, this motion 
is not debatable and subject to 
majority approval. 

Record each 
member’s vote on a 
Motion 

Request a Roll Call 
Vote 

No Takes precedence over main motion. 
No debate allowed, but the members 
must approve by majority. 

Postpone 
discussion until 
later in the meeting 

Lay on the Table Yes Takes precedence over main motion. 
Used only to postpone discussion 
until later in the meeting. 

Postpone discussion 
until a future date 

Postpone until Yes Takes precedence over main motion. 
Debatable only regarding the date 
(and time) at which to bring the 
Motion back for further discussion. 
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Remove the motion 
for any further 
consideration 

Postpone indefinitely Yes Takes precedence over main motion. 
Debate can extend to the discussion 
of the main motion. If approved, it 
effectively “kills” the motion. Useful 
for disposing of a badly chosen 
motion that cannot be adopted or 
rejected without undesirable 
consequences. 

Request a 
review of 
procedure 

Point of order No Second not required. The Chair or 
secretary shall review the 
parliamentary procedure used during 
the discussion of the Motion. 

 

Notes on Motions 
Seconds. A Motion must have a second to ensure that at least two members wish to discuss the issue. The 
“seconder” is not required to be recorded in the minutes. Neither are motions that do not receive a second. 

Announcement by the Chair. The chair should announce the Motion before debate begins. This ensures 
that the wording is understood by the membership. Once the Motion is announced and seconded, the 
Committee “owns” the motion, and must deal with it according to parliamentary procedure. 

Voting 
Voting Method When Used How Recorded in Minutes 

 When the Chair senses that the 
Committee is substantially in 
agreement, and the Motion needed 
little or no debate. No actual vote is 
taken. 

The minutes show “by unanimous 
consent.” 

Vote by Voice The standard practice. The minutes show Approved or Not 
Approved (or Failed). 

Vote by 
Show of 
Hands (tally) 

To record the number of votes on 
each side when an issue has 
engendered substantial debate or 
appears to be divisive. Also used 
when a Voice Vote is inconclusive. 
(The Chair should ask for a Vote by 
Show of Hands when requested by 
a member). 

The minutes show both vote totals, and 
then Approved or Not Approved (or 
Failed). 

Vote by Roll Call To record each member’s vote. 
Each member is called upon by the 
Secretary, and the member 
indicates either 

 
“Yes,” “No,” or “Present” if 
abstaining. 

The minutes will include the list of 
members, how each voted or abstained, 
and the vote totals. Those members for 
which a “Yes,” “No,” or “Present” is not 
shown are considered absent for the vote. 
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Notes on Voting.  
Abstentions. When a member abstains, he/she is not voting on the Motion, and his/her abstention is not 
counted in determining the results of the vote. The Chair should not ask for a tally of those who abstained. 

Determining the results. A simple majority of the votes cast is required to approve an organizational 
group recommendations or decision. 

“Unanimous Approval.” Can only be determined by a Roll Call vote because the other methods do not 
determine whether every member attending the meeting was actually present when the vote was taken, or 
whether there were abstentions. 

Electronic Votes – For an e-mail vote to pass, the requirement is a simple majority of the votes cast during 
the time-period of the vote as established by the Committee Chair. 

Majorities. Per Robert’s Rules, as well as MRO Policy and Procedure 3, a simple majority (one more than 
half) is required to pass motions. 
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AGENDA 2 
Annual Charter Review 

John Breckenridge, MRO Vice Chair 

Action 
Information 

Report 
John Breckenridge, MRO SAC Vice Chair will lead the discussion during the meeting. 

 

  



1 

 

 

Approved by the MRO OGOC: September 16, 2020 

Security Advisory Council Charter 
January 1, 2021 

I. Purpose 

The MRO Security Advisory Council (SAC) is an MRO Organizational Group that provides advice and 
counsel to MRO’s Board of Directors (board), the board’s Organizational Group Oversight Committee 
(OGOC), staff, members and registered entities on cybersecurity, physical security, and control system 
security. The MRO SAC increases outreach and awareness in these key areas. 

II. Membership 

Pursuant to Policy and Procedure 3 - Establishment, Responsibilities, and Procedures of Organizational 
Groups and MRO Sponsored Representative on NERC Organizational Groups, membership on councils 
is based on experience and expertise. No more than two members of the MRO SAC may be an 
employee of a single entity or affiliated entities. At least three sectors will be represented on the MRO 
SAC. To the extent practicable, membership will reflect geographic diversity and balanced sector 
representation. MRO staff will solicit volunteers from MRO members. 

Individuals with expertise and experience in the areas of cybersecurity, physical security, and control 
system security serve on the MRO SAC. 

The MRO SAC is comprised of 15 members.  Nominations for open positions on the MRO SAC will be 
submitted to the MRO SAC for review. The MRO SAC, with input from MRO staff, will recommend the 
candidate(s) best suited for open position(s) based on experience, expertise, geographic, and sector 
representation diversity to the board’s OGOC, which will appoint the members of the MRO SAC. 

The MRO SAC will annually elect its chair and vice chair pursuant to the process and terms outlined in 
Policy and Procedure 3. 

III. Key Objectives and Responsibilities 

Key objectives and responsibilities of the MRO SAC include: 

• Annually develop a work plan in coordination with MRO staff to support the MRO Strategic Plan 
and Metrics for approval by the OGOC and report performance progress. 

• Serve as subject matter experts for MRO registered entities, members, other organizational 
groups, staff, as well as the board and its committees. 

• Support the development of the annual MRO Regional Risk Assessment by identifying risks, 
trends, and mitigating activities. 

• Recommend the establishment of subgroups to support the SAC work plan as appropriate. 
Oversee and provide direction to any subgroups. 

• Maintain awareness of efforts by industry, NERC and other Regional Entity organizational 
groups to avoid or minimize duplicative efforts and to partner and coordinate where 
appropriate. 

• Conduct outreach and awareness to increase security and decrease risk to the reliable and 
secure operations of the bulk power system: 

https://www.mro.net/MRODocuments/PP3%20Organizational%20Groups.pdf
https://www.mro.net/MRODocuments/PP3%20Organizational%20Groups.pdf
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Approved by the MRO OGOC: September 16, 2020 

o Strengthen relationship between MRO registered entities; E-ISAC, DHS, FBI, ICS- 
CERT, Fusion Centers and other similar agencies; trade associations and forums such 
as CEA, EPRI, EPSA, NATF, NAGF, NRECA, EEI, APPA and IEEE; and other U.S. or 
Canadian federal partners such as DOE, FERC and DoD, Public Safety Canada, 
RCMP, Canadian Cyber Incident Response Centre. 

o Facilitate and lead the design of the Annual MRO SAC Conference(s) by 
identifying topics and speakers. Present at the workshop as appropriate. 

o Support Midwest Reliability Matters by writing articles. 
o Share best practices and other pertinent information via webinars. 
o Create, consolidate and distribute highly relevant [security information to region security 

contacts, primary compliance contacts, and others in the region as appropriate. 
• Develop a Highly Effective Reliability Organization (HERO) outreach effort to help registered 

entities assess and improve their own security practices. 
• Recommend individuals to represent MRO as representatives on NERC organizational groups 

to the OGOC. 
• Provide guidance and communicate expectations to MRO NERC representatives, receive 

reports from MRO NERC representatives, and disseminate the information as directed by the 
board’s OGOC. 

• Support the applicable NERC program areas. 
• Annually review the charter and propose changes as needed to the OGOC. 

IV. Meetings 

The MRO SAC will meet quarterly or as necessary, in person or via conference call and/or web meeting. 
Once a year the MRO SAC will meet with the OGOC the day before a regularly scheduled board meeting. 

All MRO council chairs and vice chairs will meet with the OGOC the day before the fourth quarter 
regularly scheduled board meeting to review the council’s accomplishments during the past year and to 
develop work plans for the following year. 

Meetings of the MRO SAC are open to public attendance; however, the meeting may be called into closed 
session by the chair or vice chair. Additional meeting requirements related to agendas and minutes, voting 
and proxy, and rules of conduct are outlined in MRO Policy and Procedure 3. 

V. Costs 

Meeting costs incurred by MRO SAC members are reimbursable by MRO according to MRO Policy and 
Procedure 2 – Expense Reimbursement. 

VI. Reporting Requirements 

The chair or vice chair of the MRO SAC will provide an oral report to the OGOC regarding the council’s 
work as well as any emerging issues during the annual scheduled in person meeting. During the other 
quarterly meetings, the chair or vice chair of the MRO SAC will provide a written report to the OGOC. The 
chair or vice chair of the MRO SAC will provide a report to the OGOC during the fourth quarter meeting of 
the OGOC reviewing past accomplishments and highlighting work for the coming year. 
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AGENDA 3 
2021 Regional Security Risk Assessment Update 

     Jason Nations, MRO SAC Chair 

Action 
Information 

Report 
Chair Nations will lead the discussion during the meeting. 
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AGENDA 4 
NERC Reliability and Security Technical Committee (RSTC) 

Marc Child, NERC RSTC Representative 
 

Action 
Information 
 
Report 
Marc Child, NERC RSTC Representative will lead the discussion during the meeting. 

  



NERC Reliability & Security 
Technical Committee (RSTC) 

Update
Marc Child

Great River Energy



Disclaimer
The Midwest Reliability Organization (MRO) Security Advisory Council 
(SAC)(or CMEPAC or RAC) is committed to providing training and non-
binding guidance to industry stakeholders regarding existing and emerging 
security topics. Subject Matter Experts (SMEs) developed any materials, 
including presentations, through the MRO SAC from member organizations 
within the MRO Region and other government and industry security 
experts. The views in this presentation are presented by these MRO SAC 
SMEs, government, and industry experts, and do not express the opinions 
and views of MRO.



NERC RSTC Roster
Chair – Greg Ford (GSOC)
Vice Chair – David Zwergel (MISO)
Secretary – Stephen Crutchfield
Exec Sponsor – Mark Lauby

Executive Committee
Marc Child – Great River Energy
Robert Reinmuller – Hydro One
Christine Hasha – ERCOT
Rich Hydzik - Avista



Action Items – June 2021 meeting
Agenda
• Minutes
• Appointments

─ SWG Co-chair - Katherine Street (Duke)
─ EGWG Chair – Mike Knowland (ISO-NE)
─ EGWG Vice-chair – Daniel Farmer (Entergy)

• (Approve) Resources Subcommittee (RS) Documents (post for 45-
day comment period)
─ Reliability Guideline: ACE Diversity Interchange
─ Reliability Guideline: Operating Reserve Management
─ Balancing and Frequency Control Reference Document



Action Items
Agenda – cont’d
• (Accept) Reliability Guideline: Inadvertent Interchange
• (Approve) Reliability Guideline: Gas and Electrical Operational 

Coordination Considerations
• (Approve) Technical Reference: Assessing and Reducing Risk 

(SWG)
• (Endorse) Implementation Guidance: Cloud Solutions and 

Encrypting BES Cyber System Information
• (Approve) MOD-032 Technical Reference Document
• (Approve) Security Integration and Technology Enablement 

Subcommittee (SITES) Update and Work Plan



Action Items
Agenda – cont’d
• (Approve) Inverter-based Resources Performance Working Group 

(IRPWG) San Fernando Disturbance Follow-Up White Paper
• (Endorse) IRPWG TPL-001-5 SAR for BPS-Connected Inverter-

based Resources
• (Accept) GADS Section 1600 Data Request
• (Approve) Probabilistic Assessments Working Group (PAWG) 2020 

ProbA Scenario Case Study Report
• (Approve) PAWG Data Collections Technical Reference Document
• (Accept) Reliability Guideline: UFLS Studies



Informational items
2021 State of Reliability Report

• RSTC comment period through 6/22, ballot on 7/7
SPIDERWG Presentation on the Modeling Survey

• The survey was primarily geared towards understanding DER modeling 
practices of Transmission Planners (TPs) and Planning Coordinators (PCs)

Energy Reliability Assessments Task Force (ERATF) Update
• The ERATF will assess risks associated with unassured energy supplies, 

including the timing and inconsistent output from variable renewable energy 
resources, fuel location, and volatility in forecasted load, which can result in 
insufficient amounts of energy on the system to serve electrical demand.

NERC Risk Registry
NERC Bylaw Changes



Security Integration & Technology 
Enablement Subcommittee (SITES)

Forum to identify & eliminate barriers to adoption of emerging technologies
Workplan (approved 6/2021)

•  BES Operations in the Cloud

•  The integration of security considerations into conventional grid planning, design, and operations

•  Zero-Trust Concept

•  IT/OT Convergence

•  Reliability/Resilience/Security Balance

•  Emerging Technologies

•  Identify risks and propose mitigations while also considering the potential risks and benefits of increasing system 
complexity (and attack surface) and decreasing diversity of equipment.

•  Security Implementation

Contact Stephanie Lawrence (Stephanie.Lawrence@nerc.net) to be added to the roster

mailto:Stephanie.Lawrence@nerc.net


Security Working Group (SWG)
Formerly the Compliance Input Working 
Group (CIWG)
• Self-assessment tool approved as technical reference
• Based on ERO feedback, submitted a revised cloud 

reference document as implementation guidance
Contact Tom Hofstetter 
(Tom.Hofstetter@nerc.net) to be added to the 
roster

mailto:Tom.Hofstetter@nerc.net
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AGENDA 5 
MRO Security Advisory Council Threat Forum (SACTF) Update 

a. Threat Call Statistics 
 Brett Lawler, MRO SACTF Chair 

 

Action 
Information  

Report 
MRO SACTF Threat Call 
 

 

 

 

 

 

 

 
 
 
 
 
 
 
  

Date Approved Registrants Duration Attendees 
January 27, 2021 233 40 Minutes 72 
February 17, 2021 233 14 Minutes 77 
February 24, 2021 235 28 Minutes 84 

March 3, 2021 235 23 Minutes 62 
March 10, 2021 235 49 Minutes 69 
March 17, 2021 231 20 Minutes 57 
March 24, 2021 231 23 Minutes 66 
March 31, 2021 232 24 Minutes 58 

April 7, 2021 233 13 Minutes 71 
April 14, 2021 233 24 Minutes 65 
April 21, 2021 233 20 Minutes 75 
April 28, 2021 233 16 Minutes 61 
May 5, 2021 234 50 Minutes 62 
May 12, 2021 235 50 Minutes 69 
May 19, 2021 236 42 Minutes 63 
May 26, 2021 237 23 Minutes 59 
June 2, 2021 237 27 Minutes 65 

Averages 234 29 Minutes 67 
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Annual Threat Call Statistics 
 

 
 

  

Year Average Registrants Average Attendees Average Duration Number of Calls 

2018 108 23 12 Minutes 8 Calls 

2019 154 41 15 Minutes 48 Calls 

2020 213 63 27 Minutes 50 Calls 

2021 234 69 27 Minutes 20 Calls 
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AGENDA 5 
MRO Security Advisory Council Threat Forum (SACTF) Update 

b. COVID-19 Call 
 Brett Lawler, MRO SACTF Chair 

 

Action 
Discussion  

Report 
MRO SACTF COVID-19 Call  

 

 

 

 

 

 

 

 

Date Approved Registrants Duration Attendees 
January 28, 2021 233 38 Minutes 55 
February 4, 2021 233 42 Minutes 52 

February 11, 2021 233 43 Minutes 52 
February 18, 2021 235 40 Minutes 48 
February 25, 2021 235 20 Minutes 52 

March 4, 2021 236 49 Minutes 47 
March 11, 2021 235 30 Minutes 47 
March 18, 2021 231 35 Minutes 43 
March 25, 2021 231 17 Minutes 46 

April 1, 2021 232 17 Minutes 42 
April 8, 2021 233 47 Minutes 48 
April 15, 2021 233 29 Minutes 47 
April 22, 2021 233 29 Minutes 43 
April 29, 2021 233 35 Minutes 51 
May 6, 2021 234 37 Minutes 39 

May 13, 2021 235 23 Minutes 41 
May 20, 2021 236 13 Minutes 33 
May 27, 2021 237 36 Minutes 47 
June 3, 2021 237 36 Minutes 41 

Averages 234 32 Minutes 46 
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COVID-19 Call Annual Statistics 
 

Year Average Registrants Average Attendees Average Duration Number of Calls 

2020 221 56 40 Minutes 38 Calls 

2021 234 47 32 Minutes 22 Calls 
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AGENDA 5 
MRO Security Advisory Council Threat Forum (SACTF) Update 

c. Workplan 
 Brett Lawler, MRO SACTF Chair 

 

Action 
Discussion  

Report 
Brett Lawler, MRO SACTF Chair, will lead this discussion during the meeting.   
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AGENDA 5 
MRO Security Advisory Council Threat Forum (SACTF) Update 

d. SAC Threat Forum Open Source Information Sharing 
 Brett Lawler, MRO SACTF Chair 

 

Action 
Discussion  

Report 
Brett Lawler, MRO SACTF Chair, will lead this discussion during the meeting. 
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AGENDA 6 
2021 SAC Work Plan 

Jason Nations, MRO SAC Chair and John Breckenridge, MRO SAC Vice Chair 

 

Action 
Information 

Report 
Chair Nations and Vice Chair Breckenridge, will provide an lead this discussion during the meeting. 
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AGENDA 7 
Joint Meeting with the OGOC  

a. MRO SACTF Calls and SAC Threat Forum Open Source Information Sharing  
Jason Nations, MRO SAC Chair 

 

Action 
Information 

Report 
Chair Nations will lead this discussion during the meeting. 



Meeting Agenda – Security Advisory Council – June 23, 2021 
 

  

AGENDA 7 
Joint Meeting with the OGOC  

b. Security Conference and Technical Training  
Jason Nations, MRO SAC Chair 

 

Action 
Information 

Report 
Chair Nations will lead this discussion during the meeting. 
  



Meeting Agenda – Security Advisory Council – June 23, 2021 
 

  

AGENDA 7 
Joint Meeting with the OGOC  

c. Regional Securty Risk Assessment  
Jason Nations, MRO SAC Chair 

 

Action 
Information 

Report 
Chair Nations will lead this discussion during the meeting. 
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AGENDA 7 
Joint Meeting with the OGOC  

d. NERC RSTC 
Jason Nations, MRO SAC Chair 

 

Action 
Information 

Report 
Chair Nations will lead this discussion during the meeting. 
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